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Technical Support
Updated 03-11-11. Modified section "Customer service”.
- Fran Heddings

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s support offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers software upgrades

m Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

m Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our website at
the following URL:

www.symantec.com/business/support/
All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support

Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.
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When you contact Technical Support, please have the following information
available:

Product release level

Hardware information

Available memory, disk space, and NIC information

Operating system

Version and patch level

Network topology

Router, gateway, and IP address information

Problem description:

m Error messages and log files

m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service

Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

Questions regarding product licensing or serialization

Product registration updates, such as address or name changes

General product information (features, language availability, local dealers)
Latest information about product updates and upgrades

Information about upgrade assurance and support contracts

Information about the Symantec Buying Programs

Advice about Symantec's technical support options

Nontechnical presales questions
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m Issues that are related to CD-ROMs, DVDs, or manuals

Support agreement resources

If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com
North America and Latin America supportsolutions@symantec.com
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Introducing NetBackup for
Exchange

This chapter includes the following topics:

About NetBackup for Exchange
Features of NetBackup for Exchange
NetBackup for Exchange terminology
About user interface terminology

NetBackup documentation

About NetBackup for Exchange

NetBackup for Microsoft Exchange Server extends the capabilities of NetBackup
to include online backups and restores of Exchange databases when Exchange
Server is installed. This capability is provided as an add-on or extension to the
NetBackup for Windows client software. Because this product is tightly integrated
with the Backup, Archive, and Restore interface, this topic only gives an overview
of NetBackup functionality. In general, backup and restore operations for Exchange

files are identical to other NetBackup file operations.

Features of NetBackup for Exchange

Table 1-1 describes the features of the NetBackup for Exchange Server agent.
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Introducing NetBackup for Exchange
Features of NetBackup for Exchange

Table 1-1 NetBackup for Exchange Server features
Feature Description
Tight NetBackup Tight integration with NetBackup allows for the following:
integration

B An administrator already familiar with NetBackup procedures and software can easily
configure and use NetBackup to perform Exchange Server backup and restore operations.

m Features and strengths of the NetBackup product suite are available to the Exchange
Server backup user. These features include software data compression and encryption,
scheduled and user-directed operations, backups of multiple data streams, and in-line
tape copy.

See the NetBackup Administrator’s Guide, Volume I.

Central administration

Administrators can define, back up, and restore Exchange Servers and other NetBackup
client computers from a central location.

Media management

Exchange Server backups can be saved directly to a wide variety of storage devices that the
NetBackup master server supports.

Minimal backup time

An administrator has the choice of to perform full or incremental backups. A full backup
may take considerable time, so it may be performed infrequently. In the interim, any updates
that occurred since the full backup can be quickly and incrementally backed up through a
transaction log backup. In the event of a failure, the full backups and incremental backups
would be restored.

During recovery, the Exchange Server updates the databases and applies each of the logged
transactions to the database. After the Exchange Server recovery completes, the system is
brought back to the state as it existed when the last incremental backup was performed.

Exchange Server
Backup methods

NetBackup supports all Exchange Server backup methods: full backups, cumulative
incremental backups, and differential incremental backups. User backups function as copy
backups.

Online backups

Exchange Server data and transaction logs can be backed up without taking the Exchange
Server offline. Exchange services and data remain available during the Exchange Server
backup.

Automated backups

Administrators can set up schedules for automatic, unattended backups for local or remote
clients across the network. These backups can be full or incremental and are managed
entirely by the NetBackup server from a central location. The administrator can also
manually back up the clients.

Restore operations

An administrator using the Backup, Archive, and Restore interface can browse backups
and select the ones to be restored.

Support for VMware
backups that protect
Exchange

Users can create consistent full backups of virtual machines running Exchange Server. You
can restore Exchange storage groups or databases and individual database objects from a
VMware image. NetBackup provides support for VMware policies that use Replication
Director to manage snapshots and snapshot replicas (storage lifecycle policy).
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Features of NetBackup for Exchange

Table 1-1 NetBackup for Exchange Server features (continued)
Feature Description
Exchange 2010 and NetBackup for Exchange supports backups of Exchange 2010 and Exchange 2013 standalone
2013 standalone server | servers and Database Availability Groups (DAGs). VSS is the only backup Microsoft supports
and DAG support of Exchange 2010 and 2013 backups.
For a DAG, NetBackup supports backups of the active and the passive VSS writer of a
Database Availability Group (DAG). When NetBackup backs up the data that is replicated
the benefit is that I/O impact is reduced on the active Exchange server. NetBackup accesses
the replicated data and leaves the active (or live) Exchange server alone. NetBackup can
back up the passive copy on a specific server, based on the list of preferred servers.
Exchange 2007 backup | NetBackup can back up and restore storage groups and databases within the storage group.

and restore features

The capabilities of this feature are as follows:

m Scheduled backups of individual storage groups and databases
m  User-directed backups of individual storage groups and databases

m Restores of individual storage groups and databases. You can perform these restores
with the Backup, Archive, and Restore interface (on the server or on the client). Or you
can use the Remote Administration Console for Windows or UNIX.

Enhancements to
consistency checks of

For snapshot backups, NetBackup uses the Microsoft consistency check API to check the
consistency of databases and transaction logs and to provide additional details. This speeds

snapshot backups up a snapshot backup, because it allows the backup to proceed in parallel with the
consistency check. For an Exchange 2010 and later DAG, you can disable the consistency
check or ignore the check and continue with the backup.

Snapshot backups and | NetBackup for Exchange can perform Exchange 2007 and later backups and with snapshot

restores methodology. With a separate Snapshot Client license, you can perform off-host backups,

Instant Recovery backups, and backups with a hardware provider.

See “About snapshot backups with Exchange Server” on page 112.

Restores of individual
items using Granular
Recovery Technology
(GRT)

Note:
Reviewer: Added 11/29/12
NetBackup 7.6 does not support GRT with Exchange 2013.

When a backup uses GRT, users can restore individual mailbox and public folder items
directly from any full database backup.

See “About Exchange backups and Granular Recovery Technology (GRT)” on page 42.

Redirected restores of
mailbox objects

You can restore mailboxes, mailbox folders, mailbox messages, public folders, and public
folder items to a new location.

Redirected restores of
databases or storage
groups

Exchange 2007 and later backups can be restored to another database or another storage
group on the local server or on a different server. Exchange 2003 snapshot backups can be
restored to an identical storage group on a different server.
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Introducing NetBackup for Exchange
Features of NetBackup for Exchange

Table 1-1 NetBackup for Exchange Server features (continued)

Feature

Description

Redirection to the
recovery database
(RDB) or recovery
storage group (RSG)

Exchange 2007 and later backups can be redirected to the recovery database or RSG.
Streaming backups of Exchange 2003 can be redirected to the RSG.

Compression of

Compression increases backup performance over the network and reduces the size of the

backups backup image that is stored on the disk or tape. NetBackup does not support GRT for any
backups that use compression.
Encryption When the Encryption attribute is enabled, the server encrypts the backup for the clients

that are listed in the policy. NetBackup does not support GRT for any backups that use
encryption.

Cluster support

The NetBackup for Exchange Server agent supports Microsoft Cluster Server (MSCS)
environment and Veritas Cluster Server (VCS). See the NetBackup Enterprise Server 7.6
Cluster Compatibility list. This list contains information on the versions of Exchange Server
that are supported with the cluster environments.

LCR/CCR support

NetBackup for Exchange with Snapshot Client supports backups of the passive VSS writer
of an Exchange 2007 LCR and CCR configuration. NetBackup can back up the data that is
replicated by interfacing with the replica (or passive) Exchange server. The benefit of such
a backup is to reduce I/0 impact on the active Exchange server. NetBackup accesses the
replicated data and leaves the active (or live) Exchange server alone. This type of backup
is especially beneficial for a backup of a CCR node because the active node is completely
left out of the backup. VSS is the only backup Microsoft supports of this replicated data.

Public folder backup
and restore (with
MAPI)

With Exchange 2007, users can perform backups and restores of individual public folder
items (with MAPI), as follows:

m  Scheduled backups of individual folders
m User-directed backups of individual folders

m  Restores of individual folders or documents. You can perform this type of restore can
with the Backup, Archive, and Restore interface (on the server or on the client). Or you
can use the Remote Administration Console.

Mailbox backup and
restore (with MAPI)

With Exchange 2007, users can perform backups and restores of individual mailboxes and
folders (with MAPI), as follows:

m Scheduled backups of individual mailboxes and folders
m User-directed backups of individual mailboxes and folders

B Restores of individual mailboxes, folders, or messages. You can perform this type of
restore with the Backup, Archive, and Restore interface (on the server or on the client).
Or you can use the Remote Administration Console.
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Table 1-1 NetBackup for Exchange Server features (continued)
Feature Description
Single Instance This feature applies only to Exchange 2007 mailbox backups with MAPI. Users can enable
Storage (SIS) of Single Instance Storage for message attachments so that NetBackup writes only one copy
mailbox message of an attachment to the backup.
attachments
Exchange 2003 Exchange 2003 backups are no longer supported with NetBackup 7.6. This release includes

support for the following Exchange 2003 recovery operations:

Restores of storage groups and databases within the storage group.

Restores of Exchange objects with snapshot methodology.

Snapshot backups can be restored to an identical storage group on a different server.
Streaming backups can be redirected to the RSG.

Public folder restore (with MAPI).

Mailbox restore (with MAPI).

Single Instance Storage (SIS) of mailbox message attachments.

NetBackup for Exchange terminology

Table 1-2

NetBackup for Exchange terminology

Term

Definition or description

Exchange Server, Exchange

In the NetBackup for Microsoft Exchange Server documentation, “Microsoft
Exchange Server” is referred to as “Exchange Server” or “Exchange”.

Granular Recovery Technology (GRT)

Allows a user to restore individual mailbox and public folder items from
full database backups.

Mailbox or public folder backups and
restores (with MAPI)

Refers to any mailbox and public folder operations that are performed with
MAPI. This type of backup is only available with Exchange 2007. This type
of restore is only available with Exchange 2007 and 2003.

Microsoft consistency check API

Refers to the Microsoft CHKSGFILS API or interface.

NetBackup Exchange operations
account

Reviewer: Added 11/19/12
A unique Exchange mailbox that has permissions to perform backups and
restores.

NetBackup File System daemon
(NBFSD)

The NetBackup File System daemon on the NetBackup media server is a
process that allows NetBackup clients to mount, browse, and read tar
images. This process is used with a client for GRT operations. These
operations include backups, browsing for backup images, restores, and
duplication.
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Table 1-2

NetBackup for Exchange terminology (continued)

Term

Definition or description

NetBackup for Microsoft Exchange
Server

In the NetBackup for Microsoft Exchange Server documentation, “NetBackup
for Microsoft Exchange Server ” is referred to as “NetBackup for Exchange
Server” or “NetBackup for Exchange”.

Snapshot

Refers to backups and restores performed with snapshot technology. In
the NetBackup for Exchange Server documentation, “VSS” is synonymous
with “snapshot”.

Streaming backups and restores

Refers to Exchange database backups and restores that use the Microsoft
Exchange Backup and Restore API and not snapshot technology or the VSS
provider.

VSS

Refers to the software provider used to perform snapshot backups and
restores. In the NetBackup for Exchange Server documentation, “snapshot”
is synonymous with “VSS”.

About user interface terminology

You perform many configuration steps from the NetBackup Administration
Console on the master server. The type of console available depends on your
master server platform. NetBackup supports a Java interface for both Windows
and UNIX master servers. In addition, NetBackup supports a Windows interface
for Windows master servers.

The Java and Windows interfaces are nearly identical. If interface differences
exist in the configuration procedures, the term “Windows” or “Java” appears in
the procedure to differentiate between the two interfaces.

NetBackup documentation

NetBackup documentation is part of the NetBackup media kit and can be found
in a directory on the installation DVD for each release platform.

The documents are in Adobe® Portable Document Format (PDF), viewable with
the Adobe Acrobat Reader. Download the reader from http://www.adobe.com.

Symantec Corporation assumes no responsibility for the installation and use of
the reader.

For a complete list of NetBackup technical documents, see the Related Documents
appendix in the NetBackup Release Notes.
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The Symantec Corporation support Web site contains links to the most recent
documentation plus a list of helpful how-to and product alert topics.

http://www.symantec.com/business/support/index?page=landing&key=15143
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Installing NetBackup for
Exchange

This chapter includes the following topics:

m Planning the installation of NetBackup for Exchange

m Verifying the operating system and platform compatibility for NetBackup for

Exchange

m NetBackup server requirements for NetBackup for Exchange

m NetBackup client requirements for NetBackup for Exchange

m Exchange server software requirements for NetBackup for Exchange

m Requirements for an Exchange 2007 server in a VCS 5.0 environment

m Snapshot Client configuration and licensing requirements for Exchange

snapshot backups

m About license keys for NetBackup for Exchange

Planning the installation of NetBackup for Exchange

Perform the following tasks before you use NetBackup for Exchange.

Table 2-1 Installation steps for NetBackup for Exchange
Step Action Description
Step 1 Verify the operating system and platform See “Verifying the operating system and platform

compatibility.

compatibility for NetBackup for Exchange”
on page 24.
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Table 2-1 Installation steps for NetBackup for Exchange (continued)
Step Action Description
Step 3 Verify the Exchange software requirements for | See “NetBackup server requirements for
NetBackup for Exchange. NetBackup for Exchange” on page 25.
See “NetBackup client requirements for NetBackup
for Exchange” on page 25.
Step 4 For snapshot operations, verify the requirements | See “Snapshot Client configuration and licensing
for this type of backup. requirements for Exchange snapshot backups”
on page 27.
Step 5 If you installed Exchange Server in a cluster, See “Requirements for an Exchange 2007 server
review the requirements for that environment. in a VCS 5.0 environment” on page 27.
Step 6 Add the applicable license key(s) to the master See “About license keys for NetBackup for

server.

Exchange” on page 29.

Verifying the operating system and platform
compatibility for NetBackup for Exchange

Verify that the NetBackup for Exchange agent is supported on your operating

system or platform.

To verify operating system and compatibility

1 Go to the Symantec Support Web page:

http://www.symantec.com/business/support/index.jsp

Click on the link for NetBackup Enterprise Server.

In the list of documents, click on the following document:

NetBackup Database Agent Compatibility List

4  For information on supported cluster environments for NetBackup for
Exchange, see the following document:

NetBackup Cluster Compatibility List

For information on support for Snapshot Client, see the following document:
NetBackup Snapshot Client Compatibility List
For information on support for VMware, see the following document:

Statement of Support for NetBackup in a Virtual Environment (Virtualization
Technologies)
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NetBackup server requirements for NetBackup for

Exchange

To use the new features that are included in NetBackup for Exchange in NetBackup
7.6, you must upgrade your NetBackup for Exchange clients. The media server
and NetBackup for Exchange clients must be at the same NetBackup version.

Verify that the following requirements are met for the NetBackup server:

m The NetBackup server software is installed and operational on the NetBackup

server. The NetBackup server platform can be any that NetBackup supports.
See the NetBackup Installation Guide.

If you use an Exchange granular proxy host, the NetBackup media server and
the client must use the same version of Windows.

Make sure that you configure any backup media that the storage unit uses.
The number of media volumes that are required depends on several things:
m The devices used

m The sizes of the databases that you want to back up

m The amount of data that you want to archive

m The size of your backups

m The frequency of backups or archives
See the NetBackup Administrator’s Guide, Volume I.

NetBackup client requirements for NetBackup for

Exchange

This topic describes where you need to install the NetBackup client and the version
required to perform backups of Exchange server.

m To use the new features that are included in NetBackup for Exchange in

NetBackup 7.6, you must upgrade your NetBackup for Exchange clients. The
media server and NetBackup for Exchange clients must be at the same
NetBackup version.

Reviewer: Updated 10/22/12
Some situations require that the clients or the media server and clients have
the same version of Windows, as follows:

m When you use an Exchange granular proxy host

m Off-host backups
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When you use a private network
When you redirect a restore to a different client

When you select a destination client other than the source client when you
browse the backup image

m Reviewer: Updated 10/22/12
Install the NetBackup client software on the following:

The Exchange mailbox servers, or on all VMs that are Exchange mailbox
servers

Reviewer: Larry, you said this requirement is specific to GRT. Should we
specifically state "If you plan to use GRT, any CAS servers..."

(Exchange 2010) Any CAS servers that perform browse or restore operations
The following PowerShell command can be used to change which CAS
server is assigned to a database. Refer to Microsoft documentation for more
information.

Set-MailboxDatabase <Mailbox Database Name>
-RpcClientAccessServer <ClientAccessServer or

ClientAccessServerArrayID>
Each node in the Exchange cluster or DAG
(Non-VMware backups) Any off-host clients

B Reviewer: Added 10/22/12
For VMware operations, when you upgrade the client software you must install
the latest version of the Symantec VSS provider. If you have an existing version
of the provider, you must first uninstall the old version.

Exchange server software requirements for
NetBackup for Exchange

Verify the following regarding the Exchange server software on the NetBackup
server or client:

m Exchange server software must be installed and operational.

m (Exchange 2007), Symantec recommends that you do not install Microsoft
Outlook on the same server on which Exchange is installed. This
recommendation does not apply if you do not perform restores with Granular
Recovery Technology (GRT) or if you perform mailbox backups (with MAPI).

m For NetBackup software requirements for the Exchange server, see the
following:
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See “NetBackup server requirements for NetBackup for Exchange” on page 25.
See “NetBackup client requirements for NetBackup for Exchange” on page 25.

m (Exchange 2007) This requirement applies if you want to perform operations
with GRT or MAPI. On the Exchange Server install the Microsoft Exchange
Server MAPI Client and Collaboration Data Objects (CDO) package. On Windows
2008 and later, install version 6.05.8022.0 or higher. On Windows 2003 and
later, install version 6.05.7888 or higher.

These packages are available on the following Microsoft website:
http://www.microsoft.com/downloads/

m The Exchange Server does not need to be installed on the off-host client.

Requirements for an Exchange 2007 server in a VCS
5.0 environment

If you plan to use NetBackup for Exchange to back up an Exchange 2007 server
in a VCS 5.0 environment, a patch is required. See the following article for more
information:

http://www.symantec.com/docs/TECH51616

Snapshot Client configuration and licensing
requirements for Exchange snapshot backups

To perform snapshot backups of restores of Exchange Server, you must meet the
following configuration and licensing requirements:

m Confirm that the type of snapshot you want to configure is supported for your
Exchange environment. See the following compatibility list:
NetBackup Snapshot Client (Advanced Client) OS, Arrays, and Database Agent
Compatibility

m Configure the NetBackup Snapshot Client and verify that you meet the
configuration requirements for the snapshot method you want to use.
See the NetBackup Snapshot Client Administrator’s Guide.

m Ifyouuse Veritas Storage Foundation for Windows (SFW), verify that you have
the supported software level.

Windows 2008 and later, SFW 5.1 SP1
Windows 2008 R2 and later

Windows 2003 x64 SFW 5.0
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Windows 2003 x86 SFW 4.3

m The following snapshot options or Exchange configurations require a separate
Snapshot Client license:

m Instant recovery
m Off-host backups
m Backups using a hardware provider

m A CCR environment

A Snapshot Client license key is not required for any Exchange snapshot
backups that use the Microsoft default provider or SFW.

m Additional installation requirements apply for Instant Recovery and off-host
backups.
See “Requirements for Exchange off-host backups” on page 28.
See “Requirements for Exchange Instant Recovery backups” on page 29.

m If you want to restore individual items from database backups (granular
recovery), additional installation requirements apply and other configuration
is necessary.

See “Configuring an Exchange backup that uses Granular Recovery Technology
(GRT) (non-VMware backups)” on page 56.

Requirements for Exchange off-host backups
Note the following requirements and operational notes for off-host backups:

m (Exchange 2007, Windows 2003 x64) To successfully perform backups with
the SFW VSS provider for SFW 5.0, apply the following hotfixes on the hosts
where a snapshot backup occurs:

m http://www.symantec.com/docs/TECH56286
This hotfix is also included in the SFW 5.0 MP1 release.

m http://www.symantec.com/docsTECH54364
m Exchange does not need to be installed on the off-host client.

m For consistency checks of Exchange with the Microsoft consistency check API,
Symantec recommends that you install the Exchange System Management
Tools on the alternate client. Then restart the Exchange Server. If you choose
not to install the Exchange System Management Tools on an Exchange 2010
or later alternate client, you must install the VC9 runtime DLLs. These DLLs
can be downloaded from Microsoft x64 VC9 download page:
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http://www.microsoft.com/downloads/details.aspx?familyid=BD2A6171-E2D6-
4230-B809-9A8D7548C1B6&displaylang=en

More information is available about consistency checks:

See “Consistency checks on Exchange snapshot backups” on page 114.

See “About consistency checks options for an Exchange 2010 or later backup”
on page 39.

m For Instant Recovery off-host backups, see the following requirements:
See “Requirements for Exchange Instant Recovery backups” on page 29.

Requirements for Exchange Instant Recovery backups

With Windows 2008 and later and Windows 2008 R2 and later, Instant Recovery
backups require Storage Foundations for Windows (SFW) 5.1 SP1 if you use the
SFW VSS provider.

About license keys for NetBackup for Exchange

The NetBackup for Exchange agent is installed with the NetBackup client software.
No separate installation is required. A valid license for the agent must exist on
the master server.

More information is available on how to add license keys.
See the NetBackup Administrator’s Guide, Volume I.

In a NetBackup cluster, add the key on each node where the NetBackup server is
installed.

To use NetBackup for Exchange and the features that are supported with the
agent, you need the following keys.

Backup type or feature License required

NetBackup for Exchange agent NetBackup for Exchange

Instant recovery, off-host backups, backups Snapshot Client
using a hardware provider, CCR environment

VMware backups that protect Exchange Enterprise Client

Replication Director NetBackup Replication Director (this option
enables Snapshot Client, OpenStorage Disk,
and Replication Director)

Accelerator Data Protection Optimization Option
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Configuring Exchange client
host properties

This chapter includes the following topics:

Configuring Exchange client host properties
Exchange properties
About configuring a pause in consistency checks for Exchange 2007

About backing up all or only uncommitted Exchange transaction log files with
snapshot backups

Configuring the Exchange granular proxy host
About truncating Exchange transaction logs with Instant Recovery backups

Truncating Exchange transaction logs by performing a backup to a storage
unit

About consistency checks options for an Exchange 2010 or later backup

About the Exchange credentials in the client host properties

Configuring Exchange client host properties

Reviewer: I removed the note that the host properties do not apply to VMware
backups. Instead, the user needs to look at the individual properties to see what fits
their situation. 1/22/13

In the Exchange client host properties you configure settings for the Exchange
clients you selected.
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To configure Exchange client host properties

1 Open the NetBackup Administration Console or the Remote Administration

Console.

In the left pane, expand NetBackup Management > Host Properties > Clients.
In the right pane, select the Exchange client(s) you want to configure.

If the client does not appear in the list, click Actions > Configure Client.

Note: For clustered or replicated environments, select each node. You must
configure the same settings on each node. If you change the attributes for
the virtual name of the client, only the active node or current node is updated.

Click Actions > Properties.

Expand Windows Client and click Exchange.
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6 Enable the options you want.
See “Exchange properties” on page 33.

7 Click OK.

Exchange properties

The Exchange properties apply to the currently selected Windows clients. For
clustered or replicated environments, configure the same settings for all nodes.
If you change the attributes for the virtual server name, only the active node is
updated.

Reviewer: I removed the note that the host properties do not apply to VMware
backups. Instead, the user needs to look at the individual properties to see what fits
their situation. Does this make it more clear which properties apply to which
situations, rather than trying to cover it all in a single note? 1/22/13

The Exchange dialog box contains the following properties.

Table 3-1 Exchange dialog box properties

Property Description

Snapshot verificationl/O throttle Note: This property only applies to MS-Exchange-Server backup policies.
This option applies to off-host Exchange 2007 snapshot backups if the Exchange
System Management Tools are not installed on the alternate client. Specify the
number of I/Os to process for each 1-second pause.

See “About configuring a pause in consistency checks for Exchange 2007”
on page 36.

Backup option for log files during Note: This property only applies to MS-Exchange-Server backup policies.
full backups

Choose which logs to include with snapshot backups:

m Back up only uncommitted log files
Select this option to back up only the log files that are uncommitted. This
option is not recommended for DAGs or Exchange 2007 CCR environments.
m Backup all log files (including committed log files)

See “About backing up all or only uncommitted Exchange transaction log files
with snapshot backups” on page 36.
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Table 3-1

Exchange dialog box properties (continued)

Property

Description

Truncate log after successful
Instant Recovery backup

Note: This property only applies to MS-Exchange-Server backup policies.

Enable this option to delete transaction logs after a successful Instant Recovery
backup. By default, transaction logs are not deleted for a full Instant Recovery
backup that is snapshot only.

See “About truncating Exchange transaction logs with Instant Recovery backups”
on page 38.

Exchange granular proxy host

Note:

Reviewer: Added this note and made it clear that this property applies not just to
duplication operations but also bplist operations. 1/22/13

This property applies when you duplicate or browse a backup that uses Granular
Recovery Technology (GRT).

You can specify a different Windows system to act as a proxy for the source
client when you duplicate or browse a backup (using bp1ist) that uses GRT.
Use a proxy if you do not want to affect the source client or if it is not available.

See “Configuring the Exchange granular proxy host” on page 37.
See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

Enablesingleinstance backup for
message attachments

Note: This property only applies to MS-Exchange-Server backup policies.

Enable this option to back up the data that is stored on a Single Instance Store
(SIS) volume. This feature only applies to mailbox and public folder backups
with Exchange Server 2007.

See “About configuring Exchange Single Instance Store backups (Exchange
2007) ” on page 237.

Perform consistency check
before backup with Microsoft
Volume Shadow Copy Service
(VSS)

Note: This property only applies to MS-Exchange-Server backup policies.

Disable this option if you do not want to perform a consistency check during a
DAG backup. If you check Continue with backup if consistency check fails,
NetBackup continues to perform the backup even if the consistency check fails.

See “About consistency checks options for an Exchange 2010 or later backup”
on page 39.
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Exchange dialog box properties (continued)

Property

Description

Exchange credentials

Note the following for this property:

m  This property applies to MS-Exchange-Server backup policies.

m  This property applies if you use Replication Director to manage your VMware
snapshots and snapshot replication.

B Reviewer: ET3064051 Added 1/30/13
This property does not apply to mailbox or public folder backups. Instead,
you must configure the NetBackup Client Service with the credentials for
the account for NetBackup Exchange operations.
See “Configuring the logon account for the NetBackup Client Service for
mailbox and public folder operations” on page 236.

Provide the credentials for the account for NetBackup Exchange operations.
This account must have the necessary permissions to perform Exchange
operations. The permissions that are required depend on the Exchange version
that you have.

See “About the Exchange credentials in the client host properties” on page 39.

See “About configuring the account for NetBackup Exchange operations”
on page 46.

Different requirements exist if you use Replication Director to manage your
VMware snapshots and snapshot replication. In that case you must provide the
Exchange account credentials in the Exchange client host properties. The account
also needs the privilege to “Replace a process level token.” The logon account
for the NetBackup Client Service must be an account that has access to the CIFS
shared that are created on the NetApp disk array.

See “Configuring NetBackup with access to the CIFS share on the NetApp disk
array” on page 207.

Reviewer: Added 1/2/13

In previous versions of NetBackup, to perform operations with Granular Recovery
Technology (GRT) you configured the NetBackup Client Service and the
NetBackup Legacy Network Service (Exchange 2010 or later) with a different
logon account. Customers upgrading from earlier versions of NetBackup can
continue to use that configuration. If you add the credentials in the host
properties, do not configure the logon account for the NetBackup Client Service
or the NetBackup Legacy Network Service.
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About configuring a pause in consistency checks for
Exchange 2007

Note:

Reviewer: Updated 8/2/12

This option only applies to off-host Exchange 2007 backups when the Exchange
Management Console is not installed on the alternate client.

The value is used during snapshot validation by the Exchange command ESEUTIL
/pxxx where xxx is the value of Snapshot verification I/O throttle. ESEUTIL
defines the /p setting as a forced 1-second pause after every xxx I/Os to limit the
I/Orate during database verification. See the Microsoft Exchange documentation
regarding the EsruT1L command for details.

For more information on how to configure client settings in the host properties,
see the following topic:

See “Configuring Exchange client host properties” on page 31.

About backing up all or only uncommitted Exchange
transaction log files with snapshot backups

The Back up option for log files during full backups determines how many log
files are backed up during a full or user-directed snapshot backup. You can adjust
this setting in the host properties for the Exchange client.

If you select Back up only uncommitted log files NetBackup only backs up and
catalogs the transaction log files that were not committed to the Exchange database
at the time that the snapshot was taken. Exchange requires these uncommitted
log files during the recovery of the Exchange database to make the database
consistent. If Back up all log files (including committed log files) is selected, all
of the log files that exist on the snapshot volume are backed up and cataloged.

Back up only uncommitted log files is not recommended for replicated
environments. See the following article:

http://www.symantec.com/docs/TECH88101

When you back up only the uncommitted log files, the advantage is that less space
is needed on the storage unit for the transaction logs. When you back up all of
the log files, the advantage is that a consecutive set of log files is maintained. A
previous full backup can use these log files for rolling forward. These options do
not affect the ability to recover the current full or user-directed type backup.
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These options do affect the ability to roll forward from a previous full or
user-directed type backup.

For example, consider if a full backup is performed, followed by two differential
backups, followed by another full backup. If Back up all log files is specified, all
of the log files exist in backup images. The first full backup, the log files from the
two differential backups, and the log files from the second full backup can be
restored. The existence of all the log files allows for a roll-forward recovery. If
you select Back up only uncommitted log files, a gap exists in the sequence of
transaction logs that are in the backup images. From the full backup, you can
restore only as far as the time that is covered in the two differential backups.

For more information on how to configure the client host properties, see the
following topic:

See “Configuring Exchange client host properties” on page 31.

Configuring the Exchange granular proxy host

When you browse for or restore individual items using Granular Recovery
Technology (GRT), NetBackup uses the destination client to stage a virtual copy
of the database that you want to restore. However, NetBackup uses the source
client of the backup to stage the database in the following situations: when you
duplicate or browse a backup (usingbp1ist) that uses GRT. Alternatively, you can
specify a different Windows system to act as a proxy for the source client.

Specify a proxy host for a duplication or browse operation if one of the following
situations apply:

m You do not want to affect the source client
m The source client is not available

m You want to use a different proxy host than the one specified in the host
properties for the source client

An Exchange granular proxy host has the following requirements:
m Has the same NetBackup version as the Exchange hosts
m Uses the same NetBackup master server as the Exchange hosts

m Isincluded in the Exchange hosts
You do not need to add the proxy host to the list of Exchange hosts if the proxy
host is not a NetBackup master or a media server.

The “-granular_proxy” option is included with the bpduplicate command and
thebp1list command. You can override the Exchange granular proxy host setting
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with the -granular proxy option. More information is available on how to specify
the granular host with these commands.

See “About using the command line to browse or restore Exchange granular backup
images” on page 193.

NetBackup determines the granular proxy host in the following order:

m The host that is specified with the -granular proxy option on the command
line

m The granular proxy host that you specify in the host properties for the source
client

m The source client

To specify a proxy, configure the Exchange granular proxy host in the Exchange
properties for the client. More information is available about how to configure
the client host properties.

See “Configuring Exchange client host properties” on page 31.

About truncating Exchange transaction logs with
Instant Recovery backups

By default, Exchange transaction logs are not truncated for a full Instant Recovery
backup that does not back up to a storage unit. To truncate logs enable Truncate
log after successful Instant Recovery backup in the Exchange properties for the
client. Consider carefully before you select this option. Ensure that you have an
independent method to retain your snapshots for disaster recovery. Alternatively,
you can perform a full Instant Recovery backup to a storage unit.

See “Truncating Exchange transaction logs by performing a backup to a storage
unit” on page 39.

For more information on how to configure the client host properties, see the
following topic:

See “Configuring Exchange client host properties” on page 31.
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Truncating Exchange transaction logs by performing a backup to a storage unit

Truncating Exchange transaction logs by performing
a backup to a storage unit

To truncate Exchange transaction logs by performing a backup to a storage unit
1 Create a new backup policy.
2 Create a full or a differential schedule type.

3 Inthe attributes for the schedule, select Snapshots and copy snapshots toa
storage unit.

Select a storage unit for the policy.

Perform a snapshot backup with this policy.

About consistency checks options for an Exchange
2010 or later backup

By default, NetBackup is configured to run a consistency check on Exchange 2010
or later backups. The consistency check that runs on the snapshot determines if
possible data corruption exists. For standalone servers, you must perform a
consistency check. Consistency checks are optional for a Database Availability
Group (DAG). You can configure this option in the host properties for the Exchange
client.

If Perform consistency check before backup with Microsoft Volume Shadow
Copy Service (VSS) is selected, NetBackup backs up Exchange objects as follows:

m Ifyoudonot select Continue with backup if consistency check fails, a database
backup fails if it contains database files or transaction log files that are corrupt.
All other non-corrupt databases that you selected are backed up.

m When you select Continue with backup if consistency check fails, then all
Exchange data is backed up regardless if corrupt files are detected.

For more information on how to configure client settings in the host properties,
see the following topics:

See “Configuring Exchange client host properties” on page 31.

About the Exchange credentials in the client host
properties

The Exchange credentials in the client host properties indicate the account that
has necessary permissions to perform Exchange operations. The permissions that
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are required depend on the Exchange version that you have. See the following
topics:

See “Creating a privileged NetBackup user account for EWS access (Exchange
2010)” on page 50.

See “Creating a minimal NetBackup account for Exchange operations (Exchange
2010)” on page 51.

See “Configuring the account for NetBackup Exchange operations (Exchange
2007)” on page 52.

See “Configuring the account for NetBackup Exchange operations (Exchange
2003)” on page 54.

Note the following:

m Reviewer: Is "replace a process level token" always necessary for the account
used forthe Exchange credentials, or only for VMware with RD? Or only for GRT
browse and restore of VMware backup with RD? 12/3/12
If you use Replication Director to manage your VMware snapshots and snapshot
replication, do the following:

m Provide the Exchange credentials in the Domain\user and Password fields
in the Exchange properties for the client. This account must also have the
local security right “Replace a process level token.”

See “About the Exchange credentials in the client host properties”
on page 39.

B Reviewer: Removed mention of Legacy service, no need to configure if
Exchange credentials are configured 12/21/12
Configure the NetBackup Client Service with an account that has access to
the CIFS shares that are created on the NetApp disk array.

m Reviewer: New 12/21/12
In NetBackup 7.5 and earlier, you added the credentials to the logon account
for the NetBackup Client Service and the NetBackup Legacy Network Service
(Exchange 2010 or later). Customers upgrading from earlier versions of
NetBackup can continue to use this configuration (unless you use Replication
Director). If you add the credentials in the host properties, do not configure
the logon account for the NetBackup Client Service or the NetBackup Legacy
Network Service.
Reviewer: ET 3064051 1/30/13
Note that for mailbox and public folder operations, you cannot configure the
Exchange credentials in the host properties. Instead you must configure the
logon account for the NetBackup Client Service with the credentials.
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Reviewer: Changed title to
reflect support for GRT
1/7/13

This chapter includes the following topics:
m About Exchange backups and Granular Recovery Technology (GRT)
m About configuring the account for NetBackup Exchange operations

m Configuring an Exchange backup that uses Granular Recovery Technology
(GRT) (non-VMware backups)

m About installing and configuring Network File System (NFS) for Exchange
Granular Recovery

m Disk storage units supported with Exchange Granular Recovery Technology
(GRT)
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Configuring the Exchange hosts for a backup that uses Granular Recovery
Technology (GRT)

Disabling the cataloging for duplications of Exchange backups using Granular
Recovery Technology (GRT)

Allowing an Exchange server to browse a backup or to redirect a restore to
another server or DAG

Cataloging an Exchange backup or VMware backup that uses Granular Recovery
Technology (GRT)

Configuring the logon account for the NetBackup Client Service when upgrading
to NetBackup 7.6

About Exchange backups and Granular Recovery
Technology (GRT)

When a backup uses Granular Recovery Technology (GRT), users can restore
individual items directly from any full database backup. This type of backup can
serve both kinds of recovery situations. From the same backup image you can
restore entire storage groups or databases. Or you can select individual folders
or messages within a mailbox or public folder.

You can restore individual items using GRT from the following types of backups:

Full or user-directed backups

NetBackup lets you create a complete policy for disaster recovery, with all the
various types of schedules. However, you cannot restore individual items from
an incremental backup.

VMware backups that protect Exchange
Local snapshot backups
Off-host snapshot backups

Instant recovery backups, when the schedule copies the snapshot to a storage
unit
Replica snapshot backups

This type of backup applies to LCR or to CCR environments with Exchange
2007 or a Database Availability Group (DAG) with Exchange 2010.

Streaming backups (Exchange 2007)
This type of backup is limited to certain types of storage units. See the following
document for more information:

http://www.symantec.com/docs/TECH187917
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Exchange granular clients and non-VMware backups

Reviewer: This is a new topic I didn't flag for the first Beta review.

With streaming or snapshot backups (non-VMware backups), Exchange granular
clients are those clients that perform backup or restore operations with Granular
Recovery Technology (GRT). These clients have specific requirements that must
be met to allow restores of individual mailbox and public folders from full database
backups.

Exchange granular clients

Exchange granular clients include the following:

All mailbox servers

The CAS server

Nodes in an Exchange DAG

Nodes in a clustered Exchange server

An off-host client

Requirements for Exchange granular clients

Each Exchange granular client requires configuration of the following:

For a DAG or cluster, configure all the nodes. (Exchange 2010) Also configure
the CAS server.

On each node, an unassigned drive letter on which to mount the backup image
Network File System (NFS)
An account for NetBackup Exchange operations (unique mailbox for NetBackup)

In the Exchange client host properties, to the Exchange credentials add the
credentials of the account for NetBackup Exchange operations.

Mapping of Exchange hosts

For virtual environments and if you use an off-host client, you need to create
amap of the virtual names and physical names of the systems in the Exchange
configuration. If you use a master or a media server as a proxy server you also
need to add the proxy server to the list of hosts.

See “Configuring the Exchange hosts for a backup that uses Granular Recovery
Technology (GRT) ” on page 79.

The client(s) and the media server must have the same version of Windows as
the client from which the backup is made.

If you use an Exchange granular proxy server, the database hosts and the proxy
host must also meet the following additional requirements:
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m Have the same NetBackup version
m Use the same NetBackup master server

m Reviewer: Updated 1/14/13
An Exchange server must have permission to browse a backup or to redirect
arestore to another server or to a DAG.
See “Allowing an Exchange server to browse a backup or to redirect a restore
to another server or DAG” on page 83.

Exchange granular clients and VMware backups

Reviewer: This is a new topic I didn't flag for the first Beta review.

Exchange granular clients are those clients that perform backup or restore
operations with Granular Recovery Technology (GRT). This distinction is important
because not all Exchange clients perform GRT operations with VMware browse
and restore operations. Therefore all clients do not have the same configuration
requirements.

Granular clients and VMware backups that protect Exchange
2010

With VMware backups that protect Exchange 2010, granular clients include
following:

m The CAS server

m Clients that browse for backups

m Nodes in a clustered Exchange server
m An Exchange granular proxy host

See “Configuring the Exchange granular proxy host” on page 37.

Granular clients and VMware backups that protect Exchange
2007

With VMware backups that protect Exchange 2007, granular clients include
following:

m Clients that browse for backups or perform restores
m Nodes in a clustered Exchange server

B Reviewer: In the review, I omitted the granular proxy host from this list. I think
this was a mistake, unless someone told me it doesn't apply to VMware backups
of Exchange 2007. 1/14/12
An Exchange granular proxy host
See “Configuring the Exchange granular proxy host” on page 37.
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Requirements for Exchange granular clients

Each Exchange granular client requires configuration of the following:

For a DAG or cluster, configure all the nodes. (Exchange 2010) Also configure
the CAS server.

Reviewer: How should I phrase this and next bullet? I added a section about RD
below. Moved "tar" image info to restore topic.
On each node, an unassigned drive letter on which to mount the backup image.

Network File System (NFS)
An account for NetBackup Exchange operations (unique mailbox for NetBackup)

The account for NetBackup Exchange operations must also have the local
security privilege “Replace a process level token.”

See “Configuring local security privileges for the account for NetBackup
Exchange operations” on page 55.

In the Exchange client host properties, to the Exchange credentials add the
credentials of the account for NetBackup Exchange operations.

Mapping of Exchange hosts

For virtual environments you need to create a map of the virtual names and
physical names of the systems in the Exchange configuration. If you use a
master or a media server as a proxy server you also need to add the proxy
server to the list of hosts.

See “Configuring the Exchange hosts for a backup that uses Granular Recovery
Technology (GRT) ” on page 79.

The client(s) and the media server must have the same version of Windows as
the client from which the backup is made.

If you use an Exchange granular proxy server, the database hosts and the proxy
host must also meet the following additional requirements:

m Have the same NetBackup version

m Use the same NetBackup master server

Reviewer: Updated 1/14/13

An Exchange server must have permission to browse a backup or to redirect
arestore to another server or to a DAG.

See “Allowing an Exchange server to browse a backup or to redirect a restore
to another server or DAG” on page 83.

Configuration for Replication Director
Reviewer: Added 1/4/13
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Note the following if you use Replication Director to manage your VMware
snapshots and snapshot replication:

m Because Replication Director uses the primary copy it does not require an
unassigned drive letter or NFS.

m Configure the NetBackup Client Service with a logon account that has access
to the CIFS shares that are created on the NetApp disk array.
See “Configuring NetBackup with access to the CIFS share on the NetApp disk
array” on page 207.

Exchange granular operations and the NetBackup media server

Reviewer: New topic
Certain requirements exist for the media server when you perform operations
with Granular Recovery Technology (GRT).

The media server requires configuration of the following:

m Network File System (NFS)
Reviewer: Phrasing Okay?
Note that Replication Director does not require NFS because it uses the primary
copy.

m The client(s) or the media server must have the same version of Windows as
the client from which the backup is made.

m Ifyouusean Exchange granular proxy server, the database hosts and the proxy
host must also meet the following additional requirements:

m The proxy host name is included in the Distributed Application Restore
Mapping in the Exchange client host properties

m Have the same NetBackup version

m Use the same NetBackup master server

About configuring the account for NetBackup
Exchange operations

Reviewer: Updated 10/25/12
NetBackup must have access to Exchange mailboxes and public folders so it can
do the following:

m Enumerate mailboxes when defining a policy.

m Restore mailbox and public folder objects from full database backups with
Enable granular recovery selected.
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NetBackup gains access to Exchange through the account for NetBackup Exchange
operations, a unique Exchange mailbox that has permissions to perform backups

and restores. This account is then configured as the account for the Exchange
credentials in the Exchange client host properties. The account also needs the
right to “Replace a process level token.”

Table 4-1 Steps to configure the account for NetBackup Exchange operations
Step Action Description
Step 1 Perform the following steps on the applicable | In a cluster or replicated environment, perform

Exchange granular clients and on the CAS server.

the steps on each database node in the cluster.
For Exchange 2010, perform the steps on each
database node in the DAG and the CAS server.

To determine which clients to configure for GRT
operations, refer to the following topics:

See “Exchange granular clients and non-VMware
backups ” on page 43.

See “Exchange granular clients and VMware
backups” on page 44.
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Table 4-1 Steps to configure the account for NetBackup Exchange operations
(continued)

Step Action Description

Step 2 On the applicable Exchange granular clients, Configure the account as follows:
create an Exchange mailbox for NetBackup (or

. m Symantec recommends that you create a
account for NetBackup Exchange operations).

uniquely named mailbox. Verify that this
mailbox is not hidden.

B Reviewer: Since Exchange 2010 can have a
"minimal" account, is it still accurate to say
"domain privileged rights"?

Writer: Add minimal account bullet and link
Ensure that the account has domain privileged
rights.

B Reviewer: Added 1/30/13
Configure the account with the right to
“Replace a process level token.”

m See the specific procedure for the Exchange
version you have.

See “Creating a privileged NetBackup user
account for EWS access (Exchange 2010)”
on page 50.

See “Creating a minimal NetBackup account
for Exchange operations (Exchange 2010)”
on page 51.

See “Configuring the account for NetBackup
Exchange operations (Exchange 2007)”

on page 52.

See “Configuring the account for NetBackup
Exchange operations (Exchange 2003)”

on page 54.
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Table 4-1
(continued)

Steps to configure the account for NetBackup Exchange operations

Step Action Description
Step 3 Reviewer: Replaced steps for NetBackup Client Note: If you upgraded from a previous version
and Legacy services with this step for the Exchange of NetBackup, only provide the credentials for
creden “als‘. . the account for NetBackup Exchange operations
On tl.1e applicable Exchange gran.ular c.hents, in one location. Do not include the credentials in
configure the Exchar'lge creden'tlals with the both the Exchange client host properties and as
account you created in the previous step. the logon account for the NetBackup Client
Service and the NetBackup Legacy Network
Service.
If you use Replication Director, provide the
credentials for the account that has access to the
NetApp disk array. In the Exchange client host
properties, include the credentials for account
for NetBackup Exchange operations.
See “About the Exchange credentials in the client
host properties” on page 39.
Step 4 Configure the account for NetBackup Exchange | See “Configuring local security privileges for the

operations with the right to “Replace a process
level token”.

account for NetBackup Exchange operations”
on page 55.

About NetBackup and Microsoft Exchange Web Services (Exchange

2010)

For Exchange 2010, NetBackup uses Microsoft Exchange Web Services (EWS) to
support a backup that uses the Granular Recovery Technology (GRT). EWS provides
support for the restore of individual mailboxes, mail messages, and public folders
from an Exchange 2010 database backup.

To use EWS to restore individual items, the client throttling policy is disabled for
the resource credentials you specify for the restore job. The client throttling policy
is located on the Client Access Server and enforces connection bandwidth limits

on the Exchange server.

NetBackup also creates an impersonation role and a role assignment for Exchange
Impersonation. Exchange Impersonation role assignment associates the
impersonation role with the NetBackup resource credentials you specify for the
restore job. NetBackup creates and assigns the following roles:

m SymantecEWSImpersonationRole

m SymantecEWSImpersonationRoleAssignment
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Creating a privileged NetBackup user account for EWS access

(Exchange 2010)

This procedure provides an example of how to create a privileged account for
NetBackup Exchange operations for EWS access with Exchange 2010. This account
is used for the Exchange credentials in the Exchange client host properties,
enabling NetBackup to perform operations with Granular Recovery Technology
(GRT).

Note the following:

Configure each Exchange mailbox server and the CAS server.

Configure each client that performs granular operations. To determine which
clients to configure, see the following topic:

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

In a cluster environment, perform the steps on each database node in the
cluster. For an Exchange DAG, perform the steps on each database node in the
DAG and the CAS server.

In previous versions of NetBackup, to perform operations with Granular
Recovery Technology (GRT) you configured the NetBackup Client Service and
the NetBackup Legacy Network Service with a different logon account.
Customers upgrading from earlier versions of NetBackup can continue to use
that configuration.

To create a privileged NetBackup user account for EWS access (Exchange 2010)

1

o ~ W N

In Active Directory Users and Computers, select the Users directory.
Right-click and select New > User and indicate a name for your new account.
Double-click on the account you created.

Select the Member Of tab.

Click Add and add these objects to the user:

m Domain Users

m Organization Management

If permissions issues persist, try adding the Domain Admins group to this
account.

Reviewer: Updated 1/17/12
Provide the credentials for this account in the Exchange client host properties.

See “About the Exchange credentials in the client host properties” on page 39.
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Creating a minimal NetBackup account for Exchange operations

(Exchange 2010)

Reviewer: New procedure 11/1/12

This procedure describes how to create a minimal account for NetBackup Exchange
operations for Exchange 2010. This account is used for the Exchange credentials
in the Exchange client host properties, enabling NetBackup to perform operations
with Granular Recovery Technology (GRT).

Note the following:

Configure each Exchange mailbox server and the CAS server.

Configure each client that performs granular operations. To determine which
clients to configure, see the following topic:

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

In a cluster environment, perform the steps on each database node in the
cluster. For an Exchange DAG, perform the steps on each database node in the
DAG and the CAS server.

In previous versions of NetBackup, to perform operations with Granular
Recovery Technology (GRT) you configured the NetBackup Client Service and
the NetBackup Legacy Network Service with a different logon account.
Customers upgrading from earlier versions of NetBackup can continue to use
that configuration.

To create a minimal NetBackup account for Exchange 2010 operations

1
2

In Active Directory Users and Computers, select the Users directory.

Right-click and select New > User and indicate a name for your new account.
For example, NetBackup Account.

Select the Member Of tab.
Use the Exchange Management Shell to perform the following:

m Create a new Role Group and make the account a member this group:

New-RoleGroup -Name groupName -Members NetBackup Account

m Assign the following roles to the Role Group:
Database Copies
Databases
Exchange Servers
Monitoring
Mail Recipient Creation
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Mail Recipients
Recipient Policies

5 Reviewer: local admin rights mentioned here
Add the account you created to the local administrators group.

6 Toperform restores with Granular Recovery Technology (GRT), also perform
the following tasks with the Exchange Management shell:

Note: If the account does not have the necessary privileges, an administrator
needs to perform these tasks.

m Add SymantecEWSImpersonationRoleAssignment to the account you
created in 2

New-ManagementRole -Name SymantecEWSImpersonationRole -Parent ApplicationImpersonation

New-ManagementRoleAssignment -Role SymantecEWSImpersonationRole -User NetBackup Account

SymantecEWSImpersonationRoleAssignment
Where NetBackup Account is the alias of the Active Directory account you
created in 2.

m Create a Throttling Policy named SymantecEWSRestoreThrottlingPolicy.
Reviewer: Do you add the NetBackup account somehow to this policy?

New-ThrottlingPolicy -Name SymantecEWSRestoreThrottlingPolicy

7 Reviewer: Updated 1/17/12
Provide the credentials for this account in the Exchange client host properties.

See “About the Exchange credentials in the client host properties” on page 39.

Configuring the account for NetBackup Exchange operations (Exchange
2007)

This procedure describes how to create a privileged account for NetBackup
Exchange operations with for Exchange 2007.

Reviewer: Added 11/19/12

This account is used for the Exchange credentials in the Exchange client host
properties, enabling NetBackup to perform operations with Granular Recovery
Technology (GRT).

Note the following:
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m Configure each client that performs granular operations. To determine which
clients to configure, see the following topic:
See “Exchange granular clients and non-VMware backups ” on page 43.
See “Exchange granular clients and VMware backups” on page 44.

m In a cluster or replicated environment, perform the steps on each Exchange
node.

m Reviewer: Added 11/19/12
In previous versions of NetBackup, to perform operations with Granular
Recovery Technology (GRT) you configured the NetBackup Client Service with
a different logon account. Customers upgrading from earlier versions of
NetBackup can continue to use that configuration.

To configure the account for NetBackup Exchange operations (Exchange 2007)
1 In Active Directory Users and Computers, select the Users directory.

2 Right-click on the Administrator account, click Copy, and create an account
for NetBackup.

Create a user account that has a mailbox with a unique name. A unique name
is one that does not already exist within the Exchange Organization. This
name cannot be contained as a set of characters in an existing name.

For example: EXCH1 is entered as the unique mailbox name, and other mailbox
names such as EXCH1BACKUP or BACKUPEXCH1 exist. The backup or restore
of individual mailboxes or both fail.

3  After you create the account, double-click the account, click the Members Of
tab, and add this account to the Domain Admins group.

Open the Exchange Management Console.

In the Exchange Management Console, right-click on Organization
Configuration and click Add Exchange Administrator.

6 Onthe Add Exchange Administrator page, click Browse and select the user
to which you want to delegate control.

7  Click the Exchange Server Administrator role.
8 Under Select the server(s) to which this role has access, click Add.
9 Select the servers to which you want to delegate control and click OK.

10 Click Add.
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11 On the Completion page, verify that the delegation was successful and click

Finish.

12 Provide the credentials for this account in the Exchange client host properties.

See “About the Exchange credentials in the client host properties” on page 39.

Configuring the account for NetBackup Exchange operations (Exchange

2003)

This procedure describes how to create a privileged account for NetBackup
Exchange operations for Exchange 2003.

Reviewer: Added 11/19/12

This account is used for the Exchange credentials in the Exchange client host
properties, enabling NetBackup to perform operations with Granular Recovery
Technology (GRT).

Note the following:

Configure each client that performs granular operations. To determine which
clients to configure, see the following topic:
See “Exchange granular clients and non-VMware backups ” on page 43.

In a cluster environment, perform the steps on each Exchange node in the
cluster.

Reviewer: Added 11/19/12

In previous versions of NetBackup, to perform operations with Granular
Recovery Technology (GRT) you configured the NetBackup Client Service with
a different logon account. Customers upgrading from earlier versions of
NetBackup can continue to use that configuration.

To configure the account for NetBackup Exchange operations (Exchange 2003)

1

Use Active Directory Users and Computers to create a user account that has
a mailbox with a unique name.

A unique name is one that does not already exist within the Exchange
Organization. This name cannot be contained as a set of characters in an
existing name.

For example: EXCH1 is entered as the unique mailbox name, and other mailbox
names such as EXCH1BACKUP or BACKUPEXCH1 exist. The backup or restore
of individual mailboxes or both fail.

After you create the account, double-click the account, click the Members Of
tab, and add this account to the Domain Admins group.

Open Exchange System Manager.
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Right-click the Exchange Organization and click Delegate Control.
Click Next.
On the Users or the Groups screen, click Add.

N o0 o b

In the Delegate Control dialog box, provide the following information.

Group or User Specify the name of the account that was created in step 1.

Role Select Exchange Full Administrator.

Complete the Delegation wizard.
9 Provide the credentials for this account in the Exchange client host properties.

See “About the Exchange credentials in the client host properties” on page 39.

Configuring local security privileges for the account for NetBackup
Exchange operations
Reviewer: New topic. I copied the first paragraph from the SharePoint manual,
don't know if it is even accurate for Exchange. 12/4/12
Reviewer: Is it necessary to add this right for all Exchange GRT configurations or
only for RD? 12/4/12
On each Exchange mailbox servers you must assign the account for NetBackup
Exchange operations the right to “Replace a process level token”. This right is
necessary since the NetBackup for Exchange Agent logs on as the Exchange user
when it accesses data.

Configuring local security privileges for the account for
NetBackup Exchange operations (Local Security Policy)

To configure local security privileges for the account for NetBackup Exchange
operations (Local Security Policy)

1 Open the Local Security Policy.
2 Click Local Policies.

3 Inthe User Rights Assignment, add the account for NetBackup Exchange
operations to the Replace a process level token property.

4  Run the group policy update command (group policy update) for this change
to take effect:

gpupdate /Force

Draft extracted 2013-2-27 2:09



56 | Configuring Exchange Granular Recovery (Exchange 2010 and earlier)
Reviewer: Changed title to reflect support for GRT 1/7/13
Configuring an Exchange backup that uses Granular Recovery Technology (GRT) (non-VMware backups)

Configuring local security privileges for the account for
NetBackup Exchange operations (on a domain controller)

To configure local security privileges for the account for NetBackup Exchange
operations (on a domain controller)

1

[« ) B 2 I ~ N ¥§

Reviewer: New procedure per ET2685336. 1/7/12
Open the Group Policy Management.

Under the domain, select Group Policy Objects > Default Domain Controllers
Policy.

Click the Settings tab.
Expand Security Settings > Local Policies.
Right-click on User Rights Assignment and click Edit.

In the Group Policy Object Editor, expand Computer Configuration > Policies
> Windows Settings > Security Settings > Local Policies.

In the User Rights Assignment, add the account for NetBackup Exchange
operations to the Replace a process level token property.

Run the group policy update command (group policy update) for this change
to take effect:

gpupdate /Force

Configuring an Exchange backup that uses Granular
Recovery Technology (GRT) (non-VMware backups)

Note: These steps are applicable for a non-VMware backup. To use GRT with a
VMware backup, refer to the following topic:

See “Configuring Granular Recovery Technology (GRT) with a VMware backup
that protects Exchange” on page 200.

Reviewer: Changed "Exchange granular clients" to "all Exchange mailbox servers
and CAS server".
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Table 4-2

Configuring an Exchange backup that uses Granular Recovery

Technology (GRT) with a non-VMware backup

Step

Action

Description

Step 1

Verify that you have a supported Exchange Server
configuration and have a media server platform that
supports GRT.

See the NetBackup Database Agent Compatibility
List.

See the NetBackup Operating System Compatibility
List.

Step 2

Ensure that requirements are met for the Exchange
server software.

See “Exchange server software requirements for
NetBackup for Exchange” on page 26.

Step 3

Reviewer: Changed from "granular clients" to "all
mailbox servers and the CAS Server"2/1/13

All mailbox servers and the CAS Server must meet
certain requirements, including the following:

m On each server, have an unassigned drive letter

m Have Network File System (NFS) configured or
enabled

m The Exchange credentials are configured in the
Exchange client host properties

To determine which clients to configure, refer to the
following topic:

See “Exchange granular clients and non-VMware
backups ” on page 43.

In a cluster or replicated environment, perform the
steps on each database node in the cluster. For an
Exchange 2010 DAG, perform the steps on each
database node in the DAG and the CAS server.

Step 4

On all Exchange mailbox servers and the CAS Server,
ensure that each node has an unassigned drive letter
on which to mount the backup image.

Step 5

On all Exchange mailbox servers and the CAS Server,
enable or configure NFS for your environment.

See “Enabling Services for Network File System
(NFS) on Windows 2012” on page 61.

See “About configuring Services for Network File
System (NFS) on Windows 2008 and Windows 2008
R2” on page 65.

See “About configuring Services for Network File
System (NFS) on Windows 2003 R2 SP2” on page 73.

See “Configuring a UNIX media server and Windows
clients for backups and restores that use Granular
Recovery Technology (GRT)” on page 78.
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Table 4-2 Configuring an Exchange backup that uses Granular Recovery
Technology (GRT) with a non-VMware backup (continued)
Step Action Description
Step 6 | Configure NFS on the media server. See “Enabling Services for Network File System
(NFS) on Windows 2012” on page 61.
See “About configuring Services for Network File
System (NFS) on Windows 2008 and Windows 2008
R2” on page 65.
See “About configuring Services for Network File
System (NFS) on Windows 2003 R2 SP2” on page 73.
See “Configuring a UNIX media server and Windows
clients for backups and restores that use Granular
Recovery Technology (GRT)” on page 78.
Step 7 | Reviewer: Since Exchange 2010 can have a "minimal” | See “About configuring the account for NetBackup
mailbox or account, is it still accurate to say "domain | Exchange operations” on page 46.
privileged rights"?
On each mailbox server, create an account for
Exchange operations (a unique mailbox) for
NetBackup that has domain privileged rights.
Step 8 | Onthe applicable Exchange mailbox servers and the | See “About the Exchange credentials in the client
CAS server, add the credentials for the account for | host properties” on page 39.
NetBackup Exchange operations to the Exchange
credentials. This property is located in the Exchange
client host properties.
Step9 | Create a MS-Exchange-Server policy as follows: See Disk Storage Types supported for Granular

m Select a supported disk storage unit.

m Select Enable granular recovery on the
Attributes tab.

Recovery Technology (GRT) at the following URL:
http://www.symantec.com/docs/TECH187917

For more information on how to create a policy with
GRT, see the following:

See “About configuring snapshot backups of
Exchange Server” on page 110.

See “Configuring streaming backups of Exchange
Server (Exchange 2007)” on page 133.
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Table 4-2

Configuring an Exchange backup that uses Granular Recovery

Technology (GRT) with a non-VMware backup (continued)

Step

Action

Description

Step 10

(Conditional) Configure the privileges for granular
operations.

If you want to perform user-directed granular
browse and restore operations, configure the
privileges for granular operations. Otherwise, you
need to perform granular operations from the server.

See “Allowing an Exchange server to browse a
backup or to redirect a restore to another server or
DAG” on page 83.

Step 11

On the NetBackup master server, configure the list
of Exchange hosts.

For backups in a DAG, cluster, private network, or
if you use a proxy host or off-host client, you must
create a mapping of host names. For example, each
DAG node and the CAS server must be able to access
abackup image using the DAG name. Configure this
mapping in the Distributed Application Restore
Mapping host property on the master server.

See “Configuring the Exchange hosts for a backup
that uses Granular Recovery Technology (GRT) ”
on page 79.

About installing and configuring Network File System

(NFS) for Exchange Granular Recovery

Writer: Need to update this to reflect VMware backups (media server does not

require NFS)? Need to update this text to reflect NFS is not needed with RD (except

when restoring tar images).

NetBackup Granular Recovery leverages Network File System, or NFS, to read
individual objects from a database backup image. Specifically, the NetBackup
client uses NFS to extract data from the backup image on the NetBackup media

server. The NetBackup client uses “Client for NFS” to mount and access a mapped

drive that is connected to the NetBackup media server. The NetBackup media
server handles the I/O requests from the client through NBFSD.

NBFSD is the NetBackup File System (NBES) service that runs on the media server.

NBFSD makes a NetBackup backup image appear as a file system folder to the
NetBackup client over a secure connection.

Network File System, or NFS, is a widely recognized, open standard for client and

server file access over a network. It allows clients to access files on dissimilar

servers through a shared TCP/IP network. NFS is typically bundled with the host
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operating system. NetBackup uses Granular Recovery Technology (GRT) and NFS
torecover the individual objects that reside within a database backup image, such
as:

m A user account from an Active Directory database backup
m Email messages or folders from an Exchange database backup
m A document from a SharePoint database backup

Multiple NetBackup agents that support GRT (for example, Exchange, SharePoint,
and Active Directory) can use the same media server.

About configuring Services for Network File System (NFS) on Windows
2012

To restore individual items from a database backup, you must configure Services
for Network File System (NFS) on the NetBackup media server, the Exchange
granular clients, and the CAS server.

Table 4-3 Configuring NFS on Windows 2012

Step Action Description

Step 1 Configure NFS on the media | Reviewer: New 10/19/12
server. Before you configure NFS, review the requirements for the media server.

See “Exchange granular operations and the NetBackup media server”
on page 46.

On the media server do the following:

m Stop and disable the ONC/RPC Portmapper service, if it exists.

m Enable NFS.
See “Enabling Services for Network File System (NFS) on Windows
2012” on page 61.

m  Stop the Server for NFS service.
See “Disabling the Server for NFS” on page 69.

m  Stop the Client for NFS service.
See “Disabling the Client for NFS on the media server” on page 71.
Note: If an Exchange granular client resides on the media server, do
not disable the Client for NFS.

m Configure the portmap service to start automatically at server restart.
Issue the following from the command prompt:
sc config portmap start= auto
This command should return the status [SC]
ChangeServiceConfig SUCCESS.
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Table 4-3 Configuring NFS on Windows 2012 (continued)
Step Action Description
Step 2 Configure NFS on the Determine which clients to configure.
Exchange granular clients See “Exchange granular clients and non-VMware backups ” on page 43.
and the CAS server.

See “Exchange granular clients and VMware backups” on page 44.

On the Exchange granular clients and the CAS server, do the following:

m  Enable NFS on the clients.
See “Enabling Services for Network File System (NFS) on Windows
2012” on page 61.

m  Stop the Server for NFS service.
See “Disabling the Server for NFS” on page 69.

Enabling Services for Network File System (NFS) on Windows

2012

Torestore individual items from a backup that uses Granular Recovery Technology
(GRT), you must enable Services for Network File System (NFS). When this
configuration is completed on the media server and the Exchange granular clients,
you can disable any unnecessary NFS services. More information is available on
which clients require this configuration.

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.
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To enable Services for Network File System (NFS) on Windows 2012
1 Open the Server Manager.

2 From the Manage menu, click Add Roles and Features.

=) Server Manager = I:l-

1 Dashboard

N

Manage Tools: View Help

Add Roles and Features

Remove Roles and Features
B Dashboard WELCOME TO SERVER MANAGER
- Add Servers
B Local Server Create Server Group
Wi All Servers o Confiqure this Server Manager Propertics
E App Server =) . N
#§ File and Storage Services & QUICK START
o s 2 Add roles and feature:
WHAT'S NEW
Hide
LEARN MORE

ROLES AMD SERVER GROUPS

= File and Storage
1 App server 1 m. 9 1
Services
(® Manageability @ Manageability
Events Events

3 Inthe Add Roles and Features Wizard, on the Before You Begin page, click
Next.
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4 On the Select installation type page, select Role-based or feature-based
installation.

DESTINATION SERVER

Select installation type o e o g 5

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ' : L
machine, or on an offiine virtual hard dick (VHD)

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

O Remate Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
Confirmation or session-based desktop deployment.

Click Next.

On the Sever Selection page, click Select a server from the server pool and
select the server. Click Next.

DESTINATION SERVER

Select destination server e

Betors vou B2gin Select a server or  virtual hard disk on which to install roles and features.
Installation Type ® Select a server from the server poal
O Select a virtual hard disk

Server Pool

Filer: |

Name 1P Address Operating System

1 Computer(s) found
This page chows sarvars that are running Windows Server 2012, and that have been addad by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection ic still incomplete are not thown.
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10

On the Server Roles page, expand File and Storage Services and File and
iSCSI Services.

Click File Server and Server for NFS. When prompted, click Add Features.
Click Next.

7 ‘Add Roles and Features Wizard [-Tefm

2eleCl server roles

Select one or more roles to install on the selected server,

< Previous MNext = Inst Cancel

Reviewer: Should the user restart the destination server automatically if req'd?
10/24/12
On the Confirmation page, click Install.

Writer: Update this step appropriately. If the user only installs Client for NFS,
only need to say it can be disabled on media server.
For each host in your configuration, choose from one of the following:
m If you have a single host that functions as both the media server and the
Exchange granular client, you can disable the Server for NFS.
See “Disabling the Server for NFS” on page 69.
m For a host that is only the NetBackup media server, you can disable the
Server for NFS and the Client for NFS.
See “Disabling the Server for NFS” on page 69.
See “Disabling the Client for NFS on the media server” on page 71.
m For a host that is only an Exchange granular client, you can disable the
Server for NFS.
See “Disabling the Server for NFS” on page 69.
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About configuring Services for Network File System (NFS) on Windows
2008 and Windows 2008 R2

To restore individual items from a database backup, you must configure Services
for Network File System (NFS) on the NetBackup media server, the Exchange
granular clients, and the CAS server.

Table 4-4

Configuring NFS in a Windows 2008 or Windows 2008 R2
environment

Step

Action

Description

Step 1

Configure NFS on the media
server.

Before you configure NFS, review the requirements for the media server.

See “Exchange granular operations and the NetBackup media server”
on page 46.

On the media server do the following:

m Stop and disable the ONC/RPC Portmapper service, if it exists.

m Enable NFS.
See “Enabling Services for Network File System (NFS) on Windows
2008 or Windows 2008 R2” on page 66.

m  Stop the Server for NFS service.
See “Disabling the Server for NFS” on page 69.

m  Stop the Client for NFS service.
See “Disabling the Client for NFS on the media server” on page 71.
Note: If an Exchange granular client resides on the media server, do
not disable the Client for NFS.

m Configure the portmap service to start automatically at server restart.
Issue the following from the command prompt:
sc config portmap start= auto
This command should return the status [SC]
ChangeServiceConfig SUCCESS.

Step 2

Configure NFS on the
Exchange granular clients
and the CAS server.

Determine which clients to configure.

See “Exchange granular clients and non-VMware backups ” on page 43.
See “Exchange granular clients and VMware backups” on page 44.

On the Exchange granular clients and the CAS server, do the following:

m Enable NFS.
See “Enabling Services for Network File System (NFS) on Windows
2008 or Windows 2008 R2” on page 66.

m Stop the Server for NFS service.
See “Disabling the Server for NFS” on page 69.
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Table 4-4 Configuring NFS in a Windows 2008 or Windows 2008 R2
environment (continued)
Step Action Description
Step 3 Install the hotfix for Client | On the Exchange granular clients and the CAS server, install the hotfix

for NFS on the Exchange for Client for NFS. The hotfix is available at the following location:
granular clients and the CAS
server.

http://support.microsoft.com/kb/955012

Note: Important Windows Vista hotfixes and Windows Server 2008
hotfixes are included in the same packages. However, the hotfix Request
page lists only Windows Vista. To request the hotfix package that
applies to one or both operating systems, select the hotfix that is listed
under Windows Vista on the page. Always refer to the Applies To
section in articles to determine the actual operating system for each
hotfix.

Enabling Services for Network File System (NFS) on Windows
2008 or Windows 2008 R2

Torestore individual items from a backup that uses Granular Recovery Technology
(GRT), you must enable Services for Network File System (NFS). When this
configuration is completed on the media server and the Exchange granular clients,
you can disable any unnecessary NFS services. More information is available on
which clients require this configuration.

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.
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To enable Services for Network File System (NFS) on Windows 2008 or Windows
2008 R2

1 Open the Server Manager.
2 Inthe left pane, click Roles and, in the right pane, click Add Roles.

_ |0 =%
File  Action Yiew Help
Lk ANl il 7|
B 5 Rales |

ﬁ Application Server
=l 57 File Services

‘32| Share and Storage Mar

G'ﬂ web Server (115)

ﬁ_j Features
_i Diagnostics
i]’é Configuration
=5 Storage

& E ‘iew the health of the roles installed on vour server and add or remove roles and Features,

¥

E Roles Summary Help
¥ Roles: 3 of 17 installad S Acd Roles
~| Application Server E Application Server Help
~! File Services E File Services Help
v | Web Server {IIS) E ‘Web Server {115} Help

2% Last Refresh; Today at 10:24 AM Configure refresh

3 Inthe Add Roles Wizard, on the Before You Begin page, click Next.
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Add Roles Wizard

File Services

Role Services
Confirrmation
Frogress

Results

4  Onthe Select Server Roles page, under Roles, check the File Services check
box. Click Next.

Note: If a role service is already installed for the File Services role, you can
add other role services from Roles home page. In the File Services pane, click
Add Role Services.

Select one or more roles to install on this server,

Roles: Descripkion:
|: Active Directory Certificate Services Fils Setvices provides technologies
O i ) - ) that help you manage storage, enable
Active Directory Domain Services file: replication, marage shared
. . . . !
[[] Active Directory Federation Services folders, ensure fast file searching, and
[] Active Directory Lightweight Directory Services enable access For UM client
[] Active Directary Rights Management Services COMPUESEs.

[ application Server
|: DHCP Server
[] DNsS Server
|: Fax Server
[¥] File Services
Hyper-¥ (Installed)
] metwork Policy and Access Services
1 Print Services
[ Terminal Services
|: UDDI Services
[ web Server (115)
] windows Deployment Services
[] windows Server Update Services

IMore about server roles

< Previous | Mext = I Inistall Cancel

5 On the Files Services page, click Next.

6 On the Select Role Services page, do the following:
m Uncheck File Server.
m Check Services for Network File System.

m Click Next and complete the wizard.
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Add Roles Wizard [ X|

l—a e
! * Select Role Services

Eefore You Begin Select the role services tainstall For File Services:

Server Roles Role services: Descripkion:

File Services L1 File Server Services for Metwork File Svstem

. ) {MFS) enables you ko give UNIX client
&) L Distributed File System computers access ko Files on this
[] DFS Mamespaces SErver,

[] oFs Replication
Frogress |: File Server Resource Manager
[¥] services For Metwork File System
[ windaws Search Service
B[] windows Server 2003 File Services
[] File Replication Service
[] Indexing Service

Confirmation

Results

Maore abouk rals services

< Previous | et = I Imstall | Cancel |

7 For each host in your configuration, choose from one of the following:

m If you have a single host that functions as both the media server and the
Exchange granular client, you can disable the Server for NFS.

m For a host that is only the NetBackup media server, you can disable the
Server for NFS and the Client for NFS.

m For a host that is only an Exchange granular client, you can disable the
Server for NFS.

Disabling the Server for NFS

After you enable Services for Network File System (NFS) on the media server and
on the Exchange granular clients, you can disable Server for NFS.
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To disable the Server for NFS

1
2

Open the Server Manager.

In the left pane, expand Configuration.

3 Click Services.

4
5

F,: Server Manager

File  Action  Wiew Help

IHI=] B3

I ENEE I D

_Eéa Server Manager (DCDELLZ24)
f}.! Roles

CE— O

Extended A, Standard

ﬁfi WMI Contraol er For MFS Enables a ...  Starked
P Local Users and Groups ChShell Hardware Det...  Provides n...  Started
=5 Storage J,'é;SL LT Motification 5., Provides ...
Q;Smart Card Manages a...
\Q;Smart Card Remov...  Allows the ...
\Q;SNMP Trap Receives tr...
\Q;Software Licensing Enables th...  Started
\Q;Special Administrati,..  Allows adm...
J,'é;SSDP Discavery Discovers ...
\Q;Superfetch Maintains a...
Gl Symantec Private B... Symantec... Started

Aukamatic

Automatic
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Disabled
Automatic

= Mame = Description Stakus Startup Type Log On As =
ﬁ Ef:gtlf;::ics T‘:IQ_;?QNILAN Transfer ... Enablesre... Disabled Local System
= jil’._!: Configuration Q;Secundary Logon Enables st...  Started Automatic Local System
() Task scheduler Q;Secure Socket Tun...  Provides s... Manual Local Service
0 windows Firewall with Advz Q;Security Accounts ... The startu,.,  Started Automatic Local System
.5;}5 Services r Supports fil...  Started Aukamatic Local System

ek Soo
Local System
Local Service
Local Service
Local System
Local Service J
Mebwork 5.
Local System
Local Service

Local System
Local System =

In the right pane, right-click on Server for NFS and click Stop.

In the right pane, right-click on Server for NFS and click Properties.
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6 Inthe Server for NFS Properties dialog box, from the Startup type list, click
Disabled.

Server for NFS Properties (DCDELL224)

General | Log Dnl Hecoveryl Dependenciesl

Service name: MfzService

Dizplay name: Server for MFS

Description: Enablez a‘windows bazed computer to act az an ;I
- MNFS Server

L

Path to executable:
C\Windowsheystem32infseve. exe

Startup type: Automatic ﬂ
Autornatic [Delayed Start)
Automatic

atual

Help me configure

Service status:

Start | Stop | Fauge Eesume

‘f'ou can specify the start parameters that apply when you start the service
from here.

Start parammeters: I

ok I Cancel Lpoply

7 Click OK.

8 Repeat this procedure for the media server and for each Exchange granular
client.

Disabling the Client for NFS on the media server

After you enable Services for Network File System (NFS) on a host that is only a
NetBackup media server, you can disable the Client for NFS.

To disable the Client for NFS on the NetBackup media server
1 Open the Server Manager.

2 Inthe left pane, expand Configuration.
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3 Click Services.

erver Manager

File

Action

i

Help

I[=] B3

e | FHnlEcdz [ HEl»mnp

_Eéa Server Manager (DCDELLZZ4)
5 Roles
&l Features
_i Diagnostics
= jﬁ’j Canfiguration
() Task Scheduler
ﬂ windows Firewall with Adve
.{,‘}E Setvices
&5 WMI Cantral
Q_, Local Users and Groups
=5 Storage

Di——

nit for WFS
05 NG Key Isolation

The CHG k...

Enables thi...

Started

Automatic
Manual

M = Description Skakus Startup Type Log On As =
L) Adaptive Server &n.., Managest... Disabled Local System
\‘:é;npplication Expetie... Processes ... Started Automatic Local System
\‘:é;nppllcatlon Informa... Facilitates ... Manual Local Syskemn oo
\‘:é;AppIication Layer G... Provides s... Manual Local Service
Q;npplicatinn Manage... Processesi... Manual Lacal Systemn
\‘:};Background Intellig... TransfersF... Started Automatic {D...  Local System
\‘:é;Base Filteting Engine ~ The Base F...  Starked Automnatic Local Service
\‘:}-Certiﬁcate Propaga... Propagate...  Started Manual Local System

Local System

\QI_;COM+ Ewvent Swstern  Supports 5., Started Autornatic Lacal Service
\‘:};COM+ System Appl... Manages t... Manual Local System
\‘:é;CDmputer Browser Maintains a... Disabled Local System
Q;Cryptographic Sery... Provides fo... Started Automatic Metwork 5.,
\‘:é;DCOM Server Proc,,,  Provides la,,,  Started Aukomatic Local System
\‘:é;DasktDp Window M., Provides ... Started Aukomatic Local System
\QI_;DHCP Client Registers a...  Started Automatic Local Service
\‘:};D\agnostic Policy Se... The Diagno... Started Automatic Local Service
Ok Piannnetic Servira The Nizannn Mannal Lnral Serwire LI

Extended >\ Standard

4 Inthe right pane, right-click on Client for NFS and click Stop.

5 Inthe right pane, right-click on Client for NFS and click Properties.
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6 In the Client for NFS Properties dialog box, from the Startup type list, click
Disabled.

Client for NFS Propetties (DCDELLZ24)

General | Log Dnl Hecoveryl Dependenciesl

Service name: MfzClnt

Dizplay name: Client for MFS

Description: Enables this computer to access files on NFS shares;l
I
Path to executable:
C:\Windowsheystem3Zhnfsclnt. exe

Startup type: Automatic ﬂ

Autornatic [Delayed Start)
Help me configure | Automatic
— [Manual

Service status:

Start | Stop | Fauge Eesume

‘f'ou can specify the start parameters that apply when you start the service
from here.

Start parammeters: I

ok I Cancel Lpoply

7 Click OK.

About configuring Services for Network File System (NFS) on Windows
2003 R2 SP2

Note: NetBackup does not support Granular Recovery Technology (GRT) with
Windows Server 2003 R1 or earlier versions.

To restore individual items from a database backup, you must configure Services
for Network File System (NFS) on the NetBackup media server and the Exchange
granular clients.
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Table 4-5
Step Action Description
Step 1 Install the necessary NFS components | On the media server do the following:
on the NetBackup media server. m Stop and disable the ONC/RPC Portmapper service, if it
exists.
m Install the following NFS components:
m RPC External Data Representation
m RPC Port Mapper
m If an Exchange granular client resides on the media
server, also install the following components:
m Client for NFS
m  Microsoft Services for NFS Administration
m Configure the portmap service to start automatically at
server restart.
Issue the following from the command prompt:
sc config portmap start= auto
This command should return the status [SC]
ChangeServiceConfig SUCCESS.
See Table 4-6 on page 75.
See “Installing Services for NFS on the Windows 2003 R2
SP2 media server” on page 75.
Step 2 Configure the Client for NFS service on | Depending on configuration of the host, verify that Client

the media server.

for NFS is configured correctly:

m For asingle host that has both the media server and the
Exchange granular client, ensure Client for NFS is
running.

m For a host that is only a NetBackup media server, Client
for NFS can be stopped and disabled.
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Table 4-5 (continued)
Step Action Description
Step 3 Install the necessary NFS components | Determine which clients to configure.

on the Exchange granular clients. See “Exchange granular clients and non-VMware backups

” on page 43.

See “Exchange granular clients and VMware backups”
on page 44.

On the client do the following:

m Install the following NFS components:
m The RPC External Data Representation
m RPC Port Mapper
m Client for NFS
m  Microsoft Services for NFS Administration

m After the installation completes, ensure that the Client
for NFS service is running.

See Table 4-6 on page 75.

See “Installing Services for NFS on Exchange granular
clients with Windows 2003 R2 SP2” on page 77.

Step 4 Install the hotfixes for Client for NFS | The hotfixes are available at the following location:

on the Exchange granular clients. http://support.microsoft.com/kb/947186

http://support.microsoft.com/kb/955012

Table 4-6 NFS components required for Windows 2003 R2 SP2
NFS component NetBackup client NetBackup
media server
Client for NFS X
Microsoft Services for NFS Administration X
RPC External Data Representation X X
RPC Port Mapper X

Installing Services for NFS on the Windows 2003 R2 SP2 media
server

Torestore individual items from a backup that uses Granular Recovery Technology
(GRT), you must install Services for Network File System (NFS) on the NetBackup
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media server. For VMware backups that protect Exchange, you do not need to
install NFS on the media server.

To install Services for NFS on the Windows 2003 R2 SP2 media server
1 Click Start > Control Panel > Add or Remove Programs.

2 Click Add/Remove Windows Components.

3 Check Other Network File and Print Services and click Details.

Windows Components Wizard [ x|

Windows: Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click
Details.

C

[] 4 Remote Storage E.9ME
O @ Security Configuration \Wizard 0.6MB |
O Subspstem for UNIX-bazed Applications: 1.9MB

[ W Teminal Server nnme <

Description:  Shares files and printers on this computer with others on the netwaork:.

Total digk zpace required: 439 B Dietails |
Space available ot disk: 5036 MB —

< Back I Mest » I Cancel | Help |

4 Check Microsoft Service for NFS and click Details.
5 Install the components that apply to your configuration.

m If the host is only a NetBackup media server, check the following
components:

m RPC External Data Representation

m RPC Port Mapper

m If you have a single host that functions as both the media server and the
Exchange granular client, check the following components:

m Client for NFS

m Microsoft Services for NFS Administration
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m RPC External Data Representation
m RPC Port Mapper

Click OK.

Click OK.

Click Next and complete the Windows Components Wizard.

O 00 N O

After the installation is complete, open Services in the Control Panel.

10 Depending on configuration of the host, verify that Client for NFS is running

or is stopped and disabled:

m Forasingle host that has both the media server and the Exchange granular

client, ensure Client for NFS is running.

m For a host that is only a NetBackup media server, Client for NFS can be
stopped and disabled.

Installing Services for NFS on Exchange granular clients with
Windows 2003 R2 SP2

This topic describes how to install NFS on the NetBackup clients with Windows
2003 R2 SP2. Only the clients that perform granular operations require NFS. If
an Exchange granular client is also a media server, you must follow a different
procedure.

See “Installing Services for NFS on the Windows 2003 R2 SP2 media server”
on page 75.

More information is available on which clients require NFS.

See “Exchange granular clients and non-VMware backups ” on page 43.

To install Services for NFS on the NetBackup clients with Windows 2003 R2 SP2
1 Click Start > Control Panel > Add or Remove Programs.

Click Add/Remove Windows Components.

Check Other Network File and Print Services and click Details.

Check Microsoft Service for NFS and click Details.

g b~ W N

Check the following components:

m Client for NFS

m Microsoft Services for NFS Administration
m RPC External Data Representation

6 Click OK.

Draft extracted 2013-2-27 2:09

77



Configuring Exchange Granular Recovery (Exchange 2010 and earlier)
Reviewer: Changed title to reflect support for GRT 1/7/13
About installing and configuring Network File System (NFS) for Exchange Granular Recovery

Click OK.

Click Next and complete the Windows Components Wizard.

After the installation is complete, open Services in the Control Panel.
10 Ensure the following that the Client for NFS service is running.

11 Repeat this procedure for each Exchange client that performs granular
operations.

Configuring a UNIX media server and Windows clients for backups and
restores that use Granular Recovery Technology (GRT)

To perform backups and restores that use Granular Recovery Technology (GRT),
perform the following configuration if you use a UNIX media server and Windows
clients:

m Confirm that your media server is installed on a platform that supports
granular recovery.
See the NetBackup X Operating System compatibility list.

m No other configuration is required for the UNIX media server.

m Enable or install NFS on the Exchange granular clients.
See “Enabling Services for Network File System (NFS) on Windows 2008 or
Windows 2008 R2” on page 66.
See “Installing Services for NFS on Exchange granular clients with Windows
2003 R2 SP2” on page 77.

® You can configure a different network port for NBFSD.
See “Configuring a different network port for NBFSD” on page 78.

Configuring a different network port for NBFSD

NBFSD runs on port 7394. If another service uses the standard NBrsD port in your
organization, you can configure the service on another port. The following
procedures describe how to configure a NetBackup server to use a network port
other than the default.

To configure a different network port for NBFSD (Windows server)

1 Logonasadministrator on the computer where NetBackup server is installed.
2 Open Regedit.

3 Open the following key.:

HKEY LOCAL MACHINE\SOFTWARE\VERITAS\NetBackup\CurrentVersion\Config
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Create a new DWORD value named FSE_PORT.
Right-click on the new value and click Modify.
In the Value data box, provide a port number between 1 and 65535.

Click OK.

N o0 o b

To configure a different network port for NBFSD (UNIX server)
1 Logon as root on the computer where NetBackup server is installed.
2 Open the bp.conf file.

3 Add the following entry, where XXXX is an integer and is a port number
between 1 and 65535.

FSE_PORT = XXXX

Disk storage units supported with Exchange Granular
Recovery Technology (GRT)

Reviewer: Updated 1/30/13 per Rob

Granular backups must be made to a supported disk device. During the backup
operation, the mailbox name or top public folder is cataloged. When you duplicate
(-bc_only)abackup, NetBackup catalogs the entire contents of the backup image
and the duplication can be targeted to any media. When you perform a restore,
the primary backup image must exist on a supported disk media. You may need
to perform another duplicate operation to copy the backup to disk.

More information is available on the disk storage units that are supported with
GRT.

See the NetBackup Release Notes.
http://www.symantec.com/docs/TECH187917

Configuring the Exchange hosts for a backup that
uses Granular Recovery Technology (GRT)

Reviewer: In the 7.0 review, I was told that you only have to configure DARM for
GRT operations. But I have no notes on WHY. Doesn't the user have to configure
the hosts for any operation with virtual client names, off-host backups, or private
networks? 7/19/12

Writer: Whatever text we put in this topic needs to appear in the Admin Console
help. If this topic only applies to GRT, then move this topic to the EGR chapter.
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Any operations that use Granular Recovery Technology (GRT) require that you

provide a list of the Exchange virtual and the physical host names. Also include
the CAS server (Exchange 2010), the off-host client, and the granular proxy host.
You set the configuration parameters in the host properties for the master server.

Note the following:

m Provide the short name or the fully qualified domain name (FQDN) of the host.
It is not necessary to provide both forms of the name.

m Youdonot need to add the proxy host to the list if it is not a NetBackup master
or a media server.

m (VMWare policies) For a standalone server, the backup is cataloged under a
different client name if you chose a Primary VM identifier other than VM
hostame. In the list of hosts, you must add the NetBackup client name and the
name that reflects the identifier that you chose on the VMware tab.

See the following for examples:

m See the section called “Example entries for Exchange hosts for a non-VMware
backup” on page 80.

m See the section called “Example entries for Exchange hosts for a VMware
backup” on page 81.

To configure the Exchange hosts for a backup that uses Granular Recovery
Technology (GRT)

On the master server, open the NetBackup Administration Console.
Select NetBackup Management > Host Properties > Master Servers.
In the right pane, double-click on the master server.

Select Distributed Application Restore Mapping.

Click Add.

o U W N =

Provide the name of the application host and the name of the component
host. See Table 4-7 and Table 4-8
Example entries for Exchange hosts for a non-VMware backup

Reviewer: I added separate lines for granular proxy host for each scenario, DAG,
cluster, standalone

Table 4-7 Example entries for Exchange hosts for a non-VMware backup
Environment Application host Component host
DAG Virtual name of DAG Physical name of Node 1
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Table 4-7 Example entries for Exchange hosts for a non-VMware backup

(continued)

Environment

Application host

Component host

Virtual name of DAG Physical name of Node 2
Virtual name of DAG Physical name of Node 3
Virtual name of DAG Physical name of CAS server
Virtual name of DAG Granular proxy host name
Cluster Virtual cluster name Physical name of Node 1
Virtual cluster name Physical name of Node 2
Virtual cluster name Physical name of Node 3

Virtual cluster name

Granular proxy host name

Cluster Continuous Virtual name of cluster Physical name of Node 1
Replication (CCR)
Virtual name of cluster Physical name of Node 2
Virtual name of cluster Granular proxy host name
Standalone Reviewer: What should this be: | Granular proxy host name
NetBackup client name?
Exchange host name? Client
name under which NetBackup
cataloged the backup? 1/31/13
NetBackup client name
Off-host Primary client name Off-host computer name

Example entries for Exchange hosts for a VMware backup

Reviewer: I added separate lines for granular proxy host for each scenario, DAG,

cluster, standalone

Table 4-8

Example entries for Exchange hosts for a VMware backup

Environment

Application host

Component host

DAG

Virtual name of DAG

Physical name of Node 1
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Table 4-8 Example entries for Exchange hosts for a VMware backup (continued)

Environment Application host Component host

Virtual name of DAG Physical name of Node 2

Virtual name of DAG Physical name of Node 3

Virtual name of DAG Physical name of CAS server

Virtual name of DAG Granular proxy host name
Cluster Virtual cluster name Physical name of Node 1

Virtual cluster name Physical name of Node 2

Virtual cluster name Physical name of Node 3

Virtual cluster name Granular proxy host name
Reviewer: Changed to | Client name under which VM display name, VM BIOS
indicate this is for NetBackup cataloged the backup | UUID, or VM DNS name
standalone 1/31/13 (Primary VM identifier other
Standalone server than VM hostname)

Reviewer: What should this be: | Granular proxy host name

NetBackup client name?

Exchange host name? Client

name under which NetBackup

cataloged the backup? 1/31/13

NetBackup client name

Disabling the cataloging for duplications of Exchange
backups using Granular Recovery Technology (GRT)

Note: This option does not apply to duplicating a VMware backup that protects
Exchange. You cannot use the Administration Console to duplicate that kind of
backup. You must use the command-line option bpduplicate.

Reviewer: Because all duplication operations require extra time, removed specific
reference of disk to tape and image duplicated to tape. 1/31/13

Duplication of a backup that uses Granular Recovery Technology (GRT) takes
extra time. NetBackup requires this extra time to catalog the granular Exchange
information. You can choose not to catalog the granular information so that the
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duplication is performed more quickly. However, then users are not able to browse
for individual items on the image that was duplicated if the disk copy expires.

During the duplication process, NetBackup writes log entries periodically to show
the progress of the job.

To disable the cataloging of Exchange backups using Granular Recovery Technology
On the master server, open the NetBackup Administration Console.

In the left pane, expand Host Properties.

Click Master Servers.

In the right pane, right-click the master server click Properties.

Click General Server.

A U1 A W N =

Uncheck Enable message-level cataloging when duplicating Exchange
images that use Granular Recovery Technology.

7 Click OK.

Allowing an Exchange server to browse a backup or
to redirect a restore to another server or DAG

Reviewer: Larry, is this title better?

Reviewer: The review had conflicting comments. Larry and Lowell said this config
is not necesary. Rob said it is.

This configuration is required if you want to browse backups or perform restores
and you have an environment where the source client is different than the client
that NetBackup uses for backup processing. More information is available on
when this configuration is necessary.

See “Exchange granular clients and non-VMware backups ” on page 43.

This configuration is necessary for restores with the following configurations:
m An Exchange DAG

m A clustered Exchange server

m A Exchange granular proxy host
See “Configuring the Exchange granular proxy host” on page 37.

m Off-host backups
m Backups over a private network

m When you select a destination client other than the source client
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Alternatively, you can perform a server-directed restore. Further instructions are
available on how to allow redirected restores in the NetBackup Administrator's
Guide, Volume I.

To configure Exchange client and server privileges
1 Onthe master server, create the altnames directory, as follows:

m In anon-clustered environment, create the following directory:
install path\NetBackup\db\altnames

m In aclustered environment, create the following directory:
shared drive install path\NetBackup\db\altnames

2 Onthe master server, create the altnames directory, as follows:
install path\NetBackup\db\altnames

3 Inthe altnames directory, create a peername file.
peername refers to:

m The granular proxy host name
See “Configuring the Exchange granular proxy host” on page 37.

m The off-host client name
m The private network host name

m The node names in the cluster
Create a peernane file for each node in the cluster.

m The physical Exchange servers in a DAG
For a DAG, create one file for each physical Exchange server in the DAG.

m The destination client name, if it is different than the source client

For example, consider that you have a source client named clienta and you
want to use a proxy host named ProxyClient. On the master server, you create
a file that is called proxyclient.

4 In the peername file, add the name of the source client.

The source client is the client that originally performed the backup. For
clustered clients, use the virtual Exchange name. For a backup within a private
network, use the private network host name. For a DAG, use the DAG name;
this name should be the client name in the policy.

The source client is the client that originally performed the backup. For a
backup within a private network, use the private network host name.

For example, in the proxyclient, include the name clienta.
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Cataloging an Exchange backup or VMware backup
that uses Granular Recovery Technology (GRT)

Reviewer: Updated 10/2/12

As an alternative to duplicating a backup image, you index or catalog the backup
without creating a copy. The user can then more quickly browse the backup and
perform restores. Use the following command to generate a full Exchange catalog
with granular information for the image:

bpduplicate -bc only

See the NetBackup command reference for options that may apply. For example,
without options, this command operates on all images within a default date range.
This command works only on the primary copy of an Exchange image or Exchange
view of a VMware image.

Reviewer: Updated 1/31/13
Note that for a VMware backup that protects Exchange, the mailbox user name
is not cataloged at the time of the VMware backup.

If you specify a granular proxy host with the bpdup1icate command, the
information for Exchange client and server privileges applies.

See “Allowing an Exchange server to browse a backup or to redirect a restore to
another server or DAG” on page 83.

Configuring the logon account for the NetBackup
Client Service when upgrading to NetBackup 7.6

By default, the NetBackup Client Service uses “Local System” account to log on.
A different account, called the account for NetBackup Exchange operations, is
required for GRT operations so that NetBackup has permissions to perform
Exchange backups and restores. See the following topics for information on how
to create this account.

See “Creating a privileged NetBackup user account for EWS access (Exchange
2010)” on page 50.

See “Creating a minimal NetBackup account for Exchange operations (Exchange
2010)” on page 51.

See “Configuring the account for NetBackup Exchange operations (Exchange
2007)” on page 52.

See “Configuring the account for NetBackup Exchange operations (Exchange
2003)” on page 54.
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Note the following when you configure the logon account for the NetBackup Client
Service:

Reviewer: ET 3064051 1/30/13

For mailbox and public folder backups, you must configure the NetBackup
Client Server with the credentials for the account for NetBackup Exchange
operations. For those types of backups, you cannot configure the credentials
in the Exchange client host properties.

Configure each client that performs granular operations. To determine which
clients to configure, see the following topics:

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

For an off-host backup, perform the steps on the alternate client.

In a cluster environment, perform the steps on each database node in the
cluster. For Exchange 2010, perform the steps on each database node in the
DAG and the CAS server.

Configure the NetBackup Client Service with the credentials for the account
for NetBackup Exchange operations.

See “About configuring the account for NetBackup Exchange operations”
on page 46.

In previous versions of NetBackup, to perform Granular Recovery Technology
(GRT) operations you configured the NetBackup Client Service on each granular
client with a different logon account. If you upgraded from an earlier version
of NetBackup you can continue to use that configuration, as described in this
topic.

Reviewer: ET 3064051 1/30/13

Except for mailbox and public folder backups, you can alternatively configure
the Exchange credentials in the Exchange client host properties. Do not
configure the credentials in both places.

See “About the Exchange credentials in the client host properties” on page 39.

If you use Replication Director to manage your VMware snapshots and snapshot
replication, you must configure the NetBackup Client Service with the account
that has access to the CIFS shared that are created on the NetApp disk array.
See “Configuring NetBackup with access to the CIFS share on the NetApp disk
array” on page 207.

Reviewer: I don't know if this is accurate now if the configures the credentials
in the client host properties or if they have RD (and configure client host

properties and NeBackup Client Service. See message from Craig Bridge I sent
toyou 12/6/12. Larry thought it should work if the Exchange credentials have
the correct privileges, but that it would need to be tested. I guess the privileges
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are ACT AS PART OF SYSTEM and privileges to open memory mapped file for
SHARED WRITE.

Reviewer: ET2663714 8/17/12

If you use NetBackup for Exchange on a SAN client, use the same account for
the NetBackup Client Service and the SAN Client Fibre Transport Service.
Alternatively, you can provide the Exchange credentials in the client host
properties. In that case, you do not need to use the same credentials for the
SAN Client Fibre Transport Service.

To configure the logon account for the NetBackup Client Service when upgrading
to NetBackup 7.6

1

2
3
4

00 N O O

Open the Windows Services application.
Double-click on the NetBackup Client Service entry.
Click on the Log On tab.

Provide the credentials for the account for NetBackup Exchange operations.
To change the Log on as account, you must have administrator group
privileges.

The account must include the domain name, followed by the user account,
domain_name\account. For example, recovery\netbackup.

Type the password.
Click OK.
Stop and start the NetBackup Client Service.

Close the Services control panel application.
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Configuring Exchange
backup policies
(non-VMware)

This chapter includes the following topics:

About Exchange automatic, user-directed, and manual backups
About configuring a backup policy for Exchange Server

About configuring snapshot backups of Exchange Server

About configuring Instant Recovery backups of Exchange Server
Configuring streaming backups of Exchange Server (Exchange 2007)

Performing a manual backup for an MS-Exchange-Server policy

About Exchange automatic, user-directed, and manual

backups

NetBackup provides the following methods to perform backups:

Automatic
Manual

User-directed

For more information on these backup methods and other administrator-directed
activities, see the NetBackup Administrator’s Guide, Volume I.
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About configuring a backup policy for Exchange Server

With automatic backups, the NetBackup administrator can schedule the full
backups and the incremental backups that occur automatically and unattended.
(Incremental backups can be differential incremental backups or cumulative
incremental backups.) Automatic backups meet most backup requirements.

You cannot perform an automatic copy backup. To perform a copy backup, run a
user-directed backup.

With manual backups, the administrator can perform immediate backups of the
files that are associated with any policy, client, or schedule.

The manual backup option can be useful for the following situations:
m Testing a configuration

m When workstations miss their regular backups

m Before installing new software (to preserve the old configuration)

m Preserving records before a special event such as when companies split or
merge

With the Backup, Archive, and Restore interface, the user can perform backups
of Exchange Server, mailboxes, and public folders. A user-directed backup produces
a copy backup for Exchange, which is a full backup that does not truncate the
transaction logs.

About configuring a backup policy for Exchange
Server

Note: To configure a backup policy for full VMware backups that protect Exchange
Server, you follow a different procedure. Incremental backups must be performed
with an MS-Exchange-Server policy.

See “About protecting Exchange Server data with VMware backups” on page 195.

A backup policy for a database defines the backup criteria for a specific group of
one or more clients.

These criteria include the following:
m Storage unit and media to use

m Policy attributes

m Backup schedules

m Clients to be backed up
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m Items (database objects) to be backed up

To back up a database environment, define at least one MS-Exchange-Server
policy with the appropriate schedules. A configuration can have a single policy
that includes all clients, or there can be many policies, some of which include only
one client.

Most requirements for database policies are the same as for file system backups.
In addition to the policy attributes for this database agent, other attributes are
available that you should consider.

See the NetBackup Administrator’s Guide, Volume I.

Policy recommendations for Exchange Server 2010 and later

Refer to the following recommendations when you create policies for an Exchange
Server 2010 or later Database Availability Group (DAG):

m Create a policy that backs up an entire DAG or backs up one or more databases
in a DAG. This policy supports full, incremental, and user-directed backups.

m (Exchange 2010) To perform a backup with Granular Recovery Technology
(GRT) select the Enable granular recovery option.
This option lets you restore databases and individual mailbox and public folder
items. You cannot restore individual mailbox and public folder items from any
incremental backups.

m The example policies include the basic policy settings for an Exchange backup.
For information on how to create snapshot backup policies, see the following:
See “About configuring snapshot backups of Exchange Server” on page 110.

Table 5-1 Example policy that backs up all databases in an Exchange DAG
Policy item Configuration
Policy type MS-Exchange-Server
Backup selections Microsoft Exchange Database Availability Groups:\
Auto backup frequency Weekly Full

Daily Incremental

Enable granular recovery (Exchange 2010) Optional. Enable this option if you want
torestore individual mailbox and public folder objects from
the database backup.
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Table 5-1 Example policy that backs up all databases in an Exchange DAG
(continued)
Policy item Configuration
Other configuration Perform snapshot backups must be enabled.

You can include multiple clients on the Clients tab. The
client names are the DAG names.

Table 5-2 Example policy that backs up a database for an Exchange DAG
Policy item Configuration
Policy type MS-Exchange-Server
Backup selections Microsoft Exchange Database Availability Groups:\Mailbox
Database

Microsoft Exchange Database Availability Groups:\forest or
domain name\Microsoft Information Store\Mailbox
Database

Auto backup frequency Weekly Full

Daily Incremental

Enable granular recovery (Exchange 2010) Optional. Enable this option if you want
torestore individual mailbox and public folder objects from
the database backup.

Other configuration Perform snapshot backups must be enabled.

You can only include one client on the Clients tab. A DAG
is the client for the policy.

Refer to the following recommendations when you create policies for an Exchange
2010 or later standalone server:

m Create a policy that backs up the Information Store or individual databases.
This policy supports full, incremental, and user-directed backups.

m (Exchange 2010) To perform a backup with Granular Recovery Technology
(GRT), select the Enable granular recovery option.
You can restore databases and individual mailbox and public folder items. You
cannot restore individual mailbox or public folder items from any incremental
backups that use GRT.

m The example policies include the basic policy settings for an Exchange backup.
For information on how to create snapshot backup policies, see the following:
See “About configuring snapshot backups of Exchange Server” on page 110.
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Table 5-3 Example policy that backs up all database in an Exchange 2010 or
later standalone server
Policy item Configuration
Policy type MS-Exchange-Server

Backup selections

Microsoft Information Store:\

Auto backup frequency

Weekly Full

Daily Incremental

Enable granular recovery

(Exchange 2010) Optional. Enable this option if you want
torestore individual mailbox and public folder objects from
the database backup.

Other configuration

Perform snapshot backups must be enabled.

Table 5-4 Example policy that backs up a database in an Exchange 2010 or
later standalone server
Policy item Configuration
Policy type MS-Exchange-Server

Backup selections

Microsoft Information Store:\Mailbox Database

Auto backup frequency

Weekly Full

Daily Incremental

Enable granular recovery

(Exchange 2010) Recommended. Enable this option if you
want to restore individual mailbox and public folder objects
from the database backup.

Other configuration

Perform snapshot backups must be enabled.

Policy recommendations for Exchange Server 2007 backups

Refer to the following recommendations when you create database backup policies

for Exchange Server 2007:

m Create a policy that backs up the Information Store, a storage group, or an
individual database. This policy supports full, incremental, and user-directed

backups.

To perform the backup with Granular Recovery Technology (GRT) select the
Enable granular recovery option. Then you can restore databases and
individual mailbox and public folder items. You cannot restore these individual
items from any incremental backups that use GRT.
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m The example policies include the basic policy settings for an Exchange backup.
For more information on how to create policies, see the following:
See “About configuring snapshot backups of Exchange Server” on page 110.
See “Configuring streaming backups of Exchange Server (Exchange 2007)”

on page 133.
Table 5-5 Example Exchange 2007 streaming backup or snapshot policy that
backs up all the databases
Policy item Configuration
Policy type MS-Exchange-Server
Backup selections Microsoft Information Store:\
Auto backup frequency Weekly Full

Daily Incremental

Enable granular recovery Optional. Enable this option if you want to restore individual
mailbox and public folder objects from the database backup.

Other configuration For snapshot backups, select Perform snapshot backups.

Table 5-6 Example snapshot policy that backs up a storage group for an
Exchange 2007 database

Policy item Configuration
Policy type MS-Exchange-Server
Backup selections Microsoft Information Store:\Storage Group
Auto backup frequency Weekly Full
Daily Incremental

Enable granular recovery Optional. Enable this option if you want to restore individual
mailbox and public folder objects from the database backup.

Other configuration Select Perform snapshot backups.
Table 5-7 Example Exchange 2007 streaming backup policy that backs up a
storage group or a storage group database
Policy item Configuration
Policy type MS-Exchange-Server
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Table 5-7 Example Exchange 2007 streaming backup policy that backs up a
storage group or a storage group database (continued)
Policy item Configuration
Backup selections Microsoft Information Store:\Storage Group

Microsoft Information Store:\Storage Group\Database

Auto backup frequency Weekly Full

Daily Incremental

Enable granular recovery Optional. Enable this option if you want to restore individual
mailbox and public folder objects from the database backup.

Other configuration Do not select Perform snapshot backups.

To ensure that transaction logs are deleted regularly include
all databases for a storage group in a full backup policy. Or
specify the storage group (not individual databases) in the
backup policy.

See “About Exchange backups and transaction logs”
on page 109.

About policy attributes for NetBackup for Exchange

With a few exceptions, NetBackup manages a database backup like a file system
backup. Other policy attributes vary according to your specific backup strategy
and system configuration.

For more information on policy attributes, see the NetBackup Administrator’s
Guide, Volume L.

Table 5-8 Policy attribute descriptions for NetBackup for Exchange policies
Attribute Description
Policy type Determines the types of clients that can be in the policy. In some cases the policy type

determines the types of backups that NetBackup can perform on those clients. To use the
Exchange database agent, you must define at least one policy of type that is
MS-Exchange-Server.
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Table 5-8 Policy attribute descriptions for NetBackup for Exchange policies
(continued)

Attribute

Description

Policy storage

Reviewer: 6/27/12, I have a note "for post-7.0, preference is also given to storage units on the
alternate client." Should I add this?

Note that in a Database Availability Group (DAG) environment where the Exchange server
is a both a client and a media server, policy storage is treated differently. If you want to
back up to the local Exchange client that is also a media server, specify a storage unit group.
NetBackup automatically selects the local storage unit from the storage unit group during
the backup processing. If you specify a single storage unit, all backups use this storage unit.

Allow multiple data
streams

Specifies that NetBackup can divide automatic backups for each client into multiple jobs.
Each job backs up only a part of the list of backup selections. The jobs are in separate data
streams and can occur concurrently. The number of available storage units, multiplex
settings, and the maximum jobs parameters determine the total number of streams and
how many can run concurrently. Not all directives in the backup selections list allow for
multiple database streams.

For Exchange 2010 and later, you can create multiple data streams at the database level.
For Exchange 2007, you can create multiple data streams at the storage group level.

Enable granular
recovery

Allows restores of individual items using Granular Recovery Technology (GRT). Users can
only restore individual items from a full backup. (You can perform incremental backups
using GRT, but the backup does not save granular information and you cannot restore
individual items from an incremental backup.)

You can restore individual items only if the backup image resides on a disk storage unit. If
you want to retain a granular backup on tape, you must duplicate the image. If you want
to restore from a granular backup that was duplicated to tape, you must import the image
to a disk storage unit.

See “Disk storage units supported with Exchange Granular Recovery Technology (GRT)”
on page 79.

Exchange Server GRT-enabled backups do not support encryption or compression.

Keyword phrase

A textual description of a backup. Useful for browsing backups and restores.

Snapshot Client and
Replication Director

For Exchange 2010 and later you must enable the option Perform snapshot backups for
all backup policies.

See “About snapshot backups with Exchange Server” on page 112.

See “Configuring a VMware policy to back up Exchange Server using Replication Director
to manage snapshot replication” on page 206.
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Table 5-8 Policy attribute descriptions for NetBackup for Exchange policies
(continued)
Attribute Description
Use Accelerator Select this option to use NetBackup Accelerator to potentially increase the speed of full

VMware backups. By reducing the backup time, it is easier to perform the VMware backup
within the backup window. To use this feature, you must first perform an initial backup
with Use Accelerator enabled. Subsequent backup times can then be significantly reduced.

Accelerator support for Exchange currently restricts backups to the full schedule type.
This restriction also exists for a VMware backup that protects Exchange without Accelerator.

This feature requires the Data Protection Optimization Option license. For more details on
Accelerator with VMware backups, see the following:

NetBackup for VMware Administrator’s Guide

Microsoft Exchange
Attributes

Indicates what database backup source you want to use for a DAG or for an Exchange 2007
replication backup (LCR or CCR). For Exchange 2010 or later, you can also indicate a
preferred server list.

See “Backup source for an Exchange 2010 DAG backup or an Exchange 2007 replication
backup ” on page 119.

See “Configuring a preferred server list for an Exchange 2010 Database Availability Group
(DAG)” on page 120.

Adding schedules to a NetBackup for Exchange policy

Each policy has its own set of schedules. These schedules control the initiation
of automatic backups and also specify when user operations can be initiated.

To add a schedule to a NetBackup for Exchange policy
1 Inthe Policy dialog box, click the Schedules tab.

To access the Policy dialog box, double-click the policy name in the Policies
list in the NetBackup Administration Console.

Click New.

Specify a unique name for the schedule.

Select the Type of backup.

See “NetBackup for Exchange backup types” on page 98.
5  Specify the other properties for the schedule.

See “About NetBackup for Exchange schedule properties” on page 99.
6 Click OK.
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NetBackup for Exchange backup types

This topic describes the types of backups you can schedule for backups of Exchange
Server.

Note: Incremental backups back up the Exchange transaction logs. Therefore,
since Exchange 2007 maintains transaction logs at the storage group level,
NetBackup performs incremental backups of storage groups, not individual
databases within storage groups. NetBackup lets you configure incremental
schedules for individual databases. The backup job still runs according to the
configured incremental schedules, but the job logs warnings for attempted
incremental backups of these objects.

Table 5-9 NetBackup for Exchange backup types
Type of backup Description
Full backup This schedule type backs up the Exchange Server database and associated transaction

logs. Exchange truncates all committed transaction logs after NetBackup notifies it that
the backup succeeded. In replicated environments, the truncation is scheduled and does
not occur immediately.

By default, transaction logs are not truncated for Instant Recovery backups. You can enable
the truncation of logs for this type of backup or you can perform a backup to a storage
unit.

See “About truncating Exchange transaction logs with Instant Recovery backups”
on page 38.

See “Truncating Exchange transaction logs by performing a backup to a storage unit”
on page 39.

Differential incremental
backup

Includes the changes since the last full or differential incremental backup. After NetBackup
notifies it that the backup succeeded, Exchange truncates all committed transaction logs.
The truncation of the transaction logs sets the context for the next backup.

For backups of databases, storage groups, or the entire Information Store, the backup only
includes the transaction logs. Individual items cannot be restored for this type of backup
if Enable granular recovery is enabled.

To perform a full restore the data that is needed is contained in multiple NetBackup images.
One image for the full backup and another image for each differential incremental that
was performed.
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Table 5-9 NetBackup for Exchange backup types (continued)

Type of backup

Description

Cumulative incremental
backup

Includes the changes since the last full backup or differential incremental backup. (However,
most configurations do not mix cumulative and differential incremental backups between
full backups.) Exchange does not truncate the logs when the backup is completes. When
a series of cumulative incremental backups follows a full backup, transaction logs remain
intact since the last full backup.

For backups of databases, storage groups, or the entire Information Store, the backup only
includes the transaction logs. For Exchange 2007, you also can use this schedule type to
back up changes to the mailboxes or the Public Folders. Individual items cannot be restored
for this type of backup if Enable granular recovery is enabled.

Consider an Exchange Server data recovery scenario where the transaction logs are all
intact. You only need to restore the database from the last full backup and the last
cumulative-incremental backup. During recovery, Exchange Server replays all the logs
that are in the log folder.

User backup

A user backup is not automatically scheduled and is initiated on the target client computer.
It is like a snapshot (or a copy backup) of the databases at a given point in time. This backup
does not affect the content of ongoing full and incremental backups.

For streaming backups, you can configure user backups to truncate the logs.
See “Performing user-directed full streaming backups (Exchange 2007)” on page 142.

You may want to consider creating a separate policy for user backup schedule types. Then
you can easily separate user-directed and scheduled backups when you restore files. If
you decide to create separate policies for user backup schedule types, the considerations
are similar to those for automatic backups. A backup selections list is not needed because
users select the files to restore.

About NetBackup for Exchange schedule properties

This topic describes the schedule properties that have a different meaning for
database backups than for file system backups. Other schedule properties vary
according to your specific backup strategy and system configuration. Additional
information about other schedule properties is available.

See the NetBackup Administrator’s Guide, Volume I.

Table 5-10 Description of schedule properties

Property

Description

Type of backup

Specifies the type of backup that this schedule controls. The selection list shows only the
backup types that apply to the policy you want to configure.

See “NetBackup for Exchange backup types” on page 98.
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Table 5-10 Description of schedule properties (continued)

Property

Description

Schedule type

You can schedule a backup in one of the following ways:

m Frequency
This setting is used only for scheduled backups. It is not used for user-directed backups.
Frequency specifies the period of time that can elapse until the next backup or archive
operation begins on this schedule. For example, assume that the frequency is seven
days and a successful backup occurs on Wednesday. The next full backup does not
occur until the following Wednesday. Typically, incremental backups have a shorter
frequency than full backups.

m Calendar
This setting is used only for scheduled backups. It is not used for user-directed backups.
The Calendar option allows you to schedule backup operations that are based on specific
dates, recurring week days, or recurring days of the month.

More information is available on schedule types and Instant Recovery backups.
See “Adding schedules for Exchange Instant Recovery” on page 130.

See “Schedules settings in Exchange Instant Recovery policies” on page 131.

Retention

Specifies a retention period to keep backup copies of files before they are deleted. The
retention level also denotes a schedules priority within the policy. A higher level has a
higher priority. Set the time period to retain at least two full backups of your database. In
this way, if one full backup is lost, you have another full backup to restore. For example,
if your database is backed up once every Sunday morning, you should select a retention
period of at least 2 weeks.

Adding clients to a NetBackup for Exchange policy

The clients list contains a list of the clients that are backed up during an automatic
backup. A NetBackup client must be in at least one policy but can be in more than
one.

For a NetBackup for Exchange policy, clients you want to add must have the
following software installed:

m Exchange Server
m NetBackup client or server
Additional requirements exist for clients that use Granular Recovery Technology.

See “Exchange granular clients and non-VMware backups ” on page 43.
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To add clients to a NetBackup for Exchange policy
1 Inthe Policy dialog box, click the Clients tab.

To access the Policy dialog box, double-click the policy name in the Policies
list in the NetBackup Administration Console.

Click New.
3 Type the name of the client and press Enter (Windows) or click Add (Java).
Note the following:

m IfExchangeis clustered or in a Database Availability Group (DAG), specify
the virtual Exchange name that represents that cluster or DAG.
You can also use a DAG node name as the client in the policy, but only
local databases are protected and are cataloged under that node name.
Any attempts to back up databases on other nodes fail.

m For off-host backups, the client name should be the name of the primary
client.

(Windows) To add another client, repeat step 2 and step 3.
(Java) To add another client, repeat step 3.

If this client is the last client you want to add, click OK.

N o0 o b

(Java) In the Policy dialog box, click Close.

Adding backup selections to an Exchange policy

The backup selections list defines the Exchange objects to back up and the grouping
of Exchange objects for multiple data streams. Exchange objects are defined
through directives. You can append an individual object name to a directive to
specify a database or storage group. You can use wildcards to specify a group of
such objects.

Note: In a backup policy, include directives from only one directive set. For
example, do not add Microsoft Exchange Database Availability Groups:\
(a DAG directive) and Microsoft Information Store:\ (a standalone database
directive) to the same policy.

The following directives exist for database and storage group backups:
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Table 5-11 NetBackup for Exchange Server directive sets and directives
Directive set Directive(s) Notes
MS_Exchange Database | NEW_STREAM This directive set applies to Exchange 2010 and

Microsoft Information Store:\ later standalone servers and to Exchange 2007.

See “Notes and limitations for creating a backup
selections list for Exchange 2007 streaming
database backups” on page 135.

See “About excluding Exchange items from
backups” on page 106.

MS_Exchange_
Database_
Availability_Groups

NEW_STREAM

Microsoft Exchange Database
Availability Groups:\

Refer to the following topics when you add backup selections:

m See “Adding Exchange entries to a backup selections list by browsing (Windows
only)” on page 102.

m See “Adding Exchange entries to the backup selections list manually”
on page 103.

m See “Performing Exchange backups with multiple data streams” on page 103.

m See “About excluding Exchange items from backups” on page 106.

Adding Exchange entries to a backup selections list by browsing
(Windows only)

On Windows systems, you can browse for Exchange objects and add them to the
backup selections list. Alternatively, you can specify the objects manually.

To add Exchange entries to the backup selections list by browsing (Windows only)
1 Inthe Policy dialog box, click the Backup Selections tab.

Click New.

Click the Remote Folder icon.

Navigate to and click the Exchange object to back up and click OK.

g ~ W N

If necessary, edit the entry.
m Append the object name to the new entry.

m If amailbox specification without wildcards does not end with a backslash,
add it.
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m Add wildcard characters if you want to define groups of objects or use
multiple data streams.
See “Performing Exchange backups with multiple data streams”
on page 103.
See “Using wildcards in an Exchange backup selections list” on page 104.

6 Click OK.

Adding Exchange entries to the backup selections list manually

You can add database objects manually to the backup selections list, if you do not
want to use the browse feature.

To manually add entries to the backup selections list

In the Policy dialog box, click the Backup Selections tab.
Click New.

Click the Directives button.

Select the directive set.

Select the directive.

Click OK.

N o o0~ WN PP

Edit the new entry if you want to define groups of objects or use multiple data
streams.

See “Performing Exchange backups with multiple data streams” on page 103.
8 Click OK.

Performing Exchange backups with multiple data streams

When you enable multiple data streams, backups are divided into multiple jobs.
Each job backs up only a part of the backup selections list. To use multiple data
streams, enable Allow multiple datastreams on the Attributes tab for the policy.

You can choose to have NetBackup automatically determine where to begin new
streams by adding an asterisk (*) after the directive. Or you can control where
each stream begins by inserting the NEw_sTreaM directive at a certain point or
points in the backup selections list. If you use wildcard characters to define
Exchange objects in the backup selections list, those objects are backed up in
multiple streams.

When you back up multiple Exchange 2010 or later databases, NetBackup groups
the backup jobs by the selected server. One snapshot is performed for all of the
replicated databases on a given server. Another snapshot is performed for all the
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active databases on the server. Multistreaming then applies to the database
backups that are performed on each snapshot.

For more information on the multiple data streams feature, see the following:

NetBackup Administrator’s Guide, Volume I

Using multiple datastreams with Exchange Database
Availability Groups (DAG)s

When you back up databases in a Database Availability Group (DAG), NetBackup
selects the server to back up each database according to your data source and
preferred server list settings. The backup jobs are grouped by server. From your
backup selections list, all of the databases that have passive copies on a given
server are grouped under one snapshot job. They are then backed up by one or
more child backup jobs. All of the databases that have active copies on the server
are grouped under another snapshot job, followed by one or more backup jobs.

Note: Use explicit NEw_sTrREAM directives in a DAG only when you are confident
which servers will back up which databases.

The nEw_sTrEAM directive works as follows:

m When you do not enable multiple backup streams, all of the databases for a
snapshot job are backed up in a single backup job.

m When you enable multiple backup streams and do not specify any NEw_STREAM
directives, each database is backed up in its own backup job.

m  When you enable multiple backup streams and do specify NEw_sTreamdirectives
in your policy, then NetBackup tries to group the database backups into jobs
according to the placement of the NEw sTreamdirectives in the backup selection
list. The result is affected by the grouping of database backups into snapshot
jobs. NetBackup separates backup jobs after any database that is followed by
aNEW_STREAM directive in the policy.

See “About excluding Exchange items from backups” on page 106.

See “Performing Exchange backups with multiple data streams” on page 103.

Using wildcards in an Exchange backup selections list

Wildcard characters can be used to define groups of databases and storage groups.
This way multiple objects can be backed up without having to specify the objects
individually in the backup selections list. Multiple data streams must also be
enabled. If this option is not enabled, the backup fails.
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See “Performing Exchange backups with multiple data streams” on page 103.

Table 5-12

Supported wildcard characters

Wildcard character

Action

Asterisk (*)

Use as a substitute for zero or more characters. Specify
the asterisk as the last character in the string.

Example: To specify all objects that start with an a use

ax*.

Question mark (?)

Use as a substitute for one or more characters in a name.

Example 1: The string s ?z processes all objects that
have s for a first character, any character for a second
character, and z for a third character.

Example 2: The string Data??se processes all objects
that have Data as the first four characters, any
characters for the fifth and sixth characters, and se as
the seventh and either characters.

Left & right brackets ([ ... ])

These wildcard characters are not supported for the
Microsoft Information Store:\ directive or for
the Microsoft Exchange Database
Availability Groups:\ directive.

The following rules apply when wildcard characters are used in the backup

selections list:

m Only one wildcard pattern per backup selections list entry is allowed.

m If a wildcard pattern is not honored it is treated literally.

m Wildcard patterns are honored only in the final segment of the path name.

Correct

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Incorrect

Information
Information
Information
Information
Information

Information

Store:\*
Store:\StorageGroup?
Store:\Database*
Store:\Data??se
Store:\Storage Group*

Store:\Storage?G?oup

Exchange Database Availability Groups:\*

Exchange Database Availability Groups:\Database*

Exchange Database Availability Groups:\Data??se
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Microsoft Information Store:\StorageGroup?\Mailbox Database

About excluding Exchange items from backups

If you do not want to back up certain databases or storage groups, you can create
an exclude list. When NetBackup runs a NetBackup for Exchange backup policy,
NetBackup ignores the items that appear in the exclude list.

For more information on how to create an exclude list by using the NetBackup
Administration Console, see one of the following:

m See “Configuring exclude lists for Exchange clients” on page 107.
m The NetBackup Administrator’s Guide, Volume I.

NetBackup excludes certain files and directories by default. These default
exclusions always appear in the Administration Console's exclude list. The default
exclusions are as follows:

B C:\Program Files\Veritas\NetBackup\bin\bprd.d\*.lock

B C:\Program Files\Veritas\NetBackup\bin\bpsched.d\*.lock
B C:\Program Files\Veritas\NetBackupDB\data\*

B C:\Program Files\Veritas\Volmgr\misc\*

For Exchange 2010 or later, you can exclude specific databases from a backup,
both for the databases that exist in a DAG or on a standalone Exchange server.
You can specify the exclude list entry under All Policies or under a specific policy
or schedule.

For Exchange 2007 you must specify the storage group name in the exclude list.
Entering a database is not valid because Exchange requires that VSS backups

must contain the entire storage group (for log truncation purposes). The exclude
list entry can be specified under All Policies or under a specific policy or schedule.

Table 5-13 provides examples of Exchange 2010 entries you can add to an exclude
list.
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Table 5-13 Example Exchange 2010 or later entries in an exclude list

This entry ...

excludes ...

Microsoft Information Store:\Database?2

The database named Database2.

YoucanusethesameMicrosoft information
Store:\ directive for both DAG and standalone
databases.

Note that Microsoft Exchange Database
Availability Groups:\Database 2isan
invalid exclude entry.

Table 5-14 provides examples of Exchange 2007 entries you can add to an exclude

list.

Table 5-14 Example Exchange 2007 entries in an exclude list

This entry ...

excludes ...

Microsoft Information Store:\Storage Groupl

The storage group named Storage_Groupl.

Configuring exclude lists for Exchange clients

This topic describes how to exclude items from an Exchange backup. For more
information about this topic, see the following:

See “About excluding Exchange items from backups” on page 106.

The following figure shows an exclude list with two databases:
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Figure 5-1 Exclude list for two Exchange databases
Client Properties: s
[=1 Properties Exclude Lists Defaults
% Universal Settings
- Servers Erne [~ Use case sensitive excude list
B Cliert Name 2
é Encryption C:AProgram Files\Weritas\MetB ackupibinkbprd. d4* lock ;I
'@ Port Ranges C:A\Program Files\Weritas\MetB ackupibinsbpsched.d\ lack
imeouts C:A\Program Flles\Veritas\MetB ackupD Bhdatal”
Firewall C:AProgram Fles\Veritas\Wolmgrsmisch”
125 Logging Micrazoft Information Store\DAGA_4_DBEZ
{f Arcess Contral Micrazoft Information Store:\DaGA_4_MBOX1 -
4844 metwork. Settings add ... | Add ba Al Change Remaove Copy. Paste
Windows Client
Client Setting: Exceptions to exclude list:
T Metwork,
Lotus Motes
Exchange
B3 sharePoint
Active Directo
@ Enterprise Val
-[Z] Login Banmer conl Add ... | el b A | Change Remove Copy Paste |
i Preferred Metwarl
- @ ED Entries configured on all selected hosts (in black).
@ @ Entries configured on some of the selected hasts {in gray).
D 7
oK I Cancel Apply Help |

Note: For backups in a clustered or replicated environment, select each node and
perform the configuration procedure on each node. You must configure the same
settings on each node. If you change the attributes for the virtual name of the
client, NetBackup updates only the active node or current node.

o configure an Exchange client exclude list

Open the NetBackup Administration Console or the Remote Administration
In the left pane, expand NetBackup Administration > Host Properties >

In the right pane, select the Exchange client(s) that you want to configure.
Click Actions > Properties.

Expand Windows Client and click Exclude Lists.

T
1
Console.
2
Clients.
3
4
5
6 Click Add.
7

Specify objects to exclude in one of the following ways:

m InthePolicy field, select <<a11 Policies>>ortypethe name of a specific
policy.
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m In the Schedules field, select <<a11 Schedules>> or type the name of a
specific schedule.

m In the Files/Directories field, type the name of a storage group, database
in the following format:
Microsoft Information Store:\name
For name, specify the name of a storage group or Exchange 2010 or later
database, as follows:

m To exclude a specific storage group from an Exchange 2007 backup,
type the name of a specific storage group. Do not type the name of a
database in this field. For log truncation purposes, Exchange requires
that snapshot (VSS) backups contain the entire storage group.

m Toexclude a specific database from an Exchange 2010 or later backup,
type the name of a database to be excluded, even for DAG backups.
When you specify a storage group or Exchange 2010 or later database to

exclude, do not include any wildcard characters.

8 (Conditional) Repeat step 3 through step 7 for the other nodes in the
environment.

Perform this step if the NetBackup environment is clustered or replicated.

If you specify the name of the virtual client, only the active node or current
node is updated. For the changes to be effective throughout the cluster, repeat
the configuration steps on each node.

About Exchange backups and transaction logs

For performance and recoverability, the Exchange database uses transaction logs
to accept, track, and maintain data. All transactions are first written to transaction
logs and memory, and then committed to their respective databases. Transaction
logs can be used to recover Information Store databases in the event that a failure
corrupted the database. The Exchange 2010 or later Information Store can have
multiple separate databases, each of which has its own set of transaction logs.
For Exchange 2007, the databases in each storage group share a common set of
transaction logs.

Transactions are first written to the log file and then later written to the database.
The effective database is a combination of the uncommitted transactions in the
transaction log file and the actual database file. When the log file is filled with
transaction data, it is renamed and a new log file is created. When the log file is
renamed, the other renamed log files are stored in the same subdirectory. The
renamed log files are named in a sequential numbering order, in hexadecimal.
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For Exchange 2007 and later the database transaction log for the Information
Store is named Exxyyyyyyyy.log. XX is the database number or storage group
number (in hex). YYYYYYYY is the log file number (in hex). The size of the
transaction logs is 1 MB.

After every 1 MB of transaction log data is written, a new log is created. The log
is created even though the transaction data may not be committed to the database.
There may be several transaction logs that contain uncommitted data, therefore
they cannot be purged.

Exchange 2010 or later transaction logs get committed to their database over time
or when the services are brought down. Any transactions that existed in log files
and not in the database file are committed to the database.

Exchange 2007 transactions in log files are committed to the respective database
over time, or when the service shuts down normally. For example, consider when
the Information Store service experiences a normal shutdown (service shuts down
with no errors). Any transactions that existed in log files and not in the database
file are committed to the database.

Do not manually purge log files. Instead, purge logs through the backup process.
For backups of a replicated copy (LCR, CCR or DAG), the log truncation is scheduled.
It starts with the active copy when Exchange has the resources to start truncation.
It does not happen instantly after a backup as with non-replicated copies.

For information on how transaction logs are truncated, see the following topics:
See “NetBackup for Exchange backup types” on page 98.
See “Adding schedules for Exchange Instant Recovery” on page 130.

About configuring snapshot backups of Exchange

Server
Use the following steps to configure snapshot backups of Exchange Server.
Table 5-15 Configuring a snapshot backup of Exchange Server

Step Action Description

Step1 | Review the configuration and the licensing See “Snapshot Client configuration and licensing

requirements for snapshot backups.

requirements for Exchange snapshot backups”
on page 27.

Step 2

Additional configuration is required if you want to | See “About configuring the account for NetBackup
restore mailbox items from a database backup (using | Exchange operations” on page 46.

Granular Recovery Technology or GRT).

Draft extracted 2013-2-27 2:09



Configuring Exchange backup policies (non-VMware)

About configuring snapshot backups of Exchange Server

Table 5-15 Configuring a snapshot backup of Exchange Server (continued)
Step Action Description
Step 3 | If you want to perform off-host backups, review the | See “Requirements for Exchange off-host backups”
installation requirements for that type of backup. |on page 28.
Step4 | Review the general configuration requirements for | See “Configuration requirements and
snapshot operations. recommendations for the Exchange Server when
performing snapshot operations” on page 113.
See “Limitations of Exchange snapshot operations”
on page 113.
Step5 | Review the configuration requirements for Exchange | See “Configuration requirements and
Server. recommendations for the Exchange Server when
performing snapshot operations” on page 113.
Step 6 | Choose which transaction logs to back up. See “About backing up all or only uncommitted
Exchange transaction log files with snapshot
backups” on page 36.
Step 7 | Configure consistency checks. See “Consistency checks on Exchange snapshot
backups” on page 114.
See “About consistency checks options for an
Exchange 2010 or later backup” on page 39.
See “About configuring a pause in consistency
checks for Exchange 2007” on page 36.
Step 8 | Configure an MS-Exchange-Server policy that has | See “Configuring a snapshot policy for Exchange
the applicable snapshot attributes selected. Server” on page 115.
Step9 | For a Database Availability Group (DAG), choose See “Backup source for an Exchange 2010 DAG
whether to back up the passive or the active copy. |backup or an Exchange 2007 replication backup ”
You can also define a preferred server list from on page 119.
which to back up the passive copy. See “Configuring a preferred server list for an
For Exchange 2007 replication backups, choose Exchange 2010 Database Availability Group (DAG)”
whether to back up the active or passive server. on page 120.
Step 10 | Configure the snapshot volume that you want to use
during the backup process.
Step 11 | For Exchange 2007, disable circular logging for all

Exchange storage groups. For Exchange 2010 or
later, disable circular logging for all databases.
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About snapshot backups with Exchange Server

NetBackup for Exchange Server includes support for snapshot backups. NetBackup
for Exchange Server can back up and restore Exchange objects by taking snapshots
of the component files. Data is captured at a particular instant. The resulting
snapshot can be backed up without affecting the availability of the database. These
snapshots are backed up to tape or to the storage unit.

A separate Snapshot Client license provides additional features for snapshot
backups. You can configure the snapshot image for Instant Recovery and you can
configure an alternate client to perform the snapshot backup.

NetBackup for Exchange supports the Microsoft Volume Shadow Copy Service
(VSS) for creating a snapshot image. The actual VSS provider that is used is
dependent on your hardware environment and software environment. A list of
the VSS providers available for use with NetBackup for Exchange Server is
available.

See the NetBackup Snapshot Client (Advanced Client) OS, Arrays, and Database
Agent Compatibility list.

The following Snapshot Client features are available for use with NetBackup for
Exchange Server:

Snapshot backup A snapshot is a disk image of the client's data. NetBackup backs
up the data from the snapshot volume, not directly from the
client’s original volume. Client operations and user access are
allowed to continue without interruption during the backup.

Instant Recovery NetBackup supports Instant Recovery backups with Exchange
2007 or later for non-clustered and non-replicated environments.
Instant Recovery requires a separate Snapshot Client license key.

This feature makes backups available for “instant recovery” from
disk. Instant Recovery combines snapshot technology with the
ability to do rapid disk-based restores. Optionally, the image is
retained on disk as well as backed up to storage.

To perform an Instant Recovery, one of the following methods is
used:

m Files are copied back from the snapped volume to the original
volume
m  The volume is rolled back
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Off-host backup NetBackup supports off-host backups of Exchange using an
alternate client in non-clustered and non-replicated environments.
Off-host backups require a separate Snapshot Client license key.

Off-host backups use a second, or alternate, client to perform the
backup on behalf of the primary client. Compared to local Snapshot
Client backups, this approach reduces the backup I/O burden on
the primary client.

NetBackup also supports off-host Instant Recovery backups for
Exchange 2007 and later.

Limitations of Exchange snapshot operations

The following limitations exist when you perform snapshot operations with
NetBackup for Exchange:

m Data movers are not supported with off-host backups. Only alternate clients
are supported for off-host backups.

The following additional limitations exist for snapshot operations performed with
Exchange 2007:

m Snapshot backups are supported only for the full Information Store, or storage
groups. The entire Information Store or storage group must be selected for
backup. (However, you can select individual databases for restore.)

m Snapshot backups are not supported for individual Exchange mailboxes or
public folders.

m You cannot restore snapshot backups and streaming backups in the same
restore job.

® Anincremental backup must be of the same type (streaming or snapshot) as
the last full backup.

Configuration requirements and recommendations for the Exchange
Server when performing snapshot operations

Reviewer: Removed Exchange 2003
Review the following requirements and recommendations before you perform
snapshot backups:

m Complete the necessary installation and configuration for snapshot backups.
See “Snapshot Client configuration and licensing requirements for Exchange
snapshot backups” on page 27.

m Mount databases before you perform a backup.
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m The volume(s) that contains the Exchange databases should be dedicated to
Exchange only. Other types of databases (for example, SQL Server) should not
reside on the volume(s). Only Exchange objects are included in a snapshot
backup.

m Transaction logs or Exchange system files should not reside on the same
volume as the Exchange database files (edb and stm).

m (Exchange 2007) Restore all databases in a storage group at the same time.
Also restore all the databases before the transaction logs are committed and
the databases are mounted. Transaction logs are committed at a storage group
level, rather than at a database level.

m For off-host backups using Storage Foundations for Windows (SFW), SFW
deports and imports at the disk level. The volumes that you back up must
constitute whole disks.

m If you want to create a virtual storage unit for an Exchange 2007 CCR
environment when the Exchange cluster is also configured as a SAN Media
server, see the following:
http://www.symantec.com/docs/TECH69539

Consistency checks on Exchange snapshot backups

Reviewer: REmoved Exchange 2003 8/2/12

NetBackup is configured to run consistency checks for Exchange snapshot backups.
Consistency checks are required for Exchange 2007 or for a standalone Exchange
2010 server. Consistency checks are not required for an Exchange 2010 Database
Availability Group (DAG) because of the checks that are performed during
replication.

The consistency check runs with the proper options against the files that exist
on the snapshot. If any of the files fail the consistency check, the backup fails and
the backup image is discarded. The Exchange VSS Writer is notified of the failure.
When this kind of backup failure occurs, Exchange does not truncate log files.
Failure of the consistency check may be an indication of either database corruption
or a problem with the snapshot.

For local snapshot backups, NetBackup uses the Microsoft consistency check API.
This API allows the user to view problems or information in the application event
logs.

For off-host backups, the consistency checks are run on the off-host client rather
than on the primary client. Symantec recommends that you install the Exchange
System Management Tools on the alternate client. NetBackup performs the backup
faster with this configuration. If the Exchange System Management Tools are not
installed on the alternate client, the following occurs:
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m (Exchange 2010) If you choose not to install the Exchange System Management
Tools, the backup may fail. You must install the VC9 runtime DLLs on the
alternate client. These DLLs can be downloaded from Microsoft x64 VC9
download page:
http://www.microsoft.com/downloads/details.aspx?familyid=BD2A6171-E2D6-4230-
B809-9A8D7548C1B6&displaylang=en

B Dbpfislogs a message. The message indicates that the DLL cannot be loaded
and that eseutil is used for the consistency check.

m NetBackup performs the consistency check during the snapshot import step.

More information is available about configuring consistency checks for Exchange
2010 and the pause option for Exchange 2007.

See “About consistency checks options for an Exchange 2010 or later backup”
on page 39.

See “About configuring a pause in consistency checks for Exchange 2007”
on page 36.

Configuring a snapshot policy for Exchange Server

To configure a snapshot policy with Instant Recovery, you follow a different
procedure.

See “About configuring Instant Recovery backups of Exchange Server” on page 122.

If you have existing streaming backup policies and you upgraded to Exchange
2010, you must update your backup policies. Exchange 2010 backup policies
require that Perform snapshot backups is enabled. You may have to update the
backup selections list with the correct directives.

With a snapshot policy you can optionally perform an off-host backup. Also refer
to the following topics for policy recommendations:

See “Policy recommendations for Exchange Server 2010 and later” on page 91.
See “Policy recommendations for Exchange Server 2007 backups” on page 93.
To configure a snapshot policy for Exchange Server

1 Writer: Add other steps before this. Also to IR policy.
Create a new policy or open the policy you want to configure.

In the Policy dialog box, click the Attributes tab.
In the Policy type list, click MS-Exchange-Server.
Select the Policy storage.

o A W N

Click Perform snapshot backups.
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6 In the Snapshot Client group, click Options.

In the Snapshot Client Options dialog box, from the Snapshot method list,

click VSS.

8 Adjust the configuration parameters.

See “Snapshot options for backups of Exchange Server” on page 118.

9 (Optional) To perform off-host backups with Exchange 2007 or with an

Exchange 2010 standalone server, do the following:

m Click Perform off-host backup.

m In the Use box, select Alternate Client.

m In the Machine box, type the name of the alternate client.

If you use the SFW VSS provider, review the additional installation

requirements and configuration that exist.

See “Requirements for Exchange off-host backups” on page 28.
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Optional: To divide backups into multiple jobs, click Allow multiple data
streams.

To enable restores of individual items from database backups, click Enable
granular recovery.

See “Configuring an Exchange backup that uses Granular Recovery
Technology (GRT) (non-VMware backups)” on page 56.

For an Exchange 2010 DAG or Exchange 2007 replication backup, in the
Microsoft Exchange Attributes group choose the Database backup source.

r— Microzoft Exchange Attribute:

Exchange 2010 DAG or Exchange 2007 replication [LCF or CCR)

Database backup source:

Preferred semver list... | [Exchange 2010 DAG anly)

See “Backup source for an Exchange 2010 DAG backup or an Exchange 2007
replication backup ” on page 119.

See “Configuring a preferred server list for an Exchange 2010 Database
Availability Group (DAG)” on page 120.

To configure schedules, click the Schedules tab.

See “Adding schedules to a NetBackup for Exchange policy” on page 97.
Use the Clients tab to specify clients to be backed up by this policy.

See “Adding clients to a NetBackup for Exchange policy” on page 100.

For a DAG policy, the client name is the name of the DAG and not the client
on which the backup is run. If you want to use a particular Exchange server,
add it to the preferred server list.

See “Configuring a preferred server list for an Exchange 2010 Database
Availability Group (DAG)” on page 120.

For off-host backups, the client name should be the name of the primary
client. The alternate client must be the client that shares the disk array. This
option may require additional configuration.

See to the NetBackup Snapshot Client Administrator’s Guide.
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15 Usethe Backup Selections tab to enter the directives or browse for Exchange

objects.

See “Notes and limitations for creating a backup selections list for Exchange
2007 streaming database backups” on page 135.

Off-host backups with the SFW VSS provider require that you back up storage
groups only on the same SFW disk group.

16 Click OK to close the dialog box.

Snapshot options for backups of Exchange Server

Table 5-16 lists the options that are available for snapshot backups.

Table 5-16 Snapshot options
Parameter Value Description
Provider Type 0-auto The VSS Provider is automatically selected based on the providers
available for the snapshot volumes.
1-system Only the default Microsoft VSS Provider is used.
2-software Currently, the only software VSS Provider that is supported is SFW. If
this provider is not in control of one of the volumes that is required
for the backup, the backup fails.
3-hardware The applicable hardware VSS Provider is used for the volumes. If a
hardware provider is not available for one of the volumes that is
required for the backup, the backup fails.
Snapshot Attribute | 0-unspecified The setting for this option depends on the configuration of the snapshot
1-differential fotums.
2-plex
Maximum Snapshots This option defines the number of snapshots that is retained for Instant
(Instant Recovery Recovery. When this threshold is reached, a snapshot is automatically
only) snapped back or deleted, depending on the VSS provider and its

configuration before another snapshot backup is performed.

Select a number that is appropriate for the number of volumes that
you have available to become snapshot volumes for your backup. If you
use the Microsoft VSS Provider, consider the amount of disk space
available for the virtual snapshots that it creates.
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Backup source for an Exchange 2010 DAG backup or an
Exchange 2007 replication backup

Reviewer: Updated 9/27/12 to accurately use copy vs. node for 2010 vs. 2007

For backups of an Exchange 2010 DAG you can choose whether to back up the
active or the passive copy of the database. For backups of an Exchange 2007
replicated environment (LCR or CCR), you can choose whether to back up the
active or the passive server or node. The client backs up and catalogs the selected
database as if it were a local snapshot backup.

See “Configuring a preferred server list for an Exchange 2010 Database Availability
Group (DAG)” on page 120.

On the Attributes tab of the policy, for the backup source select one of the
following:

Passive copy only (or  This option backs up the passive copy of a database or passive

passive copy from server if the database is all of the following: mounted, included

preferred server list)  in the backup selections list, and healthy. For an Exchange 2010
DAG, you must also configure a preferred server list. In that case,
NetBackup backs up the passive copy on a server in the preferred
server list, provided that the database meets the other criteria.

Reviewer: Updated 10/1 with text from 7.0 doc and noted list not
req'd for db with active copy only.

If a database does not have any passive copies, then it is backed
up on its active (and only) server. For example, the Public Folder
database only has an active copy. A preferred server list is not
required for any databases that only have an active copy.

Active copy only This option backs up the active copy of a database or active node.
For Exchange 2010, the preferred server list is ignored.

Passive copy and if not This option backs up the passive copy of a database or the passive

available the active server that is all of the following: mounted, included in the backup

copy selections list, and healthy. For an Exchange 2010 DAG, you can
also configure a preferred server list. In that case, NetBackup
backs up the passive copy on a server in the preferred server list,
provided that the database meets the other criteria. If the passive
copy is not available and healthy, NetBackup backs up the active
copy.

This option is the default.
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Configuring a preferred server list for an Exchange 2010
Database Availability Group (DAG)

You can create preferred server configurations for an Exchange 2010 Database
Availability Groups (DAG). The preferred server list is a collection of one or more
servers in the DAG that you select as preferred backup sources. Preferred server
configurations take priority as backup sources in instances where database copies
are replicated between multiple servers. The preferred server list is required for
Passive copy only, unless the database only has an active copy. The list is ignored
for Active copy only and is optional for Passive copy and if not available the
active copy.

You can let NetBackup choose the best server from which to back up the replicated
database copies or you can designate a preferred server list. Designating a
preferred server list gives you more control over your backup jobs. For example,
you can configure a list of preferred servers that are local to avoid having to back
up replicated data over your WAN. You can arrange the servers in order of
preference. Or you may have one node of a DAG that contains passive copies for
all or most of your databases and that is also a fast media server. Add only this
server to your preferred list to make the backup more efficient.

For each replicated database you select for backup, NetBackup picks a server as
follows:

m The server is the one from which NetBackup most recently attempted to back
up the database.

m The backup attempt on the server was successful.
NetBackup tracks the success or failure of backup attempts to determine which
Exchange node to perform a passive copy database backup from.
See “Backup status for Exchange Database Availability Groups (DAGs) and the
preferred server list” on page 121.

m The server is included in the preferred server list.

If this algorithm does not choose a server, the database is not backed up. A message
appears in the progress log identifying each database that is skipped for this
reason.

To configure a preferred server list
1 Inthe Policy dialog box, click the Attributes tab.

2 Inthe Microsoft Exchange Attributes group, from the Database backup
source list, select Passive copy only.

See “Backup source for an Exchange 2010 DAG backup or an Exchange 2007
replication backup ” on page 119.

3  Click Preferred server list.
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4  Inthe Name box, type the fully qualified domain name (FQDN) of the DAG
node you want to add to the list.

Click Add.
Add any other DAG nodes.

Use the up and down buttons to indicate the order in which you want
NetBackup to select the servers.

8 Click OK.

See “Backup status for Exchange Database Availability Groups (DAGs) and the
preferred server list” on page 121.

Backup status for Exchange Database Availability Groups
(DAGs) and the preferred server list

In an Exchange 2010 Database Availability Groups (DAG) environment, NetBackup
tracks the success or failure of a backup attempt for each passive copy database
backup. This information is stored in the Backup Status database on the NetBackup
master server. This status is used in subsequent backup attempts for each database
in aDAG. It helps determine from which Exchange node to perform a passive copy
database backup.

NetBackup chooses a server from the preferred server list for a subsequent passive
copy database backup attempt as follows:

If the last backup was successful and the NetBackup uses that same server.
last backup server exists in the preferred
server list...

If the last backup was successful but the NetBackup chooses a server from the list
last backup server does not exist in the based on the order they appear.
preferred server list...

If the last backup attempt failed... NetBackup chooses a server from the list
based on the order they appear. The last
failed server is effectively pushed to the
bottom of the list.

If no backup status exists for a database... NetBackup chooses a server from the list
based on the order they appear.
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If no backup status exists for a database
and

if the preferred server list is not
configured or if no servers in the
preferred server list are relevant for an
Exchange database...

NetBackup ranks the health of the passive
copies of a database to determine the
server.

To have NetBackup use a particular server for the subsequent passive copy
database backup attempt, change the backup status for the database. Indicate
that the last successful backup came from the desired server with the following

command:

bpclient -client DAG Name -update -exdb

database name:server name:0:0:0

See “Displaying and resetting the Backup Status for a Database Availability Group

(DAG)” on page 229.

See “Configuring a preferred server list for an Exchange 2010 Database Availability

Group (DAG)” on page 120.

About configuring Instant Recovery backups of
Exchange Server

Table 5-17 Configuring Instant Recovery backups of Exchange Server
Step Action Description
Step 1 For Exchange 2007, disable circular logging for
all Exchange storage groups. For Exchange
2010, disable circular logging for all databases.
Step 2 Review the configuration and the licensing See “Snapshot Client configuration and
requirements for snapshot backups. licensing requirements for Exchange snapshot
backups” on page 27.
Step 3 Review the installation requirements for See “Requirements for Exchange Instant

Instant Recovery backups.

Recovery backups” on page 29.
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Table 5-17 Configuring Instant Recovery backups of Exchange Server
(continued)
Step Action Description
Step 4 Review the general configuration requirements | See “Configuration requirements and
for snapshot operations. recommendations for the Exchange Server
when performing snapshot operations”
on page 113.
See “Limitations for Exchange Instant Recovery
operations” on page 126.
See “About Storage Foundations for Windows
(SFW) and Exchange Instant Recovery”
on page 126.
See “About Exchange Instant Recovery with
the Microsoft VSS Provider” on page 127.
Step 5 Review the configuration requirements for See “About configuration requirements for the
Exchange Server for Instant Recovery Exchange Server when you use Instant
operations. Recovery” on page 127.
Step 6 Choose which transaction logs to back up. See “About backing up all or only uncommitted
Exchange transaction log files with snapshot
backups” on page 36.
Step 7 Configure a pause in consistency checks. See “About configuring a pause in consistency
checks for Exchange 2007” on page 36.
Step 8 Review the backup policy recommendations | See “Policy recommendations for Exchange
for Instant Recovery backups. Instant Recovery” on page 125.
Step 9 Configure an MS-Exchange-Server policy that | See “Configuring an Exchange snapshot policy
has the Instant Recovery attribute selected and | with Instant Recovery” on page 128.
the Snapshot Client options that you want.
Step 10 Configure one snapshot volume for each

backup image that you need to retain on disk.

About Exchange Instant Recovery methods

If the snapshot is preserved with the Instant Recovery option, NetBackup restores
the database using rollback of the snapshot volume(s) when appropriate. Usually,
arollback of the snapshot volume(s) that contain the Exchange files is the fastest

way. However, the whether or not a rollback is appropriate depends on several
things: the configuration of the Exchange database files, the contents of the
volumes, and configuration of the disk array. If a volume rollback cannot be
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performed, the files that are required for restoration are copied from the snapshot
volume to the destination volume. Instant recovery of Exchange differs from
Instant Recovery of a file system. For Exchange, NetBackup decides which recovery
method to use. For file system restores, the user chooses the Instant Recovery
method.

NetBackup uses the following methods during an Exchange database restore to
restore the physical files:

Volume rollback The entire volume is rolled back, or resynchronized, by using the
snapshot. This method overwrites the entire volume with the
snapped volume.

File copy back Individual files are copied back from the snapped volume to the

current volume.

To determine if a volume can be rolled back, checks are made to insure that the
same list of files exists in the following places:

m The snapshot volume is compared with the cataloged list of files to restore.
These lists must match exactly. An example of a difference is a file that was
included in the snapshot, but was not cataloged because it is not an Exchange
file. The snapshot is not rolled back because that action overwrites the
non-Exchange file. Exchange files also may exist on the snapshot but not in
the catalog if the backup did not include all the databases on the volume.

m The snapshot volume is compared with the current volume. All files on the
current volume must also exist in the snapshot. If there is a file that is not on
the snapshot, a rollback is not performed because that action does not restore
that file.

In both comparisons, NetBackup excludes certain files from consideration. For
example, unneeded Exchange transaction logs, files Exchange re-generates, or
any files that are artifacts of the NetBackup process. The bppfi log shows when
such a file difference is found and excluded from consideration.

The copy-back restore method is used in the following situations:

m If the system provider is used and the snapshot selected for restore is not the
most recent snapshot

m If there are other files on the volume that could be lost
m If all the files on the snapshot are not selected for restore

m If youselect Roll-Forward Recovery. The copy-back method must be used for
the volume that contains the log files. A roll-forward recovery needs the log
files that were created since the backup. A rollback cannot be performed since
it removes those log files. If the database file (. edb) is on a different volume,
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that volume is still evaluated with the other criteria to determine if it is eligible
for rollback.

If multiple volumes are included in the restore set, each volume is evaluated
separately to determine if it is eligible for rollback. (The restore set is based on
the location of the Exchange database, transaction logs, and system files that are
part of the restore.) For example, perhaps the volume that contains the database
files is eligible for rollback, but the volume that contains log files has extra,
non-Exchange files. At the time of the restore, only the volume that contains the
database files is rolled back. All the log files are copied back from the snapshot
to the current volume.

See “Configuring a snapshot policy for Exchange Server” on page 115.

See “About configuration requirements for the Exchange Server when you use
Instant Recovery” on page 127.

Policy recommendations for Exchange Instant Recovery

Create a policy with the following schedules when you use Instant Recovery:

m Create a snapshot policy with Instant Recovery enabled and with the option
Snapshots and copy snapshots to a storage unit selected. (In Table 5-18, see
Schedules 1 and 2.)

m (Optional) For fast, temporary backups, create a separate policy with a Full
Backup schedule. Enable Retain snapshots for Instant Recovery or SLP
management and the Instant Recovery option Snapshots only. (In Table 5-18,
see Schedule 3.)

Information is available on how transaction logs are truncated according to the
backup type you select.

See “NetBackup for Exchange backup types” on page 98.

Table 5-18 Instant recovery policy examples for Exchange Server
Policy type Auto backup Copy to | Description and other configuration
frequency storage
unit
MS-Exchange- Schedule 1:Weekly | Yes This schedule provides for disaster recovery .
Server Full
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Table 5-18 Instant recovery policy examples for Exchange Server (continued)
Policy type Auto backup Copy to | Description and other configuration
frequency storage
unit
Schedule 2: Daily | Yes This schedule provides for disaster recovery .
Incremental or

Note: Do not include cumulative and differential schedules in

Differential the same policy.

Note: If you choose differential backups, you must choose
Snapshots and copy snapshots to a storage unit.

Schedule 3: Every | No This schedule provides fast, temporary backups because the

4 hours snapshot is not copied to the storage unit. In the Snapshot Client
group, click Options and set Maximum Snapshots to a small
number.

See “About Exchange Instant Recovery methods” on page 123.
See “Limitations for Exchange Instant Recovery operations” on page 126.

See “About configuring Instant Recovery backups of Exchange Server” on page 122.

Limitations for Exchange Instant Recovery operations
The following limitations exist for Instant Recovery operations:
m Instant recovery is only supported for Exchange 2007 and later.

m NetBackup can only restore an Instant Recovery backup that was performed
with NetBackup 6.5.2 or later.

m Granular Recovery Technology (GRT) is only supported with Instant Recovery
if you also configure a backup to a storage unit.

See “About Exchange Instant Recovery methods” on page 123.
See “Configuring a snapshot policy for Exchange Server” on page 115.

See “About configuration requirements for the Exchange Server when you use
Instant Recovery” on page 127.

About Storage Foundations for Windows (SFW) and Exchange Instant
Recovery

When you use the SFW VSS provider to create your Exchange IR snapshots, use
Veritas Enterprise Administrator (VEA) rather than VShadow or Vssadmin to
view and manage your snapshots. SFW resnaps a volume after a rollback restore,
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but the Microsoft utilities are not aware of the new snapshot. They falsely report
that the snapshot does not exist.

About configuration requirements for the Exchange Server when you
use Instant Recovery

The following configuration is required for the Exchange Server when you use
Instant Recovery:

m The volume(s) that contains the Exchange databases should be dedicated to
Exchange only. Other types of databases (for example, SQL Server) should not
reside on the volume(s). Only Exchange objects are included in a snapshot
backup.

m To allow volume rollback to occur during a restore, a volume should contain
the database files for only one database.

m Transaction logs or Exchange system files should not reside on the same
volume as the Exchange database file (. edb).

m (Exchange 2007) Restore all databases in a storage group at the same time.
Also restore the all the databases before the transaction logs are committed
and the databases are mounted. Transaction logs are committed at a storage
group level, rather than at a database level.

About Exchange Instant Recovery with the Microsoft VSS Provider

A special requirement exists when you want to use Instant Recovery with the
Microsoft VSS Provider. Symantec recommends when you create a policy for an
Exchange 2010 standalone server that you include only the databases that are on
a common volume. For Exchange 2007, include only the storage groups whose
databases are on a common volume.

If an IR policy backs up databases on multiple volumes and you restore a subset
of those volumes, NetBackup deletes the other snapshots. Otherwise the backup
image contains an incomplete snapshot set. A rollback with the Microsoft VSS
Provider consumes the snapshot because it does not provide for re-snapping the
volume.

If you use Instant Recovery with the Microsoft VSS Provider and you select any
items that span multiple volumes, the following occurs:

m NetBackup creates a backup set with one snapshot for each volume.

m During restores, if any snapshots are rolled back, all of the snapshots in that
set are deleted. (With the SFW VSS provider or the hardware system provider,
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the rolled back snapshots are re-snapped so that the snapshot set remains
complete.)

This situation is a limitation of the Microsoft VSS Provider. It typically occurs
when you do a roll-forward restore of a database and log folders that are on
separate volumes (Exchange 2010). Or when you do a roll-forward restore of
a storage group whose database and log folders are on separate volumes
(Exchange 2007). The database volume normally is rolled back but the log
volume is copied back. This action preserves the logs that were created since
the backup. NetBackup then deletes the log snapshot and removes the IR copy
of the backup image from the catalog. If a storage unit copy of the backup
exists, it remains.

Configuring an Exchange snapshot policy with Instant Recovery

This topic describes how to configure a snapshot policy with Instant Recovery.
This topic only covers what is necessary to configure Instant Recovery snapshot
backups of Exchange Server. Information on how to configure other policy
information is described in other topics. (This information includes other policy
attributes and how to create schedules, add clients, and add backup selections.)

See “Adding schedules for Exchange Instant Recovery” on page 130.
See “Adding clients to a NetBackup for Exchange policy” on page 100.

See “Adding backup selections to an Exchange policy with Instant Recovery ”
on page 133.

If you have existing streaming backup policies and you upgraded to an Exchange
2010 standalone server, you must update your backup policies. Exchange 2010
backup policies require that Perform snapshot backups is enabled. You may have
to update the backup selections list with the correct directives.

Optionally you can perform an off-host Instant Recovery backup.
To configure a snapshot policy with Instant Recovery for Exchange Server
1 Create a new policy.
2 Click the Attributes tab.
3 Inthe Policy type drop-down list, click MS-Exchange-Server
4 Select the Policy storage.
See “Adding schedules for Exchange Instant Recovery” on page 130.
5 Click Perform snapshot backups.
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6 Click Retain snapshots for Instant Recovery or SLP management.

NetBackup retains the snapshot on disk, so that Instant Recovery can be
performed from the snapshot. A normal backup to storage is also performed
when the backup schedule specifies Snapshot and copy to storage unit.

See “Adding schedules for Exchange Instant Recovery” on page 130.

See “Schedules settings in Exchange Instant Recovery policies” on page 131.
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In the Snapshot Client group, click Options.

In the Snapshot Client Options dialog box, from the Snapshot method list

click VSS.

9 Adjust the configuration parameters.

See “Snapshot options for backups of Exchange Server” on page 118.
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10 Optional: If you selected that you want to divide backups into multiple jobs

11

12

and you selected Snapshot and copy to storage unit, click Allow multiple
data streams.

See “Performing Exchange backups with multiple data streams” on page 103.
(Optional) To perform off-host Instant Recovery backups do the following:
m Click Perform off-host backup.

m In the Use box, select Alternate Client.

m In the Machine box, type the name of the alternate client.

If you use the SFW VSS provider, review the additional installation
requirements and configuration that exist.

See “Requirements for Exchange off-host backups” on page 28.
Add other policy information as follows:

m Add clients to the policy.
See “Adding clients to a NetBackup for Exchange policy” on page 100.

m Add backup selections to the policy.
See “Notes and limitations for creating a backup selections list for
Exchange 2007 streaming database backups” on page 135.
See “Adding backup selections to an Exchange policy with Instant Recovery
” on page 133.

13 After youadd all the clients, schedules, and backup selections you need, click

OK.

See “Policy recommendations for Exchange Instant Recovery” on page 125.

Adding schedules for Exchange Instant Recovery

Follow these instructions to configure schedules for an Instant Recovery policy.

To add schedules for Instant Recovery

1

2
3
4

In the Policy dialog box, click the Schedules tab.
Click New.
In the Schedules dialog box, create at least one Full type of schedule.

From the Instant Recovery group, select one of the following options.
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Snapshots and copy This option is required for the following:

snapshots to a storage unit m Differential backups

m Disaster recovery scenarios where both the primary
and the snapshot volume have been damaged

m Instant Recovery backups with Enable granular
recovery enabled

Snapshots only For fast, temporary backups.

5 Click OK.
6 To close the dialog box, click OK.
See “About configuring snapshot backups of Exchange Server” on page 110.

See “Configuring a snapshot policy for Exchange Server” on page 115.

See “Configuring an Exchange snapshot policy with Instant Recovery” on page 128.

Schedules settings in Exchange Instant Recovery policies

Note the following settings in the Schedules tab when you add a schedule for a
policy with Instant Recovery.

Table 5-19 Settings for schedules in Instant Recovery policies
Setting Options Description
Type of Backup Full or user Snaps the volumes that contain the Exchange database, system, and log
files.
Differential or Snaps the volumes that contain the Exchange system and log files.
cumulative Differential backups require that the transaction logs are backed up to a
incremental storage unit and kept on the Instant Recovery snapshot volume. (Select

the Snapshots and copy snapshots to a storage unit option.)

This configuration is required because all of the differential backups after
the last full backup are required to fully restore a database. Since a
differential backup truncates the transaction logs, there is no way to
guarantee that all of the log files exist. Also, snapshot rotation might have
snapped back or deleted one or more snapshot images. They must be backed
up to a storage unit.
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Table 5-19 Settings for schedules in Instant Recovery policies (continued)
Setting Options Description
Retention One week - infinity | The retention level indicates the maximum time that the Instant Recovery

snapshot is retained. For full backups, select a retention level that ensures
a full backup is always available for restore. The snapshot can be deleted
before that time if the snapshot volume is required for another backup
attempt.

See “About Exchange Instant Recovery volume rotation” on page 132.

Instant Recovery

Snapshots and
copy snapshots to
a storage unit

Note: The Instant Recovery options are available if you select Retain
snapshots for Instant Recovery or SLP management (on the Attributes
tab of the policy).

NetBackup creates a disk snapshot and backs up the client’s data to the
storage unit that is specified for the policy. This option is required if you
want to perform Instant Recovery backups with Granular Recovery
Technology (GRT).

Transaction logs are deleted when the backup (full or differential) to the
storage unit has completed.

Snapshots only

The image is not backed up to tape or to other storage. NetBackup creates
a persistent snapshot only. Note that this persistent snapshot is not
considered a replacement for traditional backup.

Transaction logs are not deleted for this schedule option. To delete
transaction logs, you must perform a backup to a storage unit. Alternatively,
you can configure NetBackup to delete logs for any full Instant Recovery
backups that are snapshot only.

See “About truncating Exchange transaction logs with Instant Recovery
backups” on page 38.

See “Snapshot options for backups of Exchange Server” on page 118.

About Exchange Instant Recovery volume rotation

At the start of a backup, the Snapshot Client is queried to determine how many
Instant Recovery snapshots currently exist for each volume. This information is
required for the Exchange storage groups that are selected for backup. If the
number of snapshots is currently at the configured maximum level of snapshots,
asnapshot is resynced (or snapped backup or deleted). Then a snapshot is available
for the upcoming backup attempt.

The algorithm to determine which snapshot volume is resynced considers whether
the snapshot was taken as part of a full backup or an incremental backup. The
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algorithm tries to maintain as many full backups as possible, even if newer
incremental backups have to be resynced.

See “Snapshot options for backups of Exchange Server” on page 118.

See “About consistency checks options for an Exchange 2010 or later backup”
on page 39.

See “About snapshot backups with Exchange Server” on page 112.

Adding backup selections to an Exchange policy with Instant
Recovery

You can include each Exchange storage group in one backup policy. Or you can
choose to include a storage group in more than one policy. In the latter case,
ensure that enough snapshot volumes exist to satisfy the Maximum Snapshots
value for each policy that contains the storage group.

When you configure an Exchange snapshot backup policy, the only valid directives
are: Microsoft Exchange Database Availability Groups:\ Or Microsoft
Information Store:\ (a database or storage group can be appended) .

Note: To back up individual databases, you must select all the databases in the
storage group.

See “Policy recommendations for Exchange Instant Recovery” on page 125.

See “Configuration requirements and recommendations for the Exchange Server
when performing snapshot operations” on page 113.

See “About Exchange Instant Recovery methods” on page 123.

Configuring streaming backups of Exchange Server
(Exchange 2007)

Streaming backups can only be performed with Exchange 2007. NetBackup uses
snapshot technology for all Exchange 2010 backups.

To configure a streaming NetBackup for Exchange policy (Exchange 2007)
1 Review the notes and limitations for this type of backup.

See “Notes and limitations for creating a backup selections list for Exchange
2007 streaming database backups” on page 135.

Log on to the master server as administrator (Windows) or root (UNIX).

Start the NetBackup Administration Console.
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4  If your site has more than one master server, choose the one on which you
want to add the policy.

5 Inthe NetBackup Administration Console, select NetBackup Management
> Policies. Then select Actions > New > New Policy.

6 Inthe Add a New Policy dialog box, in the Policy name box, type a unique
name for the new policy.

Click OK.

In the Add New Policy dialog box, in the Policy type list, select
MS-Exchange-Server.

The database agent policy type does not appear in the drop-down list unless
your master server has a license key for the database agent.

9 (Optional) To enable restores of individual items from database backups, click
Enable granular recovery.

See “Configuring an Exchange backup that uses Granular Recovery
Technology (GRT) (non-VMware backups)” on page 56.
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10 Complete the entries on the Attributes tab.
See “About policy attributes for NetBackup for Exchange” on page 95.
11 Add other policy information as follows:

m Add schedules.
See “Adding schedules to a NetBackup for Exchange policy” on page 97.

m  Add clients.
See “Adding clients to a NetBackup for Exchange policy” on page 100.

m Add database objects to the backup selections list.
See “Adding backup selections to an Exchange policy” on page 101.
See “Notes and limitations for creating a backup selections list for
Exchange 2007 streaming database backups” on page 135.

12 For any backups that use Granular Recovery Technology (GRT), configure
the list of Exchange hosts.

See “Configuring the Exchange hosts for abackup that uses Granular Recovery
Technology (GRT) ” on page 79.

13 When you have added all the schedules, clients, and backup selections you
need, click OK.

Notes and limitations for creating a backup selections list for Exchange
2007 streaming database backups

Streaming backups include the Microsoft Information Store:\ directive.

Review the following information before you create a backup selections list for
the Exchange 2007 streaming database backups:

m NetBackup for Exchange does not support incremental backups of individual
databases within a storage group.

m When individual databases in a storage group are backed up, the transaction
logs for the entire storage group are also included in the backup.
Transaction logs are not truncated (deleted) until a full backup is run on every
database in the storage group. To ensure that transaction logs are truncated
(deleted) regularly, include all databases for a storage group in a full backup
policy. Or specify the storage group (not individual databases) in the backup
policy.
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Performing a manual backup for an
MS-Exchange-Server policy

After you configure the servers and clients in your environment, you can test the
configuration settings with a manual backup. Perform a manual backup (or
backups) with the automatic backup schedules you created. A description of status
codes and other troubleshooting information is available.

See the NetBackup Status Codes Reference Guide.

See the NetBackup Troubleshooting Guide.

Note: A manual backup creates a real backup. Exchange logs are truncated, if
appropriate.

To perform a manual backup

1

g A W N

Log onto the master server as administrator (Windows) or root (UNIX).
Start the NetBackup Administration Console.

In the left pane, click Policies.

Click the policy you want to test.

Select Actions > Manual Backup.

The Schedules pane contains the name of an automatic schedule (or schedules)
configured for the policy that you want to test. The Clients pane contains the
name of the client(s) listed in the policy that you want to test.

Follow the directions in the Manual Backup dialog box.

To check the status of the backup, click Activity Monitor in the NetBackup
Administration Console.
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This chapter includes the following topics:

About user-directed backups of Exchange Server data

About selecting a source client for an Exchange Server backup operation
Options for user-directed Exchange backups

Performing user-directed snapshot backups of Exchange Server

Performing user-directed streaming backups of Exchange Server (Exchange
2007)

Performing user-directed full streaming backups (Exchange 2007)

About user-directed backups of Exchange Server data

With NetBackup for Exchange you can perform user-directed snapshot and
streaming database backups. With Exchange 2007 streaming backups you can
also perform user-directed full streaming backups.

See “Performing user-directed snapshot backups of Exchange Server” on page 139.

See “Performing user-directed streaming backups of Exchange Server (Exchange
2007)” on page 141.
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See “Performing user-directed full streaming backups (Exchange 2007)”
on page 142.

Additionally you can use NetBackup for Exchange to perform user-directed mailbox
and public folder backups.

See “About Exchange mailbox and public folder operations with MAPI” on page 234.

About selecting a source client for an Exchange Server
backup operation

When you back up from a standalone server or non-virtual environment, you do
not need to select or add a particular source client. However, to perform an
Exchange backup in a cluster or DAG environment, you select the virtual client
name as the source client. NetBackup requires this configuration for backups of
clusters to be successful.

Note: Note that you cannot use the Java client interface to select a virtual client
or virtual DAG name for a backup operation. Instead, log on with the virtual client
name or virtual DAG name.

To select a source client for an Exchange Server backup operation

1 Inthe NetBackup Backup, Archive, and Restore interface, select File > Specify
NetBackup Machines and Policy Type.

2 Select the source client as described in Table 6-1.

Table 6-1 Source client for an Exchange Server backup operation

To perform a backup of For Source client for restores (or virtual
client for backups), select

An Exchange DAG the DAG name. If necessary, add the virtual
name to the list and then select it.

An Exchange 2007 cluster the virtual Exchange Server name. If
necessary, add the virtual name to the list
and then select it.
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Options for user-directed Exchange backups

Table 6-2 Backup options
Option Description
NetBackup server To change the NetBackup server that you want to perform the

backup operation, select another server from the drop-down list.

Items marked to be
backed up

Contains a list of objects to be backed up.

Keyword phrase to
associate with the
backup or archive

Specifies a keyword phrase, up to 128 characters in length, that
NetBackup associates with the image created by this backup
operation. You then can restore the image by specifying the
keyword phrase in the Search Backups dialog box.

All printable characters are permitted including space (“ ”) and

“

period (“.”). The default keyword phrase is the null (empty) string

Start Backup

Initiates the backup operation.

Performing user-directed snapshot backups of

Exchange Server

To perform a user-directed snapshot backup, a policy must exist on the server
that is configured for snapshot backups. This policy must also have a User
schedule. Exchange 2010 users can back up a DAG, the Information Store, or a
database. Exchange 2007 users can back up the Information Store or a storage
group. Transaction logs are also backed up. However, transaction logs are not
truncated for user-directed backups.

When Enable granular recovery is enabled in the backup policy, you can later
restore individual mailbox and public folder items from the backup.

To perform a user-directed snapshot backup of Exchange Server objects

1 Mount any databases that you want to back up.

2 Open the Backup, Archive, and Restore interface.

For a Database Availability Group (DAG), you must initiate the user backup
operation from the node where the DAG virtual name is active (online).

Click Actions > Specify Policy and Schedule.

4  Inthe BackupPolicy and Schedule box, type the name of the Snapshot Client

policy.
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Click File > Select Files and Folders to Back Up.

Select File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

The server you want to perform the backup.

If you are in a cluster environment, specify the name of the virtual
Exchange Server or the DAG virtual name.

See “About selecting a source client for an Exchange Server backup
operation” on page 138.

8 Inthe All Folders pane, select the objects you want to back up.
See Table 6-3 on page 141.

Note the following:

For an Exchange 2010 Database Availability Group (DAG), you cannot
select a specific server in the Backup, Archive, and Restore interface from
which to perform the backup. If you want to use a specific server, specify
it in the Preferred server list.

See “Backup source for an Exchange 2010 DAG backup or an Exchange
2007 replication backup ” on page 119.

All databases in the DAG, regardless of what server they reside on, are
displayed.

For Exchange 2007 backups of individual storage group databases, you
must select all the databases in the storage group. If you do not select all
the databases, the backup job fails.

The following figure shows a backup of an Exchange 2010 DAG.

All Folders Contents of 'Microsoft Exchange Database Availability Groups: s s & s 55wl
-0 5 e Name | Time Backed Up [ A...[ 5.] Tme Mc
=-[][&] Microsoft Exchange Database Availab Dﬁjj Database [1] 12/3/2009 3:00:59PM d— 0 12/3/20

B D@ o 5 - sl [ Just_database 12/9/2009 3:00:59PM d— 0 12/9/20

1 RN Jicrosoft Information Store [ Mailbox Datebase 1312624491 1292009 2:00:55PM d— 0 12/9/2C
[ Mailbox Database 1610318760 12/9/2009 3:00:37PM  d— 0 12/9/2C

[ Mailbox Database 1857167405 12/9/2009 3:00:36PM  d— 0 12/9/20

| | | K1 | i

The following figure shows a backup of an Exchange 2010 standalone server.

All Folders Contents of Microsoft Information Store
DJ Netwark ;I Name [ a...] 5.] Time Modified |
1@ Registry [ Mailbox Database 1791621673 d— 0 12/10/2009 8:27:43 AM

01 system state 1 oras-5_MB1 de- 0 12/10/2009 8:27:49 AM
| E =, Shadaow Copy Companents @i Noras-5_MB2 d— 0 12/10/2009 8:27:43 AM
o
=
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The following figure shows a backup of an Exchange 2007 storage group.

9 Click Actions > Backup.

All Folders Contents of Microsoft Information Store:\Second Storage Group
=5 D@ Microsaft Information Store ;I Tame | Al S.| Tirme: Modified |

O @56z 0B1 - 0 2/17/2009 10:06:43 4M

a 4 O @56z 0Bz -~ 0 2/17/2009 10:06:43 AW

-G8 Storage O @562 063 - 0 2/17/2009 10:06:43 AM

Ol Third
[+ Dg Microsaft Exchange Malboxes
(#1145 Micrasoft Exchanage Public Folders ﬂ

10 In the Backup Files dialog box, click Start Backup.

11 To view the progress of the backup, click Yes.

If you do not want to view the progress of the backup, click No.

Table 6-3 Selecting Exchange database objects for user-directed backups
Exchange version Node Objects to back up
Exchange 2010 DAG Microsoft Exchange Database Availability Groups | DAG
All databases in the DAG
Exchange 2010 Microsoft Information Store Microsoft Information Store

standalone server

All databases

Exchange 2007

Microsoft Information Store

Microsoft Information Store
Storage groups

All databases

Performing user-directed streaming backups of
Exchange Server (Exchange 2007)

To perform a user-directed backup, the backup policy must have a User schedule.
Users can back up the Information Store, storage groups, and individual databases.

When Enable granular recovery is enabled in the backup policy, you can later
restore individual mailbox items from the backup.

To perform a user-directed backup

1 Log onto the server as Administrator.

2 Ensure all databases that you want to back up are mounted and online.

3 Open the Backup, Archive, and Restore interface.
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4  Click File > Select Files and Folders to Back Up.
Select File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

m The server you want to perform the backup.

m If you are in a cluster environment, specify the name of the virtual
Exchange Server name.
See “About selecting a source client for an Exchange Server backup
operation” on page 138.

7 Inthe All Folders pane, click the objects you want to back up, as follows:

m Storage groups. Expand the Microsoft Information Store node and select
the storage group to back up.

m Individual databases. To back up an individual database within a specific
storage group, expand the Microsoft Information Store. Then expand the
storage group and select the database to back up.

All Folders Contents of Microsoft Information Store:1Second Storage Group
= D@ Microsaft Infarmation Stare d Mame | Al S.l Time Modified |
O O @56z 0Bl -~ 0 2/17/2009 10:05:43 AW
Ol g O @ sez_pBz - 0 2/17/2002 10:06:43 AM
O storage O @562 DBZ - 0 2/17/2009 10:06:43 AM
SOl thid
Dg Microsoft Exchange Mailboxes
1453 Microseft Exchange Public Folders LI
Click Actions > Backup.

Select the backup options you want.

See “Options for user-directed Exchange backups” on page 139.
10 Click Start Backup.
11 To view the progress of the backup, click Yes.

Performing user-directed full streaming backups
(Exchange 2007)

In NetBackup, a user-directed backup of Exchange acts as a copy backup. Copy
backups are the same as full backups, except copy backups do not truncate the
Exchange log files. You can change the behavior of a user backup so that it
normally acts as a full backup instead of a copy backup. As with regular full
backups, the logs are truncated.
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Note: This configuration is only available for streaming backups.

To perform a user-directed copy backup
1 Logonto the server as Administrator.

2 From the Backup, Archive, and Restore interface, perform a user-directed
streaming backup.

See “Performing user-directed streaming backups of Exchange Server
(Exchange 2007)” on page 141.

To configure user-directed backups to act as full backups
1 On the Exchange client, open Regedit.
2 Open the following key:

HKEY LOCAL MACHINE\SOFTWARE\VERITAS\NetBackup\CurrentVersion\Agents\Exchange

Create a new DWORD value named Convert_USER_to_FULL.
Right-click on the new value and click Modify.

In the Value data box, type 1.

Click OK.

N o0 o0 ~W

Repeat these steps for any other Exchange clients.
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Performing restores of
Exchange Server,
mailboxes, and public

folders

This chapter includes the following topics:

About Exchange server-directed and redirected restores

About selecting a destination client for an Exchange Server restore operation
About restoring Exchange database data

About existing Exchange Server transaction logs

About restoring Exchange snapshot backups

About restoring streaming backups of Exchange Server (Exchange 2007 and
earlier)

About restoring individual Exchange mailbox and public folder items

About restoring Backup Exec Exchange images with NetBackup
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About Exchange server-directed and redirected

restores

With the Backup, Archive, and Restore interface, the administrator can browse
for Exchange Server backups and select the ones to restore. The following types
restores are available:

m Server-directed
m Redirected restores to a different client
m Redirected restores to a different target or database location

With a server-directed restore, an administrator can browse Exchange Server
databases and select the ones you want to restore. NetBackup lets you select the
NetBackup server from which files are restored, view the backup history, and
select items to restore. You can select a specific client or other clients that were
backed up by the selected NetBackup server.

When you redirect to a different client, you can restore to an Exchange client
other than the one that was originally backed up. You can redirect the Exchange
databases, directories, or mailbox objects. The administrator can direct restores
to any NetBackup for Exchange client (regardless of which client performed the
backup). To redirect a restore, the administrator can use the NetBackup
Administration Console on the master server or the Remote Administration
Console.

See the NetBackup Administrator’s Guide for the configuration that is needed for
this type of redirected restore.

A redirected restore to a different target or database location allows a user to
restore mailbox or public folder objects to a target or a database location different
from the location from which the objects were backed up. Depending on the
Exchange version and type of backup, database objects can be redirected to the
following:

m The Exchange recovery database (RDB)
m The Exchange recovery storage group (RSG)
m Another database

m Another storage group
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About selecting a destination client for an Exchange
Server restore operation

If you want to perform a restore to the original client that performed the backup,
you do not need to change the destination client. However, it may not be possible
to restore an Exchange database from a NetBackup client-only installation on a
cluster. You may not be able to change the destination client value to match the
virtual server name. In that case, use the Backup, Archive, and Restore interface
on a NetBackup server. From the server you can change the destination client
value to the virtual server name.

When you perform a restore of an Exchange backup, you can choose a different
destination client to which you want to restore a backup. (This type of operation
is called redirecting a restore to a different client.) Most of the Exchange objects
that are backed up can be redirected to a different client. The Microsoft Exchange
Information Store databases can be restored to a different Exchange server.

The following requirements must be met before you redirect the restore of
databases, storage groups, or storage group databases:

m You must have NetBackup server privileges or be logged into a server with the
NetBackup Administration Console or the NetBackup Remote Administration
Console.

m The databases or the storage groups must exist on the target server.

m (Exchange 2007 and earlier) The storage group databases must have the same
names as those in the original storage group.

m (Exchange 2007 and earlier streaming backups) The target server must have
the same Organization and Administrative Group name as the source server.

The following additional limitations apply for Exchange 2003 when you redirect
a snapshot restore to a different client:

m The storage group log prefix on the target server must be the same as the
prefix of the original storage group. (For example, E00.log.) You may need to
create temporary storage groups so that the target storage group has the same
log prefix as the original.

m Thetarget storage group and databases must have the same path as the original
storage group and databases for the following: Exchange database, transaction
logs, and system files.
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To select a destination client for an Exchange Server restore operation

1

In the NetBackup Backup, Archive, and Restore interface, select File > Specify
NetBackup Machines and Policy Type.

Select the destination client as described for the specific restore you want to
perform:

See “Redirecting an Exchange 2010 Database Availability Group (DAG)
snapshot backup to another database or to the recovery database (RDB)”
on page 158.

See “Redirecting an Exchange 2010 or later standalone server snapshot backup
to another database or to the recovery database (RDB)” on page 162.

See “Redirecting an Exchange 2007 snapshot backup to a storage group”
on page 167.

See “About redirecting restores of Exchange 2003 snapshot backup images”
on page 173.

See “Redirecting an Exchange 2007 or Exchange 2003 streaming backup to
arecovery storage group” on page 177.

About restoring Exchange database data

Review the following information before you perform restores of Exchange Server:

Restore all databases in a storage group at the same time and before the
transaction logs are committed and the databases are mounted.

When an administrator restores individual databases or transaction logs, the
administrator should have a thorough working knowledge of Exchange Server
databases, transaction logs, and utilities. If the correct files are not restored,
the database(s) may fail to mount.

Do not restore Microsoft Exchange Mailboxes:\ Of Microsoft Exchange
Public Folders:\ objects and Microsoft Information Store:\ objects at
the same time. Do not restore mailbox or public folder items from a
GRT-enabled backup and a streaming backup at the same time. You must
dismount databases before you restore them. But because they are dismounted,
the attempt to restore mailbox objects fails. Or the restore of the Exchange
mailbox items can finish before the restore of the Exchange databases starts.
In this case the restore of the Exchange databases overwrites the restored
mailbox objects.

To restore full and incremental backups, you can restore backups in one of
the following ways:
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m Restore all the backups in a single operation
The backup images must be of the same type. For example, you must restore
snapshot and streaming images in separate restore jobs. You can, however,
restore a full VMware backup and a differential snapshot in a single restore
job.
When you restore all the backups in a single operation, NetBackup performs
a commit after the last incremental is restored.

m Restore the full backups and incremental backups individually
When you restore the backups individually, deselect Commit after last
backup set is restored for the full backup and all but the last incremental
backup set. Select the following options when you restore the last
incremental backup set: Commit after last backup set is restored and
Mount database after restore.

m (Exchange 2007 and earlier streaming restores) Make sure the temporary
location for log files is empty before you start a restore job. If a restore job
fails, check the temporary location (including subdirectories) to make sure log
files from a previous restore job are deleted.

NetBackup copies logs to the Exchange working directory. It creates a
subdirectory for each storage group being restored. After the database is
restored, Exchange applies the log files from the temporary location to the
database, and then it applies the current log files. After the recovery is
complete, Exchange deletes the log files from the temporary location (including
any subdirectories).

m A restore of Exchange Server files always overwrites existing files. (For
example, if Pub.edb already exists on the target machine, it is replaced with
the copy from the backup.)

m Review the information for existing transaction logs.
See “About existing Exchange Server transaction logs” on page 149.

About existing Exchange Server transaction logs

Depending upon the data recovery scenario you have, you must take existing
transaction logs into consideration.

For example, do one of the following tasks:

m Roll-forward recovery (or replay all log files)
After you restore the files and the service starts up, Exchange commits the
transactions in the logs you restored. If contiguous logs exist on the server
beyond the log with the highest number you restored, those transactions also
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are committed. If there is any gap in the numeric sequence of log names, no
further transactions are committed beyond the gap.

This scenario is useful when the transaction logs are intact but you require
the database to be restored. When you keep existing transaction logs, Exchange
Server can recover to the point of the failure. Otherwise, you must recover to
the time of the last full backup or the last incremental backup.

Point-in-time recovery (or replay only restored log files)

Use this option if you only want to restore up to the point of the last backup.
Any transaction logs that are created after the last backup are not involved in
the recovery of the database(s). For snapshot restores, NetBackup renames
current log files to .delete.

About restoring Exchange snapshot backups

From a snapshot backup you can restore the Microsoft Information Store, Exchange
2010 databases, and Exchange 2007 and earlier storage groups and storage group
databases. If you enabled Granular Recovery Technology (GRT) for the backup,
you can also restore mailbox and public folder items from the backup.

See “About restoring individual Exchange mailbox and public folder items”
on page 180.

Note the following when you restore snapshot backups:

(Exchange 2007 and earlier) All databases in a storage group must be
dismounted before you begin a restore operation. You can instruct NetBackup
to dismount the databases before the restore begins.

See “Options for Exchange snapshot restores” on page 151.

All of the images you select for the restore must be from snapshot backups.

Only Exchange 2007 allows snapshot restores to the recovery storage group
(RSG).

Exchange 2010 allows a restore to the recovery database (RDB).

Reviewer: Issue reported by Aaron, added 10/8/12

To successfully redirect to the RSG, in Exchange you must configure the same
path for the Transaction log file folder and the System folder and checkpoint
file folder. For an existing RSG, remove the RSG and recreate it.

(Exchange 2007 and later) For Instant Recovery restores:
Select Normal Backup even if you want to perform volume rollback. NetBackup
automatically rolls back volumes whenever it is appropriate

One of the following occurs:
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m NetBackup snaps back (resyncs) the selected database volumes from the
snapshot to the original volume.

m NetBackup copies back the files of the selected databases from the snapped
volume to the original volume

Options for Exchange snapshot restores

The following restore options are available when you perform snapshot restores.

Table 7-1 Snapshot restore options
Option Description
Roll-Forward Retains the existing transaction logs. Exchange replays transaction logs that are part of
Recovery (Replay all | the restore operation, followed by any transaction logs that currently exist.
log files)

See “About existing Exchange Server transaction logs” on page 149.

Point-in-Time
Recovery (Replay only
restored log files)

Restores the database(s) or storage group(s) and replaces only the transaction logs that
existed at the time of backup.

A restore may require a full backup and one or more incremental backups. You can select
all of the images and perform the restore in one job. Or you can restore each backup image
separately. In the latter case, only enable Point-in-Time Recovery for the first job.
Otherwise, each point-in-time recovery deletes the transaction logs from the preceding
restore jobs.

NetBackup renames all transaction log files that exist at the start of the recovery operation
tOEXXYYYYYYYY.log.delete or EOyXXXXX.log.delete. Current transaction logs are
only renamed for the Exchange database or storage group that is restored. Then NetBackup
copies logs from the backup image. You can manually delete any logs named E* .
log.delete when the restore or recovery is successful. Otherwise, NetBackup deletes
them on the next point-in-time recovery.

Temporary location
for log files

Not applicable for snapshot restores.

Dismount database
prior to restore

Dismounts the database(s) before the restore begins. For Exchange 2007 and earlier, this
option dismounts all of the databases in the storage that you want to restore, even if a
database is not selected for restore. By default this option is not selected.

This option also sets the Database can be overwritten by a restore flag in Exchange 2007
and later.

Note: Use this option with caution. Ensure that you selected the correct database to restore
before you choose to dismount it with this option.

Draft extracted 2013-2-27 2:09

151



152

Performing restores of Exchange Server, mailboxes, and public folders
About restoring Exchange snapshot backups

Table 7-1 Snapshot restore options (continued)
Option Description
Commit after last This option should only be set on the last job of a multi-job restore. This option enables the
backup setisrestored | restore operation to play through log files and roll back any uncompleted transactions. If
this option is not selected, the database needs to be mounted manually after the restore.
If Commit after last backup set is restored is selected when an intermediate backup is
applied, you cannot restore further backups. You must restart the restore operation from
the beginning.
Mount database after | Mount database after restore is automatically selected if Commit after last backup set is
restore restored is selected. Otherwise, this option is disabled.
Redirect to Recovery | Check this option to restore to the recovery storage group (RSG, only applies to Exchange
Storage Group (RSG) | 2007 restores). You cannot restore Exchange 2003 VSS backups to the recovery storage
(Only for Exchange group.
2007) See “Redirecting an Exchange 2007 snapshot backup to the recovery storage group”
on page 170.
Start Restore Initiates the restore operation.

Performing a snapshot restore of a Database Availability Group (DAG)

To perform a snapshot restore of a Database Availability Group (DAG)

1 Manually suspend replication. This step applies for any snapshot provider
you use.

http://technet.microsoft.com/en-us/library/dd298159.aspx
2 Dismount all Exchange databases that you want to restore.

Or, when you perform the restore, click the Dismount database prior to
restore option.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.

Select File > Specify NetBackup Machines and Policy Type.

[« ) B © 2 N ~ N ¥§

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

m The server that performed the restore.

m For the source client, select the DAG virtual name.
See “About selecting a source client for an Exchange Server backup
operation” on page 138.
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m For the policy type, select MS-Exchange-Server.

From the NetBackup History pane, click the backup image that contains the
objects you want to restore as follows:

m The last full backup or user-directed backup

m The last full backup and all subsequent differential backups

m The last full backup and the last cumulative backup

In the All Folders pane, select the objects you want to restore, as follows:

m The Database Availability Group.
Selecting this object restores all the databases.

m Databases.

Expand the DAG. Then select the database(s) and log files you want to
restore.

All Folders Contents of 'Microsoft Exchange Database Availability Groups: s e
E|D bty o Name | Time Backed Up | Al Size I Time
= Microsoft Exchange Database Availab [ (3 Database 12/5/2009 3:00:59FPM  — 67179262 12t
B0 e ex639.2d O @ous 12/9/2009 3:00:59PM  — 5053362 12¢
i = (1@ Microsoft Information Store |7 5 (s 1760302331 12/3/2008 3:00:58PM  — 5253348 13/
% o) e
i Just_database

7 []gil Mailbox Database 131263

B[] Mailbox Database 161031

-] gl Mailbox Database 139715
‘ i | 0|

Click Actions > Restore.
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10 Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [ x|

General  Miciosoft Exchange |

Replay log file option:

* Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[V Commit after last backup set iz restored
¥ Mourt database after restore

[~ Redirect to Recovery Storage Group [RSG] [Only for Exchange 2007)

Start Restore I Cancel Help |

11 Click Start Restore.

The restore is directed to the active Exchange database, regardless of which
database was backed up. NetBackup automatically detects the Exchange
server that currently contains the active Exchange database.

12 When the restore completes, resume replication.
13 If necessary, update the mailbox database copy.

http://technet.microsoft.com/en-us/library/dd351100.aspx
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Performing a snapshot restore of an Exchange 2010 standalone server

To perform a snapshot restore of an Exchange 2010 standalone server

1

g A W N

Dismount all Exchange databases that you want to restore.

Or, when you perform the restore, click the Dismount database prior to
restore option.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.
Select File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

m The server that performed the restore.
m For the policy type, select MS-Exchange-Server.

From the NetBackup History pane, click the backup image that contains the
objects you want to restore as follows:

m The last full backup or user-directed backup

m The last full backup and all subsequent differential backups

m The last full backup and the last cumulative backup

In the All Folders pane, select the objects you want to restore, as follows:

m The Microsoft Information Store.
Click the checkbox next to the computer name or the Microsoft
Information Store.

m Databases.
Expand the Microsoft Information Store node. Then select the database(s)
and log files you want to restore.

The following figure shows a restore of Exchange 2010.

All Folders Contents of Microsoft Information Store
E|D i Name | Time Backed Up | .ﬂl Size I Time
=[] Microsoft Information Store [ 3 Database 12/9/2009 3:00:59 PM  — 67179262 12t
' Eg -'5“1] O @oiLs 12/3/2009 3:00:59PM  — 5053362 12f¢
‘ [+]-] s L) ase
! Logs 1260392381 12/9/2009 300:59PM -— 5258948 12§
-l Maibox Database 131252 0 Boss 21 A
-l Maibox Database 161031
5[l Maibox Database 189716
| | | K1 | il
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Click Actions > Restore.
Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [x]

General  Miciosoft Exchange |

Replay log file optian

+ Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[ Commit after last backup set is restored
¥ Mourt database aftern restore

[ Redirect to Recoveny Storage Group [RSG] [Qnly for Exchange 2007)

Start Restare I Cancel Help |

10 Click Start Restore.

Recovering an Exchange 2007 Local Continuous Replication (LCR)

environment

This topic describes how to recover a storage group with LCR enabled. Most of
the following PowerShell commands are now available in the Exchange
Management Console with Exchange 2007 SP1. You must manually suspend
replication in a LCR environment. This applies to VSS and non VSS.

Refer to Managing Local Continuous Replication for more information:
http://technet.microsoft.com/en-us/library/aa998823.aspx

Follow these steps:
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m Issue the PowerShell command Suspend-StorageGroupCopy for a storage
group before you restore that storage group.

m Perform a database restore.
See “Performing a snapshot restore of an Exchange 2007 or earlier server”
on page 166.

® You may need to re-seed the copy before you resume the copy.

Do the following:

m Remove the database files, all log files, and all checkpoint files from the
copy location. (If you use it, the Exchange Management Console prompts
you to perform this step.)

m Issue the PowerShell command Update-StorageGroupCopy.

See How to Seed a Local Continuous Replication Copy for more information:
http://technet.microsoft.com/en-us/library/aa995973.aspx

m Issuethe PowerShell command Resume-StorageGroupCopy to properly resume
the copy.

Recovering an Exchange 2007 Clustered Continuous Replication (CCR)

environment

This topic describes how to recover a storage group with CCR enabled. Most of
the following PowerShell commands are now available in the Exchange
Management Console with Exchange 2007 SP1. You must manually suspend
replication in a LCR environment. This applies to VSS and non VSS.

Note: A restore can only be directed to the active node.

See Managing Cluster Continuous Replication for more information:
http://technet.microsoft.com/en-us/library/aa997676.aspx
Follow these steps:

m Reviewer: Need to update this for new Exchange credentials property. Do you
want to say, " The account used for the Exchange credentials in the Client host
properties must be a privileged domain account. Otherwise, ...If you upgraded
from an earlier version of NetBackup the logon account for the NetBackup Client
service must be a privileged domain account."

For Exchange 2007 pre-SP1, The NetBackup Client Service must be run as a
privileged domain account on each node. Otherwise, NetBackup is not properly
authorized to perform dismounts or restores.
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Issue the PowerShell command Suspend-StorageGroupCopy for a storage
group before you restore that storage group.

Perform a database restore.
See “Performing a snapshot restore of an Exchange 2007 or earlier server”
on page 166.

You may need to re-seed the cluster copy before you resume the copy.
Do the following:
m Remove the database files, all log files, and all checkpoint files from the

passive node. (If you use it, the Exchange Management Console, prompts
you to perform this step.)

m From the passive node, issue the PowerShell command
Update-StorageGroupCopy.
See Howto Seed a Cluster Continuous Replication Copy for more information:
http://technet.microsoft.com/en-us/library/bb124706.aspx

Issue the PowerShell command Resume-StorageGroupCopy to properly resume
the cluster copy.

Redirecting an Exchange 2010 Database Availability Group (DAG)
snapshot backup to another database or to the recovery database

(RDB)

To redirect an Exchange 2010 snapshot backup to another database or to the
recovery database

1

Reviewer: Updated to indicate NetBackup suspends replication for redirects
to RDB. 2/26/13
The following applies to suspending replication:

m If redirecting to another database, manually suspend replication. This
step applies for any snapshot provider you use.

m If redirecting to the RDB, NetBackup suspends replication on the target
server.

http://technet.microsoft.com/en-us/library/dd298159.aspx
The database or the recovery database must already exist.

To restore to the RDB, create the RDB on an Exchange server, if necessary.
Leave the RDB dismounted.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.
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Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

Server to use for backups Select the server that performed the restore.
and restores

Source client for restores Select the virtual DAG name.

Destination clients for To restore to another database in the same DAG, leave

restores the destination client the same as the source client.
NetBackup detects the active server to which to redirect
the restore.

Toredirect the restore to a different DAG, indicate the
DAG name where that database exists. NetBackup
automatically detects the CAS server that is assigned
to the database. To restore to the RDB, indicate the
DAG name. If the RDB exists on a standalone server,
indicate that server name as the destination client.

If applicable, review the notes and limitations for
redirecting to a different client.

See “About selecting a destination client for an
Exchange Server restore operation” on page 147.

Policy type for restores Select MS-Exchange-Server.

From the NetBackup History pane, select one of the following:

m The last full backup, or

m The last full backup and all subsequent differential backups, or
m The last full backup and the last cumulative backup

In the All Folders pane, expand Microsoft Exchange Database Availability
Groups > Forest or domain name.

Select the database you want to restore.

Click Actions > Restore.

Change the destination path to another database or to the RDB:
m Click the General tab.

m Select Restore everything to a different location.

m In the Destination box, provide the name of the alternate database you
want to restore to. Or provide the name of the RDB you previously created.
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Exchange 2010 does not automatically redirect a database to its RDB, if
it exists.

Restore Marked Files | x|

General | Microsoft Exchange |
— Restore Destination Choices
= Restore evenything to its original location

% Restore evenything to a different location (maintaining existing structure)
Destination:
 Groups:\dagname’\Microsoft Information Store"Destination Database]. Erowse,.

= Restore individual folders and files to different locations (double-click to modify)

Source
Microsoft Exchange Database Availability Groups:\dagname'Microsoft Information Store

1 — i
! Create and restare to & mew vittual hard disk file
Destination far wirtual hard disk file:

I Eraperties

r— Festore Optiorn
[~ Restore without access-contral atiibutes [Windaws clients only)
™| Skin verifization and force rollback

I | Force rallback even ifit destrops |ater snapshats

[F the destination file aleady exists

Dxenwrite existing files
€ Restore the file using a termporan filename
! Dot restore the file

[~ Ovemide default job pricrity
Jab pricrity 50000
[Higher number is areater priority]

Start Restore I Cancel Help
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12 Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [ x|

General  Miciosoft Exchange |

Replay log file option:

* Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[V Commit after last backup set iz restored
¥ Mourt database after restore

[~ Redirect to Recovery Storage Group [RSG] [Only for Exchange 2007)

Start Restore I Cancel | Help |

13 Check Commit after last backup set is restored.

If you choose to restore backup images separately, you must check Commit
after last backup set is restored only when you restore the last incremental
backup set.

If you do not select Commit after last backup setis restored, manually mount
the database after the restore is complete.

See “Manually mounting an Exchange database after a restore” on page 173.
14 Click Start Restore.

The restore is directed to the active Exchange database, regardless of which
database was backed up. NetBackup automatically detects the Exchange
server that currently contains the active Exchange database.
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15 Reviewer: Ifthe user redirectedto the RDB, NetBackup manually suspends repl
on the target server. Does NetBackup resume replication or does the user need

todoit?2/26/13

When the restore completes, resume replication.

16 If necessary, update the mailbox database copy.

http://technet.microsoft.com/en-us/library/dd351100.aspx

Redirecting an Exchange 2010 or later standalone server snapshot
backup to another database or to the recovery database (RDB)

This topic describes how to redirect a snapshot backup of an Exchange 2010 or
later standalone server to another database or the recovery database (RDB).

To redirect an Exchange 2010 or later standalone server snapshot backup to the
recovery database

1

g b~ W N

The database or the recovery database must already exist.

To restore to the RDB, create the RDB on an Exchange server, if necessary.
Leave the RDB dismounted.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.

Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the

following information:

Server to use for backups
and restores

Destination clients for
restores

Policy type for restores

Select the server that performed the restore.

Torestore to the RDB on a different server, change the
destination client to the Exchange server that hosts
the RDB. This client must be the Exchange server that
hosts the database to which you want to redirect the
restore. Also review the notes and limitations for
redirecting to a different client.

See “About selecting a destination client for an
Exchange Server restore operation” on page 147.

To restore to the RDB or to a database on the local
server, leave the destination client the same as the
source client.

Select MS-Exchange-Server.
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From the NetBackup History pane, select one of the following:

m The last full backup, or

m The last full backup and all subsequent differential backups, or
m The last full backup and the last cumulative backup

In the All Folders pane, expand Microsoft Information Store.
Select the database you want to restore.

Click Actions > Restore.

10 In the Restore Marked Files dialog box, click the General tab.

11 Change the destination path to another database or to the RDB:

m Select Restore everything to a different location.

m In the Destination box, provide the name of the alternate database you

want to restore to. Or provide the name of the RDB you previously created.
Exchange does not automatically redirect a database to its RDB, if it exists.
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Restore Marked Files

General | Microsoft Exchange |
— Restore Destination Choices

= Restore evenything to its original location
& Restore evenything to a diferent location (maintaining existing structure)

Destination:
Microsoft Information Stors:\Destination Database'| Browse,.
{~ Restore individual folders and files to different locations {double-click to modify)
Source | Destination | Ti
Microsoft Inf 1 Store\DatabaseA\ Microsoft Inf ion Store:\DatabassA\ 2/

| | [
© Dreate and restore to a nev vitusl hard disk file
Destination far wirtual hard disk file:

I Eroperties

— Restare Option
™| Restore without access-control attibutes (Windovs clisnts arly]
™| Skip werification and foree rollback.

™| Foree rollback evenif it destiops later snapshots

[Fthe destination file already exsts:

! Myvenarite existing files

! Festare the file using a termporany filename

€ Do not restore the file

[~ Owvemide default job priorty

Jiob pricrity IS:EEG 3:

[Higher number is greater, priority]

Start Restore I Cancel Help
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12 Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [ x|

General  Miciosoft Exchange |

Replay log file option:

* Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[V Commit after last backup set iz restored
¥ Mourt database after restore

[~ Redirect to Recovery Storage Group [RSG] [Only for Exchange 2007)

Start Restore I Cancel | Help |

13 Check Commit after last backup set is restored.

If you choose to restore backup images separately, you must check Commit
after last backup set is restored only when you restore the last incremental
backup set.

If you do not select Commit after last backup setis restored, manually mount
the database after the restore is complete.

See “Manually mounting an Exchange database after a restore” on page 173.

14 Click Start Restore.
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Performing a snapshot restore of an Exchange 2007 or earlier server

To perform a snapshot restore of an Exchange 2007 or earlier server

1

g A W N

Dismount all Exchange databases that you want to restore.

Or, when you perform the restore, click the Dismount database prior to
restore option.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.
Select File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

m The server that performed the restore.

m If you have an Exchange 2007 cluster environment, for the source client
select the virtual Exchange server name.
See “About selecting a source client for an Exchange Server backup
operation” on page 138.

m For the policy type, select MS-Exchange-Server.

From the NetBackup History pane, click the backup image that contains the
objects you want to restore as follows:

m The last full backup or user-directed backup
m The last full backup and all subsequent differential backups
m The last full backup and the last cumulative backup

In the All Folders pane, select the objects you want to restore, as follows:

m The Microsoft Information Store.
Click the checkbox next to the computer name or the Microsoft
Information Store.

m Storage groups.
Expand the Microsoft Information Store node and select the storage
group to restore.

m Databases.
Expand the Microsoft Information Store node and the storage group.
Then select the database(s) and log files you want to restore.

The following figure shows a restore of an Exchange 2007 storage group.
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All Folders Contents of 'Microsaft Information Store:|Second Storage Group!'
= D W mipivinitihe Mame | Time Backed Up | Al Size I Til
= 1 Microsoft Infarmation Store [ (@ Logfiles_1233849726  2/5/2009 10:02:06 AM - 7751658 2/
O Fir=: Storage Group ] @ Log Files_1233850122  2/5(2009 10:08:42 AWM - 7751658 2
= : aroup [ 3 Logfiles_1 2336864516 2/5/2009 2:08:36 PM - 12994588 2/
Eg ?;?r';ge Grop 10a (CHEXY4) [ @ se2_oBt 2/5/2009 2:09:36 M - 5263562 2
O @ se2_oB2 2/5/2000 2:08:36 PM - 5263562 2)
[ @ s52_o83 2/5/2009 2:08:36 PM - 5263562 2)

4 |

Click Actions > Restore.
Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files | x|

General  Miciosoft Exchange |

Fieplay log file option:

* Roll-Fonward Recovery [Replay alllog fles

= Pointin-Time Pecoveny [Replay only restored log files]

Temporary location for lag files:

[~ Dismount database prior b restore

[V Commit after last backup set is restored
¥ | Mount database after restore

[~ Redirect to Fiecovery Storage Group [RSG) (Only for Exchange 2007)

Start Restore I Cancel Help |

10 Click Start Restore.

Redirecting an Exchange 2007 snapshot backup to a storage group

This topic describes how to redirect an Exchange 2007 snapshot backup to a
storage group.
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For further instructions, refer to the following information on recovery storage
groups on Microsoft’s Technet site:

http://technet.microsoft.com/en-us/library/aa997260.aspx

To redirect an Exchange 2007 snapshot backup to a storage group

1

g b~ W N

10

The destination storage group must already exist. Create a storage group that
has databases. Those databases must have the same names as those in the
original storage group.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

Server touse for  Select the server that performed the restore.

backups and

restores

Destination If you want to restore to a different server, change the destination
clients for client to the Exchange server that hosts the storage group. Also
restores review the notes and limitations for redirecting to a different

client.

See “About selecting a destination client for an Exchange Server
restore operation” on page 147.

If you want to restore a storage group to the local server, leave
the destination client the same as the source client.

Policy type for Select MS-Exchange-Server.
restores

From the NetBackup History pane, select one of the following:

m The last full backup, or

m The last full backup and all subsequent differential backups, or
m The last full backup and the last cumulative backup

In the All Folders pane, expand the Microsoft Information Store.
Select the storage group you want to restore.

Click Actions > Restore.

In the Restore Marked Files dialog box click the General tab.
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11 Select Restore everything to a different location.

12 Change the Destination path.

Restore Marked Files [ ]

General | Microsoft Ekchangal

r— Restare Destination Choic
" Restore evervthing ta its original location

* Restore everpthing to a different location [maintaining existing structure]:
Destinatior:

Microsolt [nformation Store: \AnatherS toreGroupY Erowse..

" Bestore individual folders and files to different locations [double-click to madify):

SoLrce | [estination I Time Backed Up | T
Microsoft Infarmation Store:\StoreGraupEFY 12/3/2009 1:29:43PM 11
4 |

" Create and restore to a new vittual hard disk file

[Destination forvirtual bard disk file:
I Fraperties

— Restore Option:
™| Restore without access-contal atiibutes [wWindows clients orly)

€ Myenyite existing fles
€ Restore the filz using a temporan filename

€ Do ot restore the file

[~ Owemide default job pricrity
Job pricrity IBDUDD 3:

[Higher number is areater priority]

Start Restare I Cancel | Help |
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13 Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [ x|

General  Miciosoft Exchange |

Replay log file option:

* Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[V Commit after last backup set iz restored
¥ Mourt database after restore

[~ Redirect to Recovery Storage Group [RSG] [Only for Exchange 2007)

Start Restore I Cancel | Help |

14 Check Commit after last backup set is restored.

If you choose to restore backup images separately, you must check Commit
after last backup set is restored only when you restore the last incremental
backup set.

If you do not select Commit after last backup setis restored, manually mount
the database after the restore is complete.

See “Manually mounting an Exchange database after a restore” on page 173.

15 Click Start Restore.

Redirecting an Exchange 2007 snapshot backup to the recovery storage
group

This topic describes how to redirect an Exchange 2007 snapshot backup to the
recovery storage group (RSG). With snapshot backups, you do not need to redirect
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arestore to the RSG as long as the RSG already exists and is added for the selected
storage group and database(s). The restore is automatically restored to the RSG.

Note:

Reviewer: Issue reported by Aaron , added 10/8/12

To successfully redirect to the RSG, in Exchange you must configure the same
path for the Transaction log file folder and the System folder and checkpoint
file folder. For an existing RSG, remove the RSG and recreate it.

For further instructions, refer to the following information on recovery storage
groups on Microsoft’s Technet site:

http://technet.microsoft.com/en-us/library/aa997260.aspx
To redirect an Exchange 2007 snapshot backup to the recovery storage group

1 The RSG must already exist. Create the RSG and the databases you want to
recover on an Exchange server, if necessary. Leave the RSG dismounted.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.

Click File > Specify NetBackup Machines and Policy Type.

o b~ W N

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

Server touse for  Select the server that performed the restore.

backups and

restores

Destination If you want to restore to a different server, change the destination
clients for client to the Exchange server that hosts the RSG. Also review the
restores notes and limitations for redirecting to a different client.

See “About selecting a destination client for an Exchange Server
restore operation” on page 147.

If you want to restore the RSG to the local server, leave the
destination client the same as the source client.

Policy type for Select MS-Exchange-Server.
restores

6 From the NetBackup History pane, select one of the following:
m The last full backup, or

m The last full backup and all subsequent differential backups, or

Draft extracted 2013-2-27 2:09


http://technet.microsoft.com/en-us/library/aa997260.aspx

172 | Performing restores of Exchange Server, mailboxes, and public folders
About restoring Exchange snapshot backups

m The last full backup and the last cumulative backup
In the All Folders pane, expand the Microsoft Information Store.
Select the storage group you want to restore.

9 Click Actions > Restore.

10 Click the Microsoft Exchange tab.

See “Options for Exchange snapshot restores” on page 151.

Restore Marked Files [x]

General  Miciosoft Exchange |

Replay log file optian

+ Fol-Forward Recovery (Replay all log files

= Point-in-Time Recoveny [Feplay only restored log files)

Temporary location for log fles:

[~ Dismount database prior to restore

[ Commit after last backup set is restored
¥ Mourt database aftern restore

¥ Redirect to Recovery Storage Group [RSG) [Only for Exchange 2007)

Start Restare I Cancel | Help |

11 Check Commit after last backup set is restored.

If you choose to restore backup images separately, you must check Commit
after last backup set is restored only when you restore the last incremental
backup set.

If you do not select Commit after last backup setis restored, manually mount
the database after the restore is complete.

See “Manually mounting an Exchange database after a restore” on page 173.
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12 Check Redirectto Recovery Storage Group (RSG) (Only for Exchange 2007).
13 Click Start Restore.

About redirecting restores of Exchange 2003 snapshot backup images

Reviewer: Rob, you asked why 2003 appears in the doc. I thought 2003 restores (but
not backups) are supported in 7.6.

The following limitations and requirements exist to redirect restores of Exchange
2003 snapshot backups:

m You cannot restore an Exchange 2003 snapshot backup to an RSG.

m  With this Exchange version, you cannot redirect to a different storage group
on the local server.

m If you want to redirect to a storage group on another server the storage group
and the database must be identical. The path(s) of the storage group also must
be identical to the original storage group.

Manually mounting an Exchange database after a restore

If you did not click Commit after last backup set is restored, you need to mount
the database manually after the restore is completed.

To mount a database manually after a restore
1 Mount all of the databases that were restored in the storage group.

2 If the mount fails, try a soft recovery (ignore mismatched database
attachments) of the Exchange databases to bring the databases to a consistent
state.

eseutil /r EOn /i

3 Mount the databases again.

About restoring streaming backups of Exchange
Server (Exchange 2007 and earlier)

NetBackup can restore the following Exchange Server objects from streaming
backups:

m Microsoft Information Store
m Storage groups

m Storage group databases
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You can also redirect a restore to the recovery storage group (RSG).

See “Redirecting an Exchange 2007 or Exchange 2003 streaming backup to a
recovery storage group” on page 177.

Options for streaming restores of Exchange databases

Different options are available when you perform a snapshot restore.

See “Options for Exchange snapshot restores” on page 151.

Table 7-2 Restore options for streaming restores of Exchange databases

Option

Description

Roll-Forward Recovery
(Replay all log files)

Retains the existing transaction logs. Exchange replays the transaction logs that are
part of the restore, followed by any transaction logs that currently exist.

See “About existing Exchange Server transaction logs” on page 149.

Point-in-Time Recovery
(Replay only restored log
files)

Restores the database and replaces only the transaction logs that existed at the time
of backup.

Temporary location for log
files

Enter a location where the associated log files are kept until the database is restored.
The default location is c : \ temp. If you choose to restore storage groups, NetBackup
creates a subdirectory in c : \ temp for each storage group. It keeps log files for each
storage group in the corresponding subdirectory.

If Commit after last backup set is restored is selected during the restore, Exchange
applies to the database. Then it applies the current log files. After the restore is
complete, Exchange deletes the log files from the temporary location (including any
subdirectories).

Note: Make sure the temporary location for log files is empty before you start a
restore job. If a restore job fails, check the temporary location (including
subdirectories) to make sure any previous log files from a previous restore job were
deleted.

Dismount database prior to
restore

Dismounts the database(s) before the restore begins. This option dismounts all of the
databases in the storage groups that you want to restore, even if a database is not
selected for restore. By default this option is not selected.

This option also sets the Database can be overwritten by a restore flag in Exchange
2007.

Note: Use this option with caution. Ensure that you selected the correct database to
restore before you choose to dismount it with this option.
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Table 7-2 Restore options for streaming restores of Exchange databases

(continued)

Option

Description

Commitafter last backup set
isrestored

This option should only be set on the last job of a multi-job restore. This option enables
the restore operation to play through log files and roll back any uncompleted
transactions. If this option is not selected, the database needs to be mounted manually
after the restore.

If Commit after last backup setis restored is selected when an intermediate backup
is applied, you cannot restore further backups. You must restart the restore operation
from the beginning.

Mount database after Mounts the database so that it is available to users.
restore

Redirect to Recovery This option is not applicable for streaming restores.
Storage Group (RSG) (Only

for Exchange 2007)

Start Restore Initiates the restore operation.

Restoring storage groups or storage group databases from a streaming

backup

This topic describes how to restore storage groups or databases.

Note: A restore of Exchange Server files always overwrites any existing files. For
example, if pub . edb already exists on the target computer, it is replaced with the
copy from the backup.

To restore storage groups or storage group databases from a streaming backup

1
2

[« ) B 2 R ~ N ¥§

Log onto the server as Administrator.
Dismount all Exchange databases that need to be restored.

Or, when you perform the restore, click the Dismount database prior to
restore option.

Open the Backup, Archive, and Restore interface.
Click File > Select Files and Folders to Restore > from Normal Backup.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:
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m The server that performed the restore.

m For the policy type, select MS-Exchange-Server.

From the NetBackup History pane, select one of the following:

m The last full backup

m The last full backup and all subsequent differential backups

m The last full backup and the last cumulative backup

In the All Folders pane, select the objects you want to restore:

m Storage groups.

Expand Microsoft Information Store and click the storage group to

restore.

m Individual databases.

To restore an individual database within a specific storage group, expand
Microsoft Information Store, then the storage group, and click the

database.

A full backup of an Exchange database includes the database transaction log
files. When you restore a database, you must also restore the transaction log

files.
All Folders onkents of 'Microsoft Information Store:|Second Storage Group'
E|D 1B wjpietatl i Marme | Time Backed Up | Al Size I Til
i Microsoft Information Store O @ Logfiles_1233849726  2/5/2009 10:02:06 &M - 7751658 2/
O " O @ vLogfiles 1233850122 2/5(2009 10:08:42 AM - 7751658 2/
Ol oo [ (@ Logfiles_1z33864516 2/5/2009 2:08:36 PM -~ 12994598 2/
Oad Storage Group 102 (CHEXY4) [ @ 552_0Bt 2/5/2009 2:08:36 PM - 5263562 2
[ Third [ @ scz_pez 2/5/2009 2:08:36 PM - 5263562 2
[ @ s52_083 2/5/2009 2:08:36 PM - 5263562 2)

| |
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9 Click Actions > Restore.

Restore Marked Files | x|

General  Microsoft Exchange |

Replay log file option:

* Ball-Forward Recoven (Replay all log filesk

= Paint-in-Time Recovery [Feplay only restored log files)

Temporary location for log files:

[~ Dismount database pricr to restore

IV Commit after last backup set is rastored
¥ Mount databass after restore

I™ | Bedrect to Recovery Storage Group [R5 E] (@l for Exchange 2007]

Start Restare I Cancel | Help |

10 Select the restore options you want.
See “Options for streaming restores of Exchange databases” on page 174.

11 If you chose to restore the backups individually, uncheck Commit after last
backup set is restored for the full and all but the last incremental backup.

When you restore the last incremental backup set, check Commit after last
backup set is restored and Mount database after restore.

12 Click Start Restore.

13 Ifyourestored storage groups and did not click Mount database after restore
(after the restore), be sure to mount the storage group databases that were
restored.

Redirecting an Exchange 2007 or Exchange 2003 streaming backup
to a recovery storage group

NetBackup supports restores to the recovery storage group. With streaming
backups, you must redirect the restore. The restore is not automatically restored
to the recovery storage group.
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For further instructions, refer to the following information on recovery storage
groups on Microsoft’s Technet site:

Exchange 2007 http://technet.microsoft.com/en-us/library/aa997260.aspx

Exchange 2003 http://technet.microsoft.com/en-us/library/aa998782.aspx

To redirect an Exchange 2007 or Exchange 2003 streaming backup to a recovery
storage group

1
2

00 N O U b

Log onto the server as Administrator.
Create the RSG on the target Exchange Server, if necessary.
(Exchange 2007) Dismount all Exchange databases you want to restore.

Or, when you perform the restore, click the Dismount database prior to
restore option.

Confirm that the RSG databases are not mounted.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

Destination If you want to restore to a different server, change the destination
clients for client to the Exchange server that holds the RSG. Also review
restores the notes and limitations for redirecting to a different client.

See “About selecting a destination client for an Exchange Server
restore operation” on page 147.

If you want to restore to the local server, leave the destination
client the same as the source client.

Policy type for Select MS-Exchange-Server.
restores

From the NetBackup History pane, select one of the following:
m The last full backup

m The last full backup and all subsequent differential backups
m The last full backup and the last cumulative backup

10 In the All Folders pane, click the objects you want to restore:
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m A storage group

Expand the Microsoft Information Store node and click the storage group
to restore.

m Individual databases
To restore an individual database within a specific storage group, expand

the Microsoft Information Store, then the storage group, and click the
database.

A full backup of an Exchange database includes the database transaction log
files. When you restore a database, you must also restore the transaction log
files.

11 Click Actions > Restore.

Restore Marked Files [ ]

General Microsoft Exchange |

Replay log file option

* Ball-Forward Recoven (Replay all log filesk

= Paint-in-Time Recoveny [Feplay only restored log files)

Temporary location for log files:

[~ Dismount database pricr to restore

[ Commit after last backup set is restored
¥ Mount databass after restore

I™ | Rediect to Recaveny Storage Group [REG] (Dl for Exchange 2007)

Start Festare I Cancel | Help |

12 To restore the backups individually, click Commit after last backup set is
restored and Mount database after restore when you restore the last
incremental backup set.

13 Select the other restore options you want.
See “Options for streaming restores of Exchange databases” on page 174.

14 Click the General tab.
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15 Select Restore everything to a different location.

16 Change the Destination path.

Restore Marked Files [ ]

General | Microsoft Ekchangal

r— Restare Destination Choic
" Restore evervthing ta its original location

* Restore everpthing to a different location [maintaining existing structure]:
Destinatior:

Microsolt [nformation Store: \AnatherS toreGroupY Erowse..

" Bestore individual folders and files to different locations [double-click to madify):

SoLrce | [estination I Time Backed Up | T
Microsoft Infarmation Store:\StoreGraupEFY 12/3/2009 1:29:43PM 11
4 |

" Create and restore to a new vittual hard disk file

[Destination forvirtual bard disk file:

I Fraperties

— Restore Option:

™| Restore without access-contal atiibutes [wWindows clients orly)
€ Myenyite existing fles
€ Restore the filz using a temporan filename

€ Do ot restore the file

[~ Owemide default job pricrity

Job pricrity IBDUDD 3:
[Higher number is areater priority]
Start Restare I Cancel | Help |

17 Click Start Restore.

18 If you chose to restore storage groups and you did not click Mount database
afterrestore (after the restore), mount the storage group databases that were
restored.

About restoring individual Exchange mailbox and
public folder items

You can restore individual mailbox or public folder items (folders, messages, and
documents) from streaming or snapshot backups with Granular Recovery
Technology (GRT) enabled. Refer to the following topics:

See “About special characters in Exchange mailbox folders and message subjects”
on page 181.
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See “Prerequisites and operational notes for restoring Exchange individual
mailboxes, mailbox folders, public folders, or messages” on page 181.

About special characters in Exchange mailbox folders and message
subjects

NetBackup uses escape sequences for slashes and backslashes in mailbox folder
names and message subjects because the objects are handled using file path syntax.
The tilde (~) character is the escape character, so it also has to be escaped.

When you browse for items to restore, you see the escaped character sequences.
Use Table 7-3 to convert the translated characters back to the characters that
appear in the restored items.

Table 7-3 Translation of special characters in mailbox folders and message
subjects

Character Translation

- -0

/ ~1

\ ~2

Prerequisites and operational notes for restoring Exchange individual
mailboxes, mailbox folders, public folders, or messages

Review the following information before you restore individual mailboxes, mailbox
folders, public folders, or messages:

m The destination mailbox must exist to successfully restore a mailbox.

m When you restore mailbox messages or public folder documents, the option
Overwrite existing message(s) overwrites the contents and properties of the
original objects. Messages are overwritten regardless of their location. (For
example, if the messages were moved to the “Deleted Items” folder.) If the
original message no longer exists, a new message is generated with the same
contents and properties. A new message is also generated if a new destination
location is entered.

If the option Do not restore the message(s) is selected, NetBackup skips the
restore of any message that still exists, regardless of the current location.
Note that if the original message(s) no longer exists, a restore of the message(s)
generates a new copy every time it is restored. A restored copy of the message
does not count as the original message in the existence check.
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Restores that use Granular Recovery Technology (GRT) must be made from a
disk storage unit. You cannot restore from the tape copy.

Reviewer: ET2714502 Updated 10/22/12 with reason why operation fails.
For Exchange 2010 restores that use granular recovery (GRT), restores of
individual items from a linked mailbox fail because NetBackup cannot
impersonate or log on as a user that is not active in the present domain.
Redirect the restore to a local mailbox and then use the Exchange System
Management Tools to move the items to the linked mailbox.

NetBackup can back up the online archive mailbox for users. However, arestore
from a backup using GRT by default restores the items to the user’s mailbox
and not the archive mailbox. Items are restored starting at the root of the
mailbox hierarchy. Alternatively, you may want to redirect the restore to the
path Top of Information Store\Inbox\Archives\.

Exchange Server provides a feature to retain deleted items for a period of time
after you “permanently” delete them. Because the deleted items still exist,

NetBackup includes them in the backup image. NetBackup displays these items
when you browse the granular backup image and you can restore these items.

Options for restores of Exchange Server mailbox objects or public

folder objects

When you restore mailbox or public folder objects, NetBackup may encounter
messages that already exist in the database. Select one of the options from
Table 7-4 to indicate whether NetBackup should pass over or replace the
pre-existing object.

Note: These options are ignored for a redirected restore.

Table 7-4 Restore options for restores of Exchange Server mailbox objects of

public folder objects

Option Description

Do notrestore the | Does not restore mailbox messages if they already exist.
message(s)

Overwrite the Replaces the existing message with the one from the backup.
message

Restoring Exchange mailbox or public folder objects

To restore a mailbox object to a different location, you follow a different procedure.
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See “About redirecting a restore of Exchange mailbox or public folder objects to
a different path” on page 186.

Note: Browse time for a backup that uses Granular Recovery Technology may take
longer than for a non-granular backup image. The media server gathers granular
information at this time and wait times may vary. Depending on the load on the
media server, you may need to increase the Clientread timeout value. This option
is located in the Client host properties in the Timeouts tab.

Note: Do not restore mailbox or public folder backups and database backups in
the same restore job. If the database restore starts first, NetBackup dismounts
the database during the restore. Or it requires that the database be dismounted
before the restore. Then the database being dismounted causes the mailbox or
public folder object restore to fail. Or, the restore of the Exchange mailbox or
public folder items finishes before the restore of the Exchange databases starts.
Then the restore of the Exchange databases deletes the restored mailbox or public
folder objects.

Note: Do not restore in the same restore job any backups that use Granular
Recovery Technology with any backups that do not.

To restore mailbox or public folder objects

1 Logonto the server as Administrator.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.

Click File > Specify NetBackup Machines and Policy Type.

o A W N

In the Specify NetBackup Machines and Policy Type dialog box, select the
server and the policy type.

6 From the NetBackup History pane, click the image(s) that contain the objects
you want to restore.

Symantec recommends that you select one backup image set at a time for
individual item restore. While this recommendation is not a restriction, you
may at times restore more copies of messages than you intend.

You cannot restore individual items from a snapshot incremental backup
that uses Granular Recovery Technology (GRT).

Select one of the following:

m The last full backup
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The last full backup and all subsequent differential backups

The last full backup and the last cumulative backup

7 Expand one of the following:

Microsoft Exchange Database Availability Groups > Forest or Domain
> Microsoft Information Store > Mailbox Database

Microsoft Exchange Database Availability Groups > Forest or Domain
> Microsoft Information Store > Public Store

Microsoft Information Store > Mailbox Database
Microsoft Information Store > Public Store
Microsoft Information Store > Storage Group > Mailbox Database

Microsoft Information Store > Storage Group > Public Store

8 Inthe AllFolders pane, select objects you want to restore from the following:

Mailboxes
Mailbox folders
Mailbox objects
Public folders

Documents in a public folder

You can ignore the pr.Ls folder.

The following figure shows a restore of a DAG using Granular Recovery
Technology (GRT).
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-1 gt _db1
EIDﬁj} Database
ED@ nibu user [nbu,user]
=-[1%E Top of Information Stare
~[J%& Calendar
~[J%& Contacts
[ Conversation Action Settings
% Deleted Items
~[]%E Drafts

-4 Journal
% Junk E-Mail
% Motes
45 Outbox
% Sert Items
45 Tasks
B oLLs

B[l Logs_1zz3z78020

All Folders Contents of ‘Microsoft Exchange Database Availability Groups:ida
= D R Mame |
=-0 Microsoft Exchange Database Availability Groups O] 53 <Mo Subject =<IFM. Configuration. ELC »
E‘D@ - -4 [ A <Mo subject=<IPM.Extendedrule, Message>
-0 Microsoft Information Store

D [ test message
D [ test message 2

The following figure shows an Exchange 2007 restore using Granular Recovery

Technology.
All Folders Contents of 'Microsoft Information Stare:)Second Storage Gro
P— d Mame Al
@ Microsoft Information Store [ &l diffz
Dﬁjj Fifth 55 [ 51 diff4 with attachment
Dﬁji First Storage Group O & emsilz
Dﬁji Fourth Storage Group 0] = emailz
EIDﬁjj Second Storage Group O .
(=1 emailz
i oLs ’
Ol Logs_1321298078 L) & emaiz
E‘Dﬁjj Second DB [CJ A email3 with attachment
= D@ nbu_user1 [nbu_user1] [ &4 flag For Fallowop (Foday)
£ Top of Information Store [0 &4 flag For Followup (Fomarrow
-4 Calendar I EAFw: calendar item with attachment
~[J%& Contacts O EAPw: Canceled: Friday cocktalls
[ Conwversation Action Settings [ & 1PM. Configuration. Autocomplete
eleted Items . Configuration, ConversationPrefs
Deleted It [ 1PM. Canfi tion, tionPref
~[]%4 Drafts [ B2 1P, Configuration. RssRule
-] Inbox [CJ & 1PM. Configuration. TCPrefs
-4 Jourmal [ & 1P, Microsaft. MigrationStatus
<14 Junk E-Mail [ &4 1PM. Microsoft. PendingChange. MigrateCategorissLis
.Microsaft. PendingChange. MigrateCategariesLis
LI Hews Feed B2 IPM. Microsoft. PendingChange. Migrate Cat L
O NUte; [ B2 1PM. Microsoft. PendingChangs. MigrateCategoriesLis
8% OuF kU;t et [ B 1PM. Microsoft. PendingChangs MigrateFlags
e DQ::===iE SN [ B2 1PM. Microsoft. PendingChange MigrateFlags

All objects appear as folders and messages. You can identify some
non-message objects by the subject line. For example, if you create a Calendar
event named Appointment1, that name appears in the subject line for that

object.

However, some objects such as Forms and Views do not have a subject line
(even though they can be named). They may not be so easily identified.
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9 Click Actions > Restore.

10 On the Microsoft Exchange tab, choose whether or not to restore existing
mailbox messages.

See “Options for restores of Exchange Server mailbox objects or public folder
objects” on page 182.

Restore Marked Files [ %]

General Microsoft Exchange |

Exchange M ailbo:
1f the destination mailbox message(s) alieady exists:

" Ovensite existing messages)

Start Restare I Cancel | Help |

11 You can restore individual mailbox items to alternate mailboxes or mailbox
folders.

See “About redirecting a restore of Exchange mailbox or public folder objects
to a different path” on page 186.

12 Click Start Restore.

About redirecting a restore of Exchange mailbox or public folder objects
to a different path

NetBackup can restore Exchange mailbox or public folder objects to different
locations.
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Refer to the following topics for more information and instructions:

See “About requirements for redirecting the restore of an Exchange mailbox
or public folder object to a different path” on page 187.

See “Redirecting the restore of an Exchange mailbox, mailbox folder, or public
folder” on page 188.

See “Redirecting a restore of an Exchange mailbox or a public folder object to
a different path” on page 190.

About requirements for redirecting the restore of an Exchange
mailbox or public folder object to a different path
Reviewer: Added 12/20/12

Review the following requirements for redirecting the restore of an Exchange
mailbox or public folder to a different path:

You must indicate an explicit path (or full path).

In the destination path, the following segment of the path cannot be changed:
Microsoft Exchange Database Availability Groups:\
Microsoft Information Store:\

If you change this part of the path, NetBackup attempts to restore the objects
as normal (non-Exchange) files.

The destination mailbox or destination folder must have an associated user
account.

When you redirect a restore of public folders, the folder you indicate in the
destination path does not have to exist.

(Exchange 2010) When you redirect a restore from a granular backup, consider
the following example restore destinations:

Reviewer: Updated these paths 2/26/13

Microsoft Exchange Database Availability Groups:\serverl\My-database\Database\

John Q. Employee [JQEmployee]\Top of Information Store\Inbox\

Microsoft Information Store:\My-database\Database\John Q. Employee [JQEmployee]\
Top of Information Store\Inbox\

In the examples, note the following:
m serverl can be the target server.

m  My-database, must be valid database on target server (but is not directly
accessed).

m John Q. Employee, must be a valid and accessible mailbox.
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m (Exchange 2007) When you redirect a restore from a granular backup, consider
the following example restore destination:

Microsoft Information Store:\My-Storage-Group\My-database\John Q. Employee [JQEmployee]\
Top of Information Store\Inbox
In the example, note the following:

m  My-Storage-Group, must be valid storage group on target server (but is not
directly accessed) .

m  My-database, must be valid database on target server (but is not directly
accessed).

m John Q. Employee, must be a valid and accessible mailbox.

Redirecting the restore of an Exchange mailbox, mailbox folder,
or public folder

This topic describes how to redirect the restore of a mailbox, mailbox folder, or
public folder to a different mailbox or public folder.

To redirect the restore of a mailbox, mailbox folder, or public folder

1 Logonto the server as Administrator.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.

Click File > Specify NetBackup Machines and Policy Type.

o A W N

In the Specify NetBackup Machines and Policy Type dialog box, select the
server and the policy type.

6 From the NetBackup History pane, click the image(s) that contain the objects
you want to restore. Select one of the following:

m The last full backup
m The last full backup and all subsequent differential backups
m The last full backup and the last cumulative backup

You cannot restore individual items from an incremental backup that uses
Granular Recovery Technology (GRT).

In the All folders or right pane, click the mailbox or public folder to restore.

Click Actions > Restore.
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9 On the Microsoft Exchange tab, select the restore options you want.
See “Options for restores of Exchange Server mailbox objects or public folder

objects” on page 182.

Restore Marked Files [ ]

General Microsoft Exchange |

Exchange Mailbo:
1f the destination mailbox message(s) already exists:

= Ovenwite existing message(s)

9 3

Start Restare I Cancel | Help |

10 On the General tab, click Restore everything to a different location.

11 Inthe Destination box, indicate where you want to restore the object. You
must indicate an explicit path (or full path).

Writer: Need new screenshot

m Change the mailbox name to another existing mailbox. For example, if
you want to restore the contents of Mailbox 1t0oMailbox 2\Folder,
specify one of the following in the Destination box:

Reviewer: Updated these destination folders 2/26/13
Microsoft Exchange Database Availability Groups:\DAG\Microsoft Information Store\
My-database\Database\mailbox2 [mailbox2]

Microsoft Information Store:\My-database\Database\mailbox2 [mailbox2]\
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Microsoft Information Store:\Storage Group\Mailbox Database\mailbox2 [mailbox2]\

12

m When you restore public folders, change the public folder name to the
folder to which you want to restore. This folder does not have to exist.

Click Start Restore.

Redirecting arestore of an Exchange mailbox or a public folder
object to a different path

This topic describes how to restore a mailbox or a public folder object to a different
path.

To restore a mailbox or a public folder object to a different path

1

2
3
4

Log onto the server as Administrator.
Click File > Select Files and Folders to Restore > from Normal Backup.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, select the
server and the policy type.

From the NetBackup History pane, click the image(s) that contain the folder
you want to restore.

Select one of the following:

m The last full backup

m The last full backup and all subsequent differential backups
m The last full backup and the last cumulative backup

You cannot restore individual items from an incremental backup that uses
Granular Recovery Technology (GRT).

In the Contents of or right pane, click the folders, messages, or documents
to restore.

If you select items in the All Folders pane, you cannot redirect individual
objects.

Click Actions > Restore.

Draft extracted 2013-2-27 2:09



Performing restores of Exchange Server, mailboxes, and public folders | 191
About restoring individual Exchange mailbox and public folder items

8 On the Microsoft Exchange tab, select the restore options you want.
See “Options for restores of Exchange Server mailbox objects or public folder

objects” on page 182.

Restore Marked Files [ ]

General Microsoft Exchange |

Exchange Mailbo:
1f the destination mailbox message(s) already exists:

= Ovenwite existing message(s)

9 3]

Start Restare I Cancel | Help |

9 On the General tab, click Restore individual folders and files to different
locations option.

Each row under Restore individual folders and files to different locations
is associated with an individual folder, message, or document.

10 Double-click a row to modify the restore destination.

Draft extracted 2013-2-27 2:09



192 | Performing restores of Exchange Server, mailboxes, and public folders
About restoring individual Exchange mailbox and public folder items

11 In the New Destination box, indicate the mailbox or folder where you want
to restore the object(s).
To redirect a mailbox folder or message, the destination can be any existing
mailbox or mailbox folder. To redirect a public folder or document, the
destination can be a new or existing public folder. You must indicate an
explicit path (or full path).
For example, consider that you want to restore the contents of Inbox in
Mailbox 1 tothe folder other in the same mailbox. Specify one of the
following in the Destination box:

Writer: Need new screenshot

Reviewer: Updated these destination folders 2/26/13
Microsoft Exchange Database Availability Groups:\DAG\Microsoft Information Store\

My-database\Database\mailbox2 [mailbox2]\Other\
Microsoft Information Store:\My-database\Database\mailbox2 [mailbox2]\Other\

Microsoft Information Store:\Storage Group\Mailbox Database\mailboxZ2 [mailbox2]\Other\

Restore Marked Files | x|

General | Microzaft Exchange |
— Restore Destination Choice:
' Restore everything ta its original location

{~ Restore everpthing to a different location [maintaining existing structure]:

[Destination:
tdicrozoft Exchange Mailboxes: YShel Silverstein [zhel]'Top of Informat Eromse..

* Restore individual folders and files to different locations (double-click to rmodify):

-

change Mailbozes:\Shel Silverstein [shel\Tap of Infarmation Staretlnboxt) osé Muf
change Mailboses:\Shel Silverstein [shel]\Tap of Infarmation Starehlnbox\kultistrear
change Mailboxes:\Shel Silverstein [shel\T op of Information Store\nbowdRE: Jozé —

Il Enter New Destination [ =]

Source: Microsoft Exchange Mailboxes:\Shel Silverstein [shel]sTop of Information
Storehnborbultiztream granular backup

Iew Destination:

I\Jud_l,l Blume [blume]sT op of Information Store\Shels MessagashMultistrear Browse |

oK I Cancel |
4

™| Restore without access-contral attributes [Windows clients orly]

 Myemyite existing files
 Restore the file using a lemporar filename

7 Dokot restare the file

[~ Ovenride default pricrity
Job pricrity 90000 =
[higher number, s greater priarty]

Start Festare | Cancel | Help |
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12 Click OK.
13 Click Start Restore.

About usingthe command line to browse or restore Exchange granular
backup images

In addition to the NetBackup Administration Console, you can also use the
command line to browse or restore granular backup images:

m When you perform a snapshot restore of mailboxes or mailbox folders, specify
the file names as relative to the Microsoft Information Store or DAG and to
the storage group or database. For example:

Microsoft Exchange Database Availability Groups:\serverl\Microsoft Information Store\

My-database\Database\John Q. Employee [JQEmployee]\Top of Information Store\Inbox\

Microsoft Information Store:\My-database\Database\John Q. Employee [JQEmployee]\

Top of Information Store\Inbox\

Microsoft Information Store:\My-Storage-Group\My-database\John Q. Employee [JQEmployee]\

Top of Information Store\Inbox

m Use the “-granular_proxy” option with the bpdup1icate command or the
bplist command to specify a proxy host for a duplication operation
See “Configuring the Exchange granular proxy host” on page 37.
The following example shows how you can specify a proxy host with the bp1ist
command:

bplist -t 16 -k exchgranpolicy -R -s 06/09/2008 16:00:00
-granular proxy ProxyServerA "\Microsoft Information Store\StorageGroupl\

DeptA\EmployeeA\Top of Information Store\Inbox\*"

About restoring Backup Exec Exchange images with
NetBackup

Note that Backup Exec Tape Reader (BETR) support will be dropped after the
NetBackup 7.x lifecycle. To restore Backup Exec backup images, follow the
instructions for restoring a NetBackup for Exchange image, except select File >
Select Files and Folders to Restore > from Backup Exec Backup.

Verify that NetBackup supports the restore type of you want to perform. See the
following article:
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http://www.symantec.com/docs/TECH125836
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Protecting Exchange Server
data with VMware backups

This chapter includes the following topics:

About protecting Exchange Server data with VMware backups
About configuring VMware backups that protect Exchange Server
Installing the Symantec VSS provider for vSphere

Configuring Granular Recovery Technology (GRT) with a VMware backup that
protects Exchange

About configuring VMware policies to protect Exchange Server
Configuring a VMware policy to back up Exchange Server

Configuring a VMware policy to back up Exchange Server using Replication
Director to manage snapshot replication

Configuring NetBackup with access to the CIFS share on the NetApp disk array
About restoring Exchange data from a VMware backup

Enabling protection of passive copies of the Exchange database with VMware
backups

About protecting Exchange Server data with VMware

backups

Through a VMware backup policy, NetBackup can create consistent full backups
of an Exchange Server that resides on a virtual machine. From one VMware backup
the following restore options are available: restore of the .vindk (disk level), SFR
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restore (file-level recovery), Exchange storage group or database restore, or
Exchange granular-level restore (GRT). You can also choose whether or not to
truncate logs.

To protect a supported application with a VMware policy the Application State
Capture (ASC) job executes after the VMware discovery job and before the snapshot
job(s). This ASC job contacts the NetBackup client on the guest virtual machine.
The ASC job collects and catalogs application, the specific data that is needed for
application recovery and granular recovery (GRT) functionality.

More information is available on the ASC job and its associated logs.

See “Troubleshooting VMware backups and restores of Exchange Server”
on page 230.

About the Symantec VSS provider for vSphere

The Symantec VSS provider is recommended instead of the VMware VSS provider
in the following cases:

m You want VMware backups to truncate the logs on Exchange Server virtual
machines. The Symantec VSS provider truncates logs for Exchange Server, by
means of full VSS backups.

m The virtual machine you want to back up is a node in an Exchange 2010 DAG
or an Exchange 2007 CCR. In this case, only the active copies of the database
are cataloged and the log files for only those same databases are truncated.

m You want to use an exclude file list for Exchange. See the following for details
on how to configure an exclude file list for Exchange.
See “About excluding Exchange items from backups” on page 106.

When the Symantec VSS provider is installed and NetBackup starts a virtual
machine snapshot, VMware Tools calls the Symantec VSS provider to quiesce the
VSS writers for a file-level consistent backup. If log truncation is enabled in the
policy, the Exchange VSS writer truncates the transaction logs when the VMware
snapshot is complete.

Note: The Symantec VSS provider must be installed separately.
See “Installing the Symantec VSS provider for vSphere ” on page 199.

Support for VMware backups that protect Exchange Server

The following are supported with VMware backups that protect Exchange Server:

m ESX Server 4.xor 5.0
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m Exchange Server 2013

m Exchange Server 2010

m Exchange Server 2007

m NetBackup 7.6 server software

m NetBackup 7.6 client software is installed on the virtual machine.

m Either the Symantec VSS Provider or the VMware VSS Provider is required.
Without one of these providers, database recovery may require manual steps
and granuar recovery is not supported.

Symantec recommends the Symantec VSS provider for the virtual machines
that host Exchange.

See “About the Symantec VSS provider for vSphere” on page 196.
Up-to-date support information on the Symantec VSS provider is available in
the following tech note:

Support for NetBackup 7.x in a virtual environment

m VMware backups are supported for stand-alone Exchange servers, DAGs, and
CCR clusters.

m Reviewer: Moved "passive copy" information to a new topic that tells the user
how to set the registry key, if wanted. 2/14/13
For DAG nodes, NetBackup protects at the node level of a DAG. This behavior
is different than for an agent backup, where protection is at the DAG level.

Limitations of using a VMware policy to protect Exchange Server

The following limitations exist when you configure a VMware policy to protect
Exchange Server:

m VMware incremental backups of Exchange Server are not supported with this
version of NetBackup.

m The Application State Capture (ASC) job fails and the databases are not
protected if you do any of the following:

m Disable the Virtual Machine quiesce option.
m Select the Exclude data disks option.

m Databases are cataloged and protected only if they exist in a configuration
that is supported for VMware backups. As long as there are any databases that
can be protected, the ASC job continues. If you select databases for backup
that exist on supported and on unsupported disks, the ASC job produces a
status 1 (partially successful). The ASC job detects these situations and the
job details include the result of the backup operation.

Draft extracted 2013-2-27 2:09


http://www.symantec.com/docs/TECH127089

198

Protecting Exchange Server data with VMware backups
About configuring VMware backups that protect Exchange Server

Exchange Server databases are not cataloged and backed up if they exist on

the following:

m Rawdevice mapping (RDMs). Make sure that the Exchange virtual machine
does not use RDM as storage for databases and transaction logs.

m Virtual Machine Disk (vimdk) volumes that are marked as independent.
Make sure that the Exchange databases and transaction logs are not stored

on independent disks.

m  Mount point volumes.

m Virtual hard disks (VHDs).

If NetBackup detects any database objects on a VHD, the ASC job fails and
no Exchange content is cataloged. This exclusion includes any objects that

do not exist on the VHD.

m The ASC job detects an excluded Windows boot disk and treats it like an

independent disk.

The VMware backup cannot exclude for any reason the disk on which
NetBackup is installed. For example, do not select the Exclude boot disk
option if NetBackup is installed on the boot drive (typically C:).

About configuring VMware backups that protect
Exchange Server

Use the following steps to configure NetBackup for VMware backups that protect

Exchange Server.

Table 8-1 Steps to configure a VMware backup that protects Exchange Server
Step Action Description
Step1 | Reviewer: Added this step 5/22/12 See the NetBackup for VMware Administrator's Guide.
Configure 3{0ur VMware environment and add the Reviewer: Took this from the VMware guide.
necessary licenses. On each ESX server that hosts the database, add the
NetBackup for Exchange license and the Enterprise
Client license.
Install the NetBackup client software on the virtual
machines that have Exchange running. Also install the
client on any CAS servers that perform restores.
Step2 | Install the Symantec VSS Provider. See “Installing the Symantec VSS provider for vSphere

” on page 199.
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Steps to configure a VMware backup that protects Exchange Server

Step

Action

Description

Step 3

Reviewer: Added 7/20/12

If you want to use Replication Director to manage
your VMware snapshots and snapshot replicas,
special configuration is required.

This feature requires the NetBackup Replication
Director license.

Perform the following tasks:

m Create a storage lifecycle policy (SLP).
See the NetBackup Replication Director Solutions
Guide.

m Configure the NetBackup Client Service with an
account that has access to the NetApp filer.
See “Configuring NetBackup with access to the CIFS
share on the NetApp disk array” on page 207.

Step 4

If you want to restore individual mailbox and
public folder items from the VMware backup,
review the requirements for granular recovery.

Writer: Create account and services use it. Note RD
requires NBU Client Service logon account to NetApp.
For Exchange 2010, configure NFS and the NetBackup
Client Service on the CAS server and on any clients
that are used for browsing. For Exchange 2007,
configure NFS and the NetBackup Client Service on
any clients that are used to browse or restore.

See “Configuring Granular Recovery Technology (GRT)
with a VMware backup that protects Exchange”
on page 200.

Step 5

Configure a VMware policy.

See “Configuring a VMware policy to back up Exchange
Server” on page 204.

See the NetBackup for VMware Administrator's Guide.

Step 6

For Exchange 2007, disable circular logging for
all Exchange storage groups. For Exchange 2010,
disable circular logging for all databases.

Installing the Symantec VSS provider for vSphere

Note: You must install the latest version of the Symantec VSS provider. If you
have an existing version of the provider, you must first uninstall the old version.
Upgrading the NetBackup Client does not upgrade the Symantec VSS Provider.

To use the Symantec VSS provider you must install it manually following
installation of the NetBackup for Windows client. If the VMware VSS provider is
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installed, the installation program removes it and may require a restart of the
computer.

To install the Symantec VSS provider

1 Browse to the following location:

install path\Veritas\NetBackup\bin\goodies\

Double-click on the Symantec VSS Provider for vSphere shortcut.
Follow the prompts.

When the utility has completed, restart the computer if prompted.

g ~ W N

Following the restart, the utility resumes. Follow the prompts to complete
the installation.

To uninstall the Symantec VSS provider

1 Inthe Control Panel, open Add or Remove Programs or Programs and
Features.

2 Double-click on Symantec VSS Provider for vSphere.

The uninstall program does not automatically reinstall the VMware VSS
provider.

Configuring Granular Recovery Technology (GRT) with
a VMware backup that protects Exchange

This topic includes the steps to configure your NetBackup environment so that
you can restore individual Exchange mailbox and public folder objects from a
VMware backup.

Reviewer: Changed "Exchange granular clients" to "all Exchange mailbox servers
and CAS server".

Table 8-2 Configuring Granular Recovery Technology (GRT) with a VMware
backup that protects Exchange
Step Action Description
Step1 | Verify that you have a supported Exchange Server | See the NetBackup Database Agent Compatibility
configuration and have a media server platform that | List.
supports GRT. See the NetBackup Operating System Compatibility
List.
Step 2 | Ensure that requirements are met for the Exchange | See “Exchange server software requirements for

server software.

NetBackup for Exchange” on page 26.
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Table 8-2 Configuring Granular Recovery Technology (GRT) with a VMware
backup that protects Exchange (continued)
Step Action Description
Step 3 | All mailbox servers and the CAS Server must meet | To determine which clients to configure, refer to the
certain requirements, including the following: following topic:
B Reviewer: Updated 10/22/12 See “Exchange granular clients and VMware
On each server, have an unassigned drive letter | backups” on page 44.
This .req}lir en}ent does not apply if you use In a cluster or replicated environment, perform the
Replication D1re'ct0r. ] steps on each database node in the cluster. For an
m Have Network File System (NFS) configured or Exchange 2010 DAG, perform the steps on each
enabled database node in the DAG and the CAS server.
This requirement does not apply if you use
Replication Director.
m The Exchange credentials (in the Exchange client
host properties) are configured.
Step4 | Onall Exchange mailbox servers and the CAS Server, Note: This requirement does not apply if you use
ensure that each node has an unassigned drive letter Replication Director
on which to mount the backup image.
Step5 | Onall Exchange mailbox servers and the CAS Server,

enable or configure NFS for your environment.

Note: This requirement does not apply if you use
Replication Director.

In a cluster or replicated environment, perform the
steps on each database node in the cluster. For an
Exchange 2010 DAG, configure the nodes that
browse for backups and the CAS server. This
configuration is not needed to capture the data
during backups of the virtual machine.

See “About configuring Services for Network File
System (NFS) on Windows 2008 and Windows 2008
R2” on page 65.

See “About configuring Services for Network File
System (NFS) on Windows 2003 R2 SP2” on page 73.

See “Configuring a UNIX media server and Windows
clients for backups and restores that use Granular
Recovery Technology (GRT)” on page 78.
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Table 8-2

Configuring Granular Recovery Technology (GRT) with a VMware

backup that protects Exchange (continued)

Step

Action

Description

Step 6

Reviewer: Does the "minimal" account for Exchange
2010 actually have "domain privileged rights"? If not,
I will need to rewrite this sentence.

On all Exchange mailbox servers and the CAS Server,
create an Exchange mailbox for NetBackup (or
account for NetBackup Exchange operations).

See “About configuring the account for NetBackup
Exchange operations” on page 46.

Step 7

Reviewer: Updated 2/22/13

On all Exchange mailbox servers clients and the CAS
server, configure the Exchange credentials (in the
Exchange client host properties) with the account
you created in the previous step.

For a VMware backup that uses Replication Director,
also configure the NetBackup Client Service with an
account that has access to the CIFS shares on the
NetApp disk array.

In a cluster or replicated environment, perform the
steps on each database node in the cluster. For
Exchange 2010, perform the steps on each database
node in the DAG and the CAS server.

See “Configuring NetBackup with access to the CIFS
share on the NetApp disk array” on page 207.

Step 7

Create a policy as follows:

m Select the VMware policy type.
m Select a supported disk storage unit.

See Disk Storage Types supported for Granular
Recovery Technology (GRT) at the following URL:

http://www.symantec.com/docs/TECH187917

See “Configuring a VMware policy to back up
Exchange Server” on page 204.

Granular recovery is automatically provided for any
VMware backups that protect Exchange. You do not
need to enable it in the policy.

Step 8

(Conditional) Configure the privileges for granular
operations.

If you want to perform user-directed granular
browse and restore operations, configure the
privileges for granular operations. Otherwise, you
need to perform granular operations from the server.

See “Allowing an Exchange server to browse a
backup or to redirect a restore to another server or
DAG” on page 83.
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Table 8-2 Configuring Granular Recovery Technology (GRT) with a VMware
backup that protects Exchange (continued)

Step Action

Description

Step9 | On the NetBackup server, configure the list of
Exchange hosts.

For backups in a DAG, cluster, private network, or
if you use a proxy host, you must create a mapping
of host names in the host properties of the master
server. For example, each DAG node and the CAS
server must be able to access a backup image using
the DAG name.

See “Configuring the Exchange hosts for a backup
that uses Granular Recovery Technology (GRT) ”
on page 79.

About configuring VMware policies to protect

Exchange Server

To back up an Exchange Server in a virtual machine, you configure a full backup

using the VMware policy type. Log truncation is optional. Granular Recovery
Technology (GRT) is automatically provided in the VMware backup.

Only the details specific to protecting Exchange Server are covered here. For
complete details on how to create a VMware policy, see the instructions in the

following document:

NetBackup for VMware Administrator’s Guide

For NetBackup to successfully truncate logs after a backup, the following apply:

m You must install the Symantec VSS provider.

m The ASC job must detect that the Symantec VSS provider is installed.

m The databases must be active, mounted, not in the exclude list, and protectable.

See “Limitations of using a VMware policy to protect Exchange Server”

on page 197.

Note the following when you configure a VMware policy for Exchange Server

backups:

m Dismounted databases are not protected.

® You cannot configure an incremental backup of Exchange with a VMware

policy. Instead, you must create an MS-Exchange-Server policy for Exchange

incremental backups. If you attempt to back up Exchange with a VMware
incremental policy, the Application State Capture (ASC) job fails. However,
the VMware backup job is successful. Use caution if you use both a VMware
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policy for full backups and an Exchange policy for incremental backups. Ensure
that the backups are scheduled to occur at distinct times.

Consistency checks of the Exchange databases are not performed with VMware
backups.

Reviewer: I deleted the item that most Exchange client host properties do not
apply to VMware backups. The user can look at the individual properties to see
what applies to which kind of operation.

Reviewer: Lowell said, "Applies to GRT browse and restore of a snapshot copy
of the VMware image. Does not apply if you only do database browse and restore,
or to any operations on a tar copy of the VMware image." Do you mean that you
want me to tell the user that they do not have to configure the Exchange
credentials or the NBU Client service UNTIL they do a GRT browse or restore
onthe snapshot? (or only on the systems that perform GRT browse and restores?)
For a VMware backup that uses Replication Director, provide the Exchange
credentials in the host properties for the Exchange server. Configure the logon
account for the NetBackup Client Service with the credentials that can access
the NetApp disk array.

See “About the Exchange credentials in the client host properties” on page 39.
See “Configuring NetBackup with access to the CIFS share on the NetApp disk
array” on page 207.

GRT is always available in the VMware policy.

The backup history is not saved for a VMware backup that protects Exchange
Server. It does not apply with VMware backups because NetBackup protects
only the databases whose active copy is on the virtual machine.

You may encounter problems if you select VM hostname for the Primary VM
identifier. When you browse for and select the virtual machine for the VMware
policy, the appropriate address or client name may not be returned. If this
problem occurs, use VMware display name instead.

Configuring a VMware policy to back up Exchange

Server

This topic describes how to configure a VMware policy to back up Exchange Server.
Optionally, you can use NetBackup Accelerator. For log truncation, the Symantec
VSS Provider must be installed.

See “Installing the Symantec VSS provider for vSphere ” on page 199.
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To configure a VMware policy to back up Exchange Server

1
2
3

10
11

12

Create a new policy or open the policy you want to configure.
In the Policy dialog box, click the Attributes tab.
In the Policy type list, select VMware.

For complete details on how to create a policy for VMware backups, see the
NetBackup for VMware Administrator’s Guide.

To use NetBackup Accelerator, click Use Accelerator.

Accelerator uses the initial full backup to establish a baseline. Any subsequent
backups that are performed with Accelerator can run significantly faster.
More information on Accelerator is available:

See “About policy attributes for NetBackup for Exchange” on page 95.
See the NetBackup for VMware Administrator's Guide.
On the Clients tab click Select automatically through query.

If you encounter problems using a query, on the VMware tab try changing
the Primary VM identifier from VM hostname to VMware display name.

From the NetBackup host to perform automatic virtual machine selection
list, select the host you want to use.

Use the Query Builder to create a rule(s) that selects the virtual machine(s)
you want to back up.

For more details on the Query Builder, see the NetBackup for VMware
Administrator’s Guide.

Click the Backup Selections tab.
This tab displays the query you created on the Clients tab.
Click the VMware tab.

For details on the options in this dialog box, see the following document
NetBackup for VMware Administrator’s Guide.

Select the Primary VM identifier to use to catalog the backups.
Select Enable file recovery from VM backup.
This option must be enabled for application protection of Exchange Server.

Enable or disable the Enable block-level incremental backup option as
follows:

m Enable this option if you selected Use Accelerator.

m Disable this option if you do not use NetBackup Accelerator.
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13

14

Select Enable Exchange Recovery.

This option enables recovery of the Exchange databases or mailbox messages
from the virtual machine backups. If this option is disabled, you can recover
the entire virtual machine from the backup, but you cannot recover the
databases or mailbox messages individually.

(Optional) Select Truncate logs.

This option truncates the transaction logs when the VMware snapshot of the
virtual machine is complete.

Configuring a VMware policy to back up Exchange
Server using Replication Director to manage snapshot

replication

Reviewer: Created a new topic for a "replication director" policy.

This topic describes how to configure a VMware policy to back up Exchange Server
using Replication Director to manage snapshot replication. Note that NetBackup
must have access to the CIFS share on the NetApp disk array. For log truncation,
the Symantec VSS Provider must be installed.

See “Configuring NetBackup with access to the CIFS share on the NetApp disk
array” on page 207.

See “Installing the Symantec VSS provider for vSphere ” on page 199.

To configure a VMware policy to back up Exchange Server using Replication Director
to manage snapshot replication

1
2
3

Create a new policy or open the policy you want to configure.
In the Policy dialog box, click the Attributes tab.
In the Policy type list, select VMware.

For complete details on how to create a policy for VMware backups, see the
NetBackup for VMware Administrator’s Guide.

Reviewer: Updated 1/28/13
In the Policy storage list select the storage lifecycle policy (SLP) that you
want to use. This SLP must be configured for snapshot replication.

For complete details on how to configure Replication Director with VMware
backups, see the NetBackup Replication Director Solutions Guide.

Reviewer: New step 1/28/13
In the Snapshot Client and Replication Director group, click Use Replication
Director.
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6 Click the Clients tab.
Click Select automatically through query.

If you encounter problems using a query, on the VMware tab try changing
the Primary VM identifier from VM hostname to VMware display name.

8 From the NetBackup host to perform automatic virtual machine selection
list, select the host you want to use.

9 Use the Query Builder to create a rule(s) that selects the virtual machine(s)
you want to back up.

For more details on the Query Builder, see the NetBackup for VMware
Administrator’s Guide.

10 Click the Backup Selections tab.
This tab displays the query you created on the Clients tab.

11 Reviewer: Removed mention of Enable file recovery... and Enable block-level
since these are disabled when you select Use Replication Director 1/28/13
Click the VMware tab.

For details on the options in this dialog box, see the following document
NetBackup for VMware Administrator’s Guide.

12 Select the Primary VM identifier to use to catalog the backups.
13 Select Enable Exchange Recovery.

This option enables recovery of the Exchange databases or mailbox messages
from the virtual machine backups. If this option is disabled, you can recover
the entire virtual machine from the backup, but you cannot recover the
databases or mailbox messages individually.

14 (Optional) Select Truncate logs.

This option truncates the transaction logs when the VMware snapshot of the
virtual machine is complete.

Configuring NetBackup with access to the CIFS share
on the NetApp disk array

If you use Replication Director to manage your VMware snapshots and snapshot
replication, you must configure the NetBackup Client Service with the account
that has access to the CIFS shared that are created on the NetApp disk array.

Note the following when you configure the logon account for the NetBackup Client
Service:
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Configure each client that performs granular operations. To determine which
clients to configure, see the following topics:

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

In a cluster environment, perform the steps on each database node in the
cluster. For Exchange 2010, perform the steps on each database node in the
DAG and the CAS server.

Add the credentials of the account for NetBackup Exchange operations to the
Exchange client host properties.
See “About the Exchange credentials in the client host properties” on page 39.

You do not need to configure the NetBackup Client Service if you do not use
Replication Director to manage your VMware backups.

To configure NetBackup with access to the CIFS shared on the NetApp disk array

1

2
3
4

Open the Windows Services application.
Double-click on the NetBackup Client Service entry.
Click on the Log On tab.

Add the account that has access to the CIFS shares that are created on the
NetApp disk array. To change the Log on as account, you must have
administrator group privileges.

Reviewer: For the NetApp account, what is a good example? Does the user need
to provide the domain name?

The account must include the domain name, followed by the user account,
domain_name\account. For example, recovery\netbackup.

Type the password.

Click OK.

Stop and start the NetBackup Client Service.
Close the Services control panel application.
Open the Local Security Policy.

Click Local Policies.

In the User Rights Assignment, add the account to the Replace a process
level token policy.

Run the group policy update command (group policy update) for this change
to take effect:

gpupdate /Force

Draft extracted 2013-2-27 2:09



Protecting Exchange Server data with VMware backups | 209

About restoring Exchange data from a VMware backup

About restoring Exchange data from a VMware backup

The user restores Exchange data from a VMware backup in the same manner that
you restore from a backup that is performed with the Exchange Agent. Though
you use a VMware policy type to back up the data, you use the
MS-Exchange-Server policy type for the restore. NetBackup displays the Exchange
data in the VMware backup image that is available for restore.

Note the following when you restore Exchange from a VMware backup:

m You cannot browse or recover granular items (GRT) from GPT disks (GUID
partition table).

B Reviewer: Instead of "tar" changed text to "disk image". Also added requirement
to have unassigned drive letter Updated 02/01/13
If you use Replication Director to create a disk image and want to restore from
that image, NFS is required to perform a granular browse and restore. The
following requirements apply:

®  You must configure NFS on the CAS Server (Exchange 2010) or the client
that you use to browse or restore.

m Each node must have an unassigned drive letter on which to mount the
backup image.

m All the restore options are available. You can recover to any of the following:
Writer: This is really feature info and should be earlier in the chapter

m A recovery storage group or recovery database
m Another storage group or database

m An alternate server
The target server can be a virtual computer or physical computer.

When you perform a restore, it is important that you select the appropriate source
or destination clients. Note the following:

m Insome cases the Primary VM identifier in the VMware policy does not match
the NetBackup client name that is configured for the VMware host. In this
case, you must configure the client to perform a redirected restore.

See “Allowing an Exchange server to browse a backup or to redirect a restore
to another server or DAG” on page 83.

m Forarestore of a cluster (including CCR and DAG), select the virtual Exchange
server name for the source client. If the client name for the VMware backup
used a fully qualified domain name (FQDN), the CCR name or DAG name is
also in FQDN format.
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m For arestore of an Exchange standalone server, you must select the source
client name that NetBackup used for the VMware backup. For example, a
particular Exchange Server has the real host name of £xchangesvil. You
configure a VMware backup policy using the VMware display name
Exchange serverl and perform a backup. When you want to perform arestore,
you browse for the backup using the source client name Exchange serverl.

m Select a destination client name that NetBackup recognizes. The destination
client name must be a network name or computer name. This name must allow
NetBackup to connect to the NetBackup client.

See the following topics for information on how to restore Exchange data from a
VMware backup:

See “About restoring Exchange snapshot backups” on page 150.

See “About restoring individual Exchange mailbox and public folder items”
on page 180.

See “About redirecting a restore of Exchange mailbox or public folder objects to
a different path” on page 186.

Enabling protection of passive copies of the Exchange
database with VMware backups

For DAG nodes or Exchange 2007 CCR nodes, only the active copies of the database
or active servers are cataloged. The passive copies of the databases or passive
servers are not cataloged. Log files are not truncated for the passive copies or
servers as long as the Symantec VSS Provider is installed.

To protect passive database copies, create the registry value described in the
procedure. Set this registry value on one VM in the DAG that serves as the backup
server for the DAG. This backup server should have a passive copy of each database
in the DAG.

To enable protection of passive copies of the Exchange database with VMware
backups

1 Onthe VM that serves as the backup server, open Regedit.
2 Open the following key:

HKEY LOCAL MACHINE\SOFTWARE\VERITAS\NetBackup\CurrentVersion\Agents

3 Create a new String Value named VM_Exchange_Backup_Passive_DBs.

4  Right-click on the new value and click Modify.
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5 Inthe Value data box, type Yes.
6 Click OK.

Draft extracted 2013-2-27 2:09



212 | Protecting Exchange Server data with VMware backups
Enabling protection of passive copies of the Exchange database with VMware backups

Draft extracted 2013-2-27 2:09



Recovering an Exchange
database to a repaired or
an alternate Exchange
server

This chapter includes the following topics:
m About recovery of Exchange databases

m Recovering an Exchange database

About recovery of Exchange databases

Table 9-1 describes the steps to recover an Exchange database.

Table 9-1 Recovering Exchange databases
Step Action Description
Step 1 Repair the Exchange server or create | If you need to recover an Exchange database, you can
an alternate Exchange server restore it to a repaired Exchange server or to an

alternate Exchange server. For instructions on
performing a diaster recovery of an Exchange server,
see Table 9-2.

Step 2 Recover the Exchange database. See “Recovering an Exchange database” on page 214.
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Recovering an Exchange database

Table 9-1 Recovering Exchange databases (continued)
Step Action Description
Step 3 Extract mailbox or public folder data | After you restore to an alternate server, you then can

to the server.

extract mailbox or public folder data to that server.
The following article explains how to configure an
alternate server for restore operations:

http://www.symantec.com/docs/TECH29816

Table 9-2 describes the resources available that describe how to recover an

Exchange database.

Reviewer: Do we have instructions for DR of Exchange 2013? 1/31/13

Table 9-2 Instructions for performing a diaster recovery of an Exchange server

Exchange 2010 http://technet.microsoft.com/en-us/library/dd876880(EXCHG.140).aspx

Exchange 2007 http://technet.microsoft.com/en-us/library/aa998848.aspx

Exchange 2003 Exchange 2003 Disaster Recovery Operations Guide

http://technet.microsoft.com/en-us/library/bb125070.aspx

All versions of www.microsoft.com/exchange

Exchange

See “Recovering an Exchange database” on page 214.

See “Prerequisites and operational notes for restoring Exchange individual
mailboxes, mailbox folders, public folders, or messages” on page 181.

See “About restoring Exchange database data” on page 148.

Recovering an Exchange database

To recover an Exchange database

1 Onan alternate or a repaired Exchange server, create databases (Exchange
2010 or later) or storage groups (Exchange 2007 and earlier) that match the
original databases or storage groups.

You can use the Backup, Archive, and Restore interface on the master to view
the correct logical names of the databases or storage groups you want to

recover.

2 Mount and dismount each database store you want to restore.

This action creates the data files NetBackup requires for restore.
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11
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Right-click the database store and click Properties.
On the Database tab, click This database can be overwritten by arestore.

Install the NetBackup client software on the alternate or the repaired
Exchange server.

On the master server, open the Backup, Archive, and Restore interface.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, specify the
following:

Server to use for backups and restores  Select the NetBackup server that
performed the backup.

Source client for restores Select the client from which the backup
was performed. For a clustered or DAG
environment, this client is the virtual DAG
name or the virtual cluster name.

Policy type for restores Select MS-Exchange-Server.

Destination clients for restores Select the client where you want to direct
the restore. This client is either the
alternate or the repaired Exchange server.

Click OK.
Restore the databases and transaction logs.

See “Restoring storage groups or storage group databases from a streaming
backup” on page 175.

Reconnect the mailboxes you recovered to their Active Directory user
accounts.

If yourecovered to an alternate Exchange server, Symantec recommends you
restore mailbox data from a backup that used Granular Recovery Technology
(GRT).

You can also use a third party tool such as EXMerge to move individual items
from an alternate database or an RDB or RSG.

See the Microsoft website for more information about EXMerge.
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Troubleshooting backups
and restores of Exchange

Server

This chapter includes the following topics:

About NetBackup for Exchange debug logging

Viewing Event Viewer logs on an off-host Exchange server

About NetBackup status reports

Exchange Server transaction log truncation errors

Troubleshooting LCR, CCR, and Database Availability Group (DAG) recovery

Troubleshooting an Exchange mailbox operation with a status 5 error with
bprestore

Dynamic enforcement of path length limit for Exchange backups and restores
Troubleshooting Exchange snapshot operations

Troubleshooting Exchange jobs that use Granular Recovery Technology (GRT)
About concurrent restore of multiple storage groups

Increased memory usage with Exchange 2010

Finding the virtual Database Availability Group (DAG) node

Displaying and resetting the Backup Status for a Database Availability Group
(DAG)

Troubleshooting VMware backups and restores of Exchange Server
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About NetBackup for Exchange debug logging

The NetBackup master server and client software offers a comprehensive set of
debug logs for troubleshooting problems that can occur during NetBackup
operations. Debug logging is also available for Exchange Server backup and restore
operations.

See the following topics for information on how to create the logs and how to
control the amount of information written to the logs.

See “Enabling the debug logs for a NetBackup for Exchange client automatically”
on page 218.

See “Debug logs for NetBackup for Exchange backup operations” on page 219.
See “Debug logs for NetBackup for Exchange restore operations” on page 219.

See “Setting the debug level on a NetBackup for Exchange Windows client”
on page 223.

After you determine the cause of the problem, disable debug logging by removing
the previously created debug logging directories. Details are available on the
contents of these debug logs.

See the NetBackup Troubleshooting Guide.

Additional information about NetBackup client logs and NetBackup master server
logs is available.

See the online help for the Backup, Archive, and Restore interface.

See the NetBackup Administrator’s Guide, Volume I.

Note: When debug logging is enabled, the files can become large. The same files
are used by normal file backups.

Enabling the debug logs for a NetBackup for Exchange client
automatically

You can enable debug logging by running a batch file that creates each log
directory. To create all log file directories automatically, run the following:

install path\NetBackup\logs\mklogdir.bat
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Debug logs for NetBackup for Exchange backup operations

After you perform a backup, debug logging information is placed in the
install path\Netbackup\logs directory. A subdirectory is created for each
process. The debug log file is named mmddyy. 1og.

Snapshot backups

Backups that use GRT
(non-VMware)

VMware backups

Exchange 2010 and later
backups

For details on logging, see the NetBackup Troubleshooting Guide.

Refer to the following logs:

bpbkar

For off-host backups, the bpbkar log exists on the alternate client.

bpfis

For off-host backups, the bpfis log exists on the alternate client and the primary
client

Refer to the following logs:

bpbkar
nbfsd
This log appears on the client and the media server.

Refer to the following logs:

bpbkar
bpfis
ncfnbcs

For ASC issues and failures, this log is created on the VM that is backed up.

Refer to the following logs:

bpbkar

bpresolver

This log is written to the DAG node. To determine the active node, see the
following:

See “Finding the virtual Database Availability Group (DAG) node” on page 229.

Debug logs for NetBackup for Exchange restore operations

Reviewer: Rob asked: Should we start mentioning how to get better granular control

of ncflbc and ncfgre logging?

After you perform a restore, debug logging information is placed in the
install path\Netbackup\logs directory. A subdirectory is created for each
process. The debug log file is named mmddyy. 1o0g. For legacy logging, the file is
named mmddyy. 1og. For unified logging, the log file is in a format that is
standardized across Symantec products.
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For details on both unified and legacy logging, see the NetBackup Troubleshooting
Guide.

All restores, except those Refer to the following logs:
with Granular Recovery

B Revi : Added 2/1/13
Technology (GRT) eviewer ed2/1/

bpbrm

This log appears on the media server.
B Reviewer: Added 2/1/13

bpdbm
B Reviewer: Added 2/1/13

bprd
m tar

Restores with GRT Refer to the following logs:

B Dbeds
W Reviewer: Added 2/1/13
bpdbm
B Reviewer: Added 2/1/13
bpbrm
This log appears on the media server.
B Reviewer: Added 2/1/13
bprd
B nbfsd
Reviewer: Updated 12/20/12
This log appears on the client and the media server. This log does not apply for
browse and restore operations from VMware snapshot copies (using Replication
Director).
B ncflbc
This log is for nb1bc.exe. It appears on the destination client or proxy client.
B ncfgre
This log is for nbgre . exe. It appears on the destination client.
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Refer to the following logs:

bpbkar

For off-host Instant Recovery restores, bpbkar logs on the alternate client.
Reviewer: Added 2/1/13

bpbrm

This log appears on the master server.

Reviewer: Added 2/1/13

bpdbm

bpfis

This log applies to Instant Recovery rollback restores. For off-host Instant Recovery
restores, bpfis logs exist on both the primary and the alternate clients.

bppfi

For off-host Instant Recovery restores, bppfi logs on both the primary and the
alternate clients.

Reviewer: Added 2/1/13

bprd

tar

For off-host Instant Recovery, this log appears on the primary client.

Refer to the following logs:

bpbkar

Reviewer: Added 2/1/13

bpdbm

Reviewer: Added 2/1/13

bprd

bpresolver

This log is written to the DAG node or other destination client, if specified. To
determine the active node, see the following:

See “Finding the virtual Database Availability Group (DAG) node” on page 229.

Refer to the following logs:

bpbkar

Reviewer: Added 2/1/13
bpdbm

bppfi

Reviewer: Added 2/1/13
bprd

tar
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Restores from snapshots Reviewer: Added 12/20/12
using Replication Director ~ Refer to the following logs:

B Dbpbkar

This log is written to the backup host.
B Reviewer: Added 2/1/13

bpdbm
B Dbpfis
B Reviewer: Added 2/1/13

bprd
B ncfnbhfr

This log is written to the backup host.
B tar

This log is written to the target Exchange server.

Symantec VSS provider logs

The Symantec VSS provider records its activities in Windows event logs. Debug
logs are also available at the following location:

\Program Files\Symantec\Symantec VSS provider\logs

Reviewer: Added 12/20/12
Add the registry key as follows to enable Symantec VSS provider logging.

To enable Symantec VSS provider logging in the registry

1 Logonasadministrator on the computer where NetBackup server is installed.
2 Open Regedit.

3 Open the following key.:

HKEY LOCAL MACHINE\SOFTWARE\Symantec\Backup Exec for Windows\Backup Exec\Engine\Logging

Create a new DWORD value named CreateDebugLog.
Right-click on the new value and click Modify.

In the Value data box, enter 1.

Click OK.

N o o b~

To increase the log debug level modify both the pre-freeze-script.bat and
post-thaw-script.bat files.Add the -10g parameter to the script, at the line where
BeVssRequestor.exe is called. VMware determines which script is invoked.
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Toincrease the debug level, change the following line in the pre-freeze-script.bat:

BeVssRequestor.exe -pre2 -logscreen !SkipExReplica! !SkipSQL!
!VMBackupType! !ExcludeList!

to:

BeVssRequestor.exe -pre2 -logscreen !SkipExReplica! !SkipSQL!
!VMBackupType! !ExcludeList! -log

Also change the following line in the post-thaw-script.bat:

BeVssRequestor.exe -post2 -logscreen !SkipExReplica! !SkipSQL!
!'VMBackupType! !ExcludeList!

to:

BeVssRequestor.exe -post2 -logscreen !SkipExReplica! !SkipSQL!
!VMBackupType! !ExcludeList! -log

Setting the debug level on a NetBackup for Exchange Windows client

To control the amount of information that is written to the debug logs, change
the General, Verbose, and Database debug levels on the client(s). Typically, the
default value of 0 is sufficient. However, technical support may ask you to set the
value higher to analyze a problem.

The debug logs are located in install path\NetBackup\logs.
To set the debug level on a NetBackup for Exchange client

1 From the Windows Start menu, choose Programs > Symantec NetBackup >
Backup, Archive, and Restore.

Select File > NetBackup Client Properties.
Click the Troubleshooting tab.
Set the General debug level.
Set this level as high as 2.
5 Set the Verbose debug level.
Set this level as high as 5.
6 Click OK to save your changes.
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Viewing Event Viewer logs on an off-host Exchange

server

During the verification of an off-host backup, Exchange Server logs messages on
the off-host server. These logs are helpful if you need to troubleshoot the
verification stage of the backup. The application event logs are used for Exchange
snapshot backup and restores and for consistency checks. If Exchange Server is
not installed on the remote server, you cannot view the details of these logs.

You can view the logs on the remote server in one of the following ways:

m See “Connecting to the remote Exchange server from within Event Viewer”
on page 224.

m See “About installing the Exchange System Management Tools on the remote
server” on page 224.

Connecting to the remote Exchange server from within Event Viewer

You can view the logs on the remote server by opening Event Viewer on a server
that has Exchange Server installed. Then connect to the remote computer (the
server that performed the off-host backup).

To connect to the remote server from within Event Viewer

Log in to a server that has Exchange Server installed.

Open the Event Viewer.

Click Actions > Connect to another computer.

In the Select Computer dialog box, click Another computer.

Type the name of the remote server or click Browse to select the server.

Click OK.

N OO 0B~ WN P

In the left-hand pane, click Application to view the Exchange logs related to
the off-host backup.

About installing the Exchange System Management Tools on the remote

server

Toinstall the Exchange System Management Tools, refer to the following articles:

m On the Microsoft Support website, refer to article 834121:
http://support.microsoft.com

m On the Microsoft TechNet website, refer to the Administration Guide for
Exchange Server 2003:
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About NetBackup status reports

NetBackup provides many standard status reports to verify the completion of
backup and restore operations. In addition, users and the administrator can set
up additional reports if a site requires them.

The administrator has access to operational progress reports through the
NetBackup Administration Console. Reports can be generated for Status of
Backups, Client Backups, Problems, All Log Entries, Media Lists, Media Contents,
Images on Media, Media Logs, Media Summary, and Media Written. These reports
can be generated for a specific time frame, client, or master server.

See the NetBackup Administrator’s Guide, Volume I for details.

Progress reports on the client allow easy monitoring of user operations. When
reports are created by the NetBackup client for each user-directed backup or
restore operation, administrators can monitor these operations and detect any
problems that may occur.

See “Viewing the progress report of a NetBackup for Exchange operation”
on page 225.

Viewing the progress report of a NetBackup for Exchange operation

This topic describes how to view the progress report of a NetBackup for Exchange
backup or restore operation.

To view the progress report of a NetBackup for Exchange operation
1 Choose File > View Status.

2 Click the task for which you want to check the progress.

3 Click Refresh.

More information is available on progress reports and the meaning of the
messages.

See the NetBackup Backup, Archive, and Restore Getting Started Guide.

Exchange Server transaction log truncation errors

The Exchange server deletes transaction logs after a successful backup (for full
and differential backup types). If the Exchange server encounters any errors
during the deletion process, it logs this information in the application event log.
Since the actual backup was successful, NetBackup exits with a status 0 (successful
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backup). Refer to the Microsoft Exchange Server documentation for information
on any errors that are encountered with the transaction logs.

Troubleshooting LCR, CCR, and Database Availability
Group (DAG) recovery

If you restore a backup which included only uncommitted logs, Exchange may
report an error similar to the following:

Event Type: Error

Event Source: MSExchangeRepl
Event Category: Service

Event ID: 2059

Refer to the following article for information on how to resolve this issue:

http://www.symantec.com/docs/TECH88101

Troubleshooting an Exchange mailbox operation with
a status 5 error with bprestore

If you start an Exchange mailbox restore operation with the bprestore command
and encounter a status 5 error, check that the path is correct. The bp1ist command
does not properly escape the “[” and “]” characters.

For example, bp1list returns the following path for a mailbox:
/Microsoft Information Store/SGl/Mailboxl/backrestl100 [backrestl100]/
Instead, edit the path so it appears as follows:

/Microsoft Information Store/SGl/Mailboxl/backrestl100 \[backrestl100\]/

Note: For VMware backups and restores, you need only configure the systems
that browse for backups and the CAS server. This configuration is not needed to
capture the data during backups of the virtual machine.

Dynamic enforcement of path length limit for
Exchange backups and restores

The NetBackup Administrator’s Guide for Windows, Volume I details that files
and directories with path lengths greater than 1023 are automatically excluded
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from backups. For Exchange MAPI mailbox backups and for GRT-enabled backups,
the path length limit applies to individual mailbox folders and messages. When
a legacy mailbox backup encounters an item that exceeds the limit, the backup
job reports a final status of 1. This status indicates that some items were not
backed up, and the job details tell you which items were skipped. For granular
backups NetBackup checks the pathname length limit and reports exceptions,
during browsing and restoring of the granular backup image. It logs the pathnames
that exceed the limit in the unified logging ncf1bc or ncfgre logs. Then it reports
the items that were skipped during restore to the View Status window.

Troubleshooting Exchange snapshot operations

Note the following when you perform Exchange snapshot backup or restore
operations:

m If you want to restore a snapshot backup from a multiplexed tape, restore the
entire storage group. If you attempt to restore a single database from a storage
group that contains multiple databases, the restore may fail. This issue will
be fixed in a future release.

m If you want to restore from a snapshot image, the restore fails if an
Exxrestore.env file exists in the transaction log folder for the database or
the storage group. This temporary Exchange file can be left from a previously
failed restore. A Windows application event log entry from Exchange tells you
that this file is the problem. Remove this file manually before you attempt
another restore.

m When you launch an Exchange off-host backup from the Backup, Archive, and
Restore interface or from a node in a DAG, the progress log window does not
display the usual progress messages as when a scheduled backup is executed.
This lack of progress logging does not affect the backup operation. If you want
detailed progress, use the NetBackup Administration Console to launch a
manual backup operation of the Exchange policy.

See “Performing a manual backup for an MS-Exchange-Server policy”
on page 136.

Troubleshooting Exchange jobs that use Granular
Recovery Technology (GRT)

Note the following when you use NetBackup to perform backup or restore
operations using Granular Recovery Technology:
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m Disable or uninstall QLogic SANSurfer software. It may conflict with the
portmapper for Client for NFS.

m Before you install NFS on the media server or client(s), look for the ONC/RPC
Portmapper service. If it exists, stop it and disable it. Otherwise, the installation
of NFS Services for Windows fails.

m Astatus 1 error may occur for a GRT-enabled backup if the granular processing
operations failed to complete successfully. The job details under the Activity
Monitor or error log should indicate if this failure is what caused the status 1.
Do the following:

m Look at the bpbkar debug log for more information.

m A streaming backup still truncates transaction logs if the job ended with a
status 1 because of a granular processing operation failure. In this situation,
the backup image is suitable for database recovery.

m NetBackup must be able to contact the proxy host (if applicable) or destination
client.
If NetBackup cannot contact this client, then errors appear in the “Problems”
or “All Log Entries” reports. The following error messages appear in the
NetBackup error logs:

The granular proxy <clientname> for client <clientname> could not be
contacted. Unexpected results may have occurred. See bprd debug log for more
details.

Could not connect to <clientname> for virtual browse operation, errno=#,
bpcd_status=#
See “Exchange granular clients and non-VMware backups ” on page 43.

m Technical Support may want nbfsdlogs from the media server. Use the Verbose
setting carefully as the nbfsd log can grow very large.

About concurrent restore of multiple storage groups

When you use multiple backup streams, for example, one stream for each storage
group, only the last storage group restored from the last restore job is properly
mounted. Recovery of the remaining storage groups is not complete.

Take one of these corrective actions:

m If you want to restore from a snapshot backup, simply mount the unmounted
storage groups.
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m If you want to restore from a legacy (non-snapshot) backup, restore the logs
from the last backup set for each storage group individually.

To avoid these steps, you can also restore the storage groups individually in
separate restore operations.

Increased memory usage with Exchange 2010

Reviewer: Does this issue exist for Exchange 2013? 1/11/13

As you increase the number of mailbox users with Exchange 2010, MONAD . EXE
uses more memory during backup operations. Symantec is working with Microsoft
to fix this problem.

Finding the virtual Database Availability Group (DAG)

node

Finding the virtual Database Availability Group (DAG) node

1 Start Programs > Administrative Tools > Failover Cluster Management on
one of the Exchange DAG servers.

In the left pane, select the DAG.
3 Intheright pane, under Summary of Cluster, locate Current Host Server.

This server is where the virtual DAG resides.

Displaying and resetting the Backup Status for a
Database Availability Group (DAG)

Use the following commands to display and reset the Backup Status for a DAG.
More information is available about how the Backup Status is used to choose the
node from which to perform the backup.

See “Backup status for Exchange Database Availability Groups (DAGs) and the
preferred server list” on page 121.

Note: -EXDB is case sensitive

To display the Backup Status database, enter one of the following commands from
the NetBackup master server:

bpclient -client host name -EXDB
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bpclient -All -EXDB

where host_name is the name of the DAG. The output from this command is as
follows:

EX DB: DAG DB3 EX SRVR: EXSRV3 EX TIME: 1259516017 EX COUNT: 1 EX STATUS: 156
EX DB: DAG MBOX7 EX SRVR: EXSRV3 EX TIME: 1259516040 EX COUNT: 2 EX STATUS: O
EX DB: EXCHDB0O1l EX SRVR: EXSRV2 EX TIME: 1259516018 EX COUNT: 1 EX STATUS: O

Note: -exdb is case sensitive

To reset the Backup Status database for a particular Exchange database, enter
the following command:

bpclient -client host name -update
-exdb <db_ name:server name|:timestamp:count:status]>

For example:

bpclient -client DAG Name -update -exdb DAG DB3:EXSRV1:0:0:0

Troubleshooting VMware backups and restores of
Exchange Server

One Application State Capture job is created per VM, regardless of which
applications are selected in policy.

Note the following when you perform a VMware backup that protects an
application:

m The ASC job can fail if the VMware disk layout has changed since the last
discovery. In this situation, you must force NetBackup to rediscover virtual
machines by lowering the value of the Reuse VMselection query results for
option. See the NetBackup for VMware Administrator's Guide.

m If the ASC job fails, the VMware snapshot or backup continues.
Application-specific data cannot be restored.
When you query the SQL Server Management Studio (SSMS), it may show that
the database was backed up. In this case, though the database was skipped,
the snapshot was still successful.

m Failure results in the discovery job or parent job exiting with status 1.

m ASC messages are filtered to the ASC job details.
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If you enable recovery for a particular application but that application does
not exist on the VM, the ASC job returns Status 0.

Details on the ASC job can be found in the Activity monitor job details.

If neither the Symantec nor the VMware VSS Provider is installed at the time
of backup, the Exchange databases are not quiescent. In this case, the recovery
of an Exchange database after it is restored may require manual steps using
the Exchange eseuTIL utility.

bpfis is executed and simulates a VSS snapshot backup. This simulation is
required to gain logical information of the application.
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Configuring mailbox and
public folder operations

(Exchange 2007 and
Exchange 2003)

This appendix includes the following topics:
m About Exchange mailbox and public folder operations with MAPI

m About configuring the account for NetBackup Exchange operations for mailbox
and public folder operations

m Configuring the logon account for the NetBackup Client Service for mailbox
and public folder operations

m About configuring Exchange Single Instance Store backups (Exchange 2007)

m Policy recommendations for Exchange Server 2007 mailbox or public folder
backups (with MAPI)

m Configuring a policy for backups of individual Exchange mailboxes or public
folders (Exchange 2007)

m Adding backup selections to an Exchange policy for mailbox and public folder
backups (Exchange 2007)

m Notesand limitations when you create a backup selections list for mailbox and
public folder backups (with MAPI)

m About excluding Exchange items from mailbox and public folder backups
(Exchange 2007)
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m Configuring exclude lists for Exchange clients in mailbox and public folder
backup policies

m Using wildcards in an Exchange backup selections list for mailbox or public
folder backups

m Performing user-directed backups of individual mailboxes and public folders
with MAPI (Exchange 2007)

m Restoring Exchange mailbox or public folder objects from mailbox or public
folder backups

m Redirecting mailbox or public folder object from a mailbox backup

m Debug logs for NetBackup for Exchange mailbox and public folder backup and
restore operations

About Exchange mailbox and public folder operations

with MAPI

Reviewer: Added 11/30/12

Mailbox and public folder operations are performed with MAPI. This type of
backup is only available with Exchange 2007 and requires the use of a specific
directive in the backup policy. This type of restore is only available with Exchange
2007 and 2003.

Symantec recommends that you perform streaming or snapshot backups. Mailbox
and public folder backups allow for mailbox or public folder recovery, but are not
adequate for disaster recovery. Exchange database backups are required for
disaster recovery. Backup with Granular Recovery Technology (GRT) enabled can
replace mailbox and public folder backups.

About configuring the account for NetBackup
Exchange operations for mailbox and public folder

operations

Reviewer: I split the MAPI specific information into it's own topic here. 10/22/12
NetBackup must have access to Exchange mailboxes and public folders so it can
do the following:

m Enumerate mailboxes when defining a policy.

m Perform backups of mailbox and public folder objects with MAPI (Exchange
2007).
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m Perform restores of mailbox and public folder objects with MAPI (Exchange
2007 and earlier).

NetBackup gains access to Exchange through a unique Exchange mailbox that
has permissions to perform backups and restores. This mailbox is referred to as
the account for NetBackup Exchange operations. Configure this account on all
Exchange mailbox servers and for any environment where you perform mailbox
operations, including clustered or replicated environments.

Reviewer: ET3064051 Added 1/30/13

By default, the NetBackup Client Service uses “Local System” for the logon account.
The “Local System” account lacks sufficient rights to execute remote PowerShell
calls to enumerate the Exchange environment. Configure the logon account for
the NetBackup Client Service with the credentials for the NetBackup Exchange
operations account.

Table A-1 Steps to configure the account for NetBackup Exchange operations
for mailbox backups and restores

Step Action Description
Step 1 On all the Exchange mailbox servers, | Configure the account for NetBackup Exchange operations
create an Exchange mailbox for as follows:
NetBackup. m Symantec recommends that you create a uniquely
named mailbox. Verify that this mailbox is not hidden.
m Ensure that the account has domain privileged rights.
m Refer to the following procedure:
See “Configuring the account for NetBackup Exchange
operations (Exchange 2007)” on page 52.
See “Configuring the account for NetBackup Exchange
operations (Exchange 2003)” on page 54.
Step 2 On all Exchange mailbox servers, See “Configuring the logon account for the NetBackup
configure the logon account for the Client Service for mailbox and public folder operations”
NetBackup Client Service. on page 236.
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Configuring the logon account for the NetBackup
Client Service for mailbox and public folder
operations

Note:

Reviewer: ET3064051 Added 1/30/13

NetBackup 7.6 contains a new option that is called Exchange credentials in the
Exchange client host properties. This property does not apply to mailbox and
public folder operations. For these operations, you must use the Exchange
credentials as the logon account for the NetBackup Client Service.

By default, the NetBackup Client Service uses “Local System” account to log on.
A different account is required for mailbox and public folder (MAPI) operations
so that NetBackup has permissions to perform Exchange backups and restores.
See the following topics for information on how to create this account.

See “Configuring the account for NetBackup Exchange operations (Exchange
2007)” on page 52.

See “Configuring the account for NetBackup Exchange operations (Exchange
2003)” on page 54.

Note the following:

m For mailbox and public folder operations with MAPI, configure the NetBackup
Client Service on all Exchange mailbox servers.

m In a cluster environment, perform the steps on each database node in the
cluster.

m Reviewer: ET2663714 8/17/12
If you use NetBackup for Exchange on a SAN client, use the same account for
the NetBackup Client Service and the SAN Client Fibre Transport Service.
Alternatively, you can provide the Exchange credentials in the client host
properties. In that case, you do not need to use the same credentials for the
SAN Client Fibre Transport Service.

To configure the logon account for the NetBackup Client Service for mailbox and
public folder operations

1 Open the Windows Services application.
2 Double-click on the NetBackup Client Service entry.
3 Click on the Log On tab.
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4 Provide the credentials for the account for NetBackup Exchange operations.
To change the Log on as account, you must have administrator group
privileges.

The account must include the domain name, followed by the user account,
domain_name\account. For example, recovery\netbackup.

Type the password.
Click OK.
Stop and start the NetBackup Client Service.

00 N O O

Close the Services control panel application.

About configuring Exchange Single Instance Store
backups (Exchange 2007)

Reviewer: Removed Exchange 2003 8/2/12

Exchange Server 2007 uses the Single Instance Store (SIS) to maintain
single-instance storage of mail messages. This capability in Exchange Server
allows the database to keep one copy of a message sent to multiple users on the
same server.

To back up the data that is stored on an SIS volume, select Enable single instance
backup for message attachments. Enable this option in the Exchange properties
for the NetBackup client where Exchange Server is installed.

See “Configuring Exchange client host properties” on page 31.
Note the following:

m This feature is only available for MAPI mailbox backups, not for snapshot
backups or any backups that use Granular Recovery Technology (GRT).

m Only attachments larger than 100 KB are backed up as SIS objects. Attachments
smaller than 100 KB are backed up with each individual message.

Policy recommendations for Exchange Server 2007
mailbox or public folder backups (with MAPI)

Refer to the following policy recommendations for Exchange 2007 mailbox or
public folder backup:

m Create a policy that backs up mailbox objects. This policy supports full,
incremental, and user-directed backups. (In Table A-2.)
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Create a policy that backs up public folder objects. This policy supports full,
incremental, and user-directed backups. (In Table A-3.)

The Enable granular recovery and Perform snapshot backups options are
not applicable for mailbox and public folder backups.

m You can create multiple data streams at the mailbox or public folder level.
See “Using wildcards in an Exchange backup selections list for mailbox or
public folder backups” on page 244.

m The example policies include the basic policy settings for an Exchange backup.
For more information on how to create policies, see the following:
See “Configuring a policy for backups of individual Exchange mailboxes or
public folders (Exchange 2007)” on page 239.

m In NetBackup 7.6, mailbox and public folder backups (with MAPI) are not
supported with Exchange 2003 or Exchange 2010 or later.

Table A-2 NetBackup policy example for an Exchange Server 2007 mailbox

backup

Policy item

Configuration

Policy type

MS-Exchange-Server

Backup selections

Microsoft Exchange Mailboxes:\

Auto backup frequency

Weekly Full

Daily Incremental

Other configuration

A backup of all mailboxes may not complete within the
backup windows. Consider adding smaller groups of
mailboxes to multiple policies.

Perform snapshot backups and Enable granular recovery
are not applicable for mailbox backups.

Table A-3 NetBackup policy example for an Exchange Server 2007 public
folder backup

Policy item

Configuration

Policy type

MS-Exchange-Server

Backup selections

Microsoft Exchange Public Folders:\

Auto backup frequency

Weekly Full

Daily Incremental
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Table A-3 NetBackup policy example for an Exchange Server 2007 public
folder backup (continued)

Policy item Configuration

Other configuration Perform snapshot backups and Enable granular recovery

are not applicable for public folder backups.

Configuring a policy for backups of individual
Exchange mailboxes or public folders (Exchange 2007)

A mailbox or public folder policy includes individual mailbox or public folder
objects. This type of policy can only be configured for Exchange 2007. Before you
configure NetBackup for Exchange policy for these objects, review the
configuration that is necessary for this type of backup.

See “About configuring the account for NetBackup Exchange operations”
on page 46.

To configure a NetBackup for Exchange policy for mailbox or public folder backups
1 Logon tothe master server as administrator.
2 Start the NetBackup Administration Console.

3 If your site has more than one master server, choose the one on which you
want to add the policy.

4  In the NetBackup Administration Console, select NetBackup Management
> Policies. Then select Actions > New > New Policy.

5 Inthe Add a New Policy dialog box, in the Policy name box, type a unique
name for the new policy.

Click OK.

In the Add New Policy dialog box, in the Policy type list, select
MS-Exchange-Server.

The database agent policy type does not appear in the drop-down list unless
your master server has a license key for the database agent.

8 Complete the entries on the Attributes tab.
See “About policy attributes for NetBackup for Exchange” on page 95.
9 Add other policy information as follows:

m Add schedules.
See “Adding schedules to a NetBackup for Exchange policy” on page 97.
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m Add clients.
See “Adding clients to a NetBackup for Exchange policy” on page 100.

m Add database objects to the backup selections list.
See “Adding backup selections to an Exchange policy” on page 101.
See “Notes and limitations when you create a backup selections list for
mailbox and public folder backups (with MAPI)” on page 241.
See “Policy recommendations for Exchange Server 2007 mailbox or public
folder backups (with MAPI)” on page 237.

10 When you have added all the schedules, clients, and backup selections you
need, click OK.

Adding backup selections to an Exchange policy for
mailbox and public folder backups (Exchange 2007)

The backup selections list defines the Exchange objects to back up and the grouping
of Exchange objects for multiple data streams. Exchange objects are defined
through directives. You can append an individual object name to a directive to
specify a mailbox or public folder. You can use wildcards to specify a group of
such objects.

Note: In a backup policy, include directives from only one directive set. For
example, donotaddMicrosoft Information Store:\andMicrosoft Exchange
Mailboxes:\ OF Microsoft Exchange Public Folders:\ to the same policy.

The following directives exist for mailbox and public folder backups:

Table A-4 NetBackup for Exchange Server directive sets and directives for
mailbox and public folder backups

Directive set Directive(s) Notes
MS_Exchange Mailbox | NEW_STREAM Only supported for Exchange 2007.
Microsoft Exchange Mailboxes:\ See “Notes and limitations when you create a

backup selections list for mailbox and public folder
backups (with MAPI)” on page 241.

See “About excluding Exchange items from
backups” on page 106.
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Table A-4 NetBackup for Exchange Server directive sets and directives for
mailbox and public folder backups (continued)

Directive set Directive(s)

Notes

MS_Exchange_Public_ | NEW_STREAM

Folders Microsoft Exchange Public Folders:\

Only supported for Exchange 2007.

See “Notes and limitations when you create a
backup selections list for mailbox and public folder
backups (with MAPI)” on page 241.

See “About excluding Exchange items from
backups” on page 106.

Refer to the following topics when you add backup selections:

m See “Adding Exchange entries to a backup selections list by browsing (Windows

only)” on page 102.

m See “Adding Exchange entries to the backup selections list manually”

on page 103.

m See “Performing Exchange backups with multiple data streams” on page 103.

m See “About excluding Exchange items from backups” on page 106.

Notes and limitations when you create a backup
selections list for mailbox and public folder backups

(with MAPI)

Mailbox backups are performed with the Microsoft Exchange Mailboxes:\
directive. Public folder backups are performed with the Microsoft Exchange

Public Folders:\ directive.

Review the following information before you create a backup selections list for

mailbox or public folder backups:

m To perform backups of mailboxes, additional steps are required beyond policy

configuration.

See “About configuring the account for NetBackup Exchange operations”

on page 46.

m When you use mailbox or public folder directives, only backups of mailboxes
or folders are allowed. You cannot specify the backup of an individual message

or individual public document.

m Theroot path of an Exchange Mailbox object (Microsoft Exchange Mailboxes:\)

is case-sensitive.
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See “Policy recommendations for Exchange Server 2007 mailbox or public folder
backups (with MAPI)” on page 237.

About excluding Exchange items from mailbox and
public folder backups (Exchange 2007)

If you do not want to back up certain mailboxes or public folders, you can create
an exclude list. When NetBackup runs a NetBackup for Exchange backup policy,
NetBackup ignores the items that appear in the exclude list.

For more information on how to create an exclude list by using the NetBackup
Administration Console, see one of the following:

m See “Configuring exclude lists for Exchange clients” on page 107.
m The NetBackup Administrator’s Guide, Volume I.

NetBackup excludes certain files and directories by default. These default
exclusions always appear in the Administration Console's exclude list. The default
exclusions are as follows:

B C:\Program Files\Veritas\NetBackup\bin\bprd.d\*.lock

B C:\Program Files\Veritas\NetBackup\bin\bpsched.d\*.lock
B C:\Program Files\Veritas\NetBackupDB\data\*

B C:\Program Files\Veritas\Volmgr\misc\*

Table A-5 provides examples of Exchange mailbox entries you can add to an
exclude list.

Table A-5 Example Exchange mailbox entries in an exclude list

This entry ... excludes ...
Microsoft Exchange Mailboxes:\J* All mailboxes with a name that starts with “J”.
Microsoft Exchange Mailboxes:\Joe Smith\ The mailbox “Joe Smith” or “Joe Smith [JoeS]”

) ) ) with a name that starts with “Joe Smith”.
Microsoft Exchange Mailboxes:\Joe Smith [JoeS]\
Microsoft Exchange Mailboxes:\Joe Smith*\Top of |The Deleted Items folder for the mailbox “Joe
Information Store\Deleted Ttems Smith”.
Microsoft Exchange Mailboxes:\*\Top of Any messages that begin with “SPAM” in the
Information Store\Inbox\SPAM* user’s “Inbox”.
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Table A-6 provides examples of public folder entries you can add to an exclude

list.

Table A-6 Example public folder entries in an exclude list
This entry ... excludes ...
Microsoft Exchange Public The root public folder called “Marketing”.

Folders:\Marketing

Microsoft Exchange Public All . x1s documents under the Public Folder called “Marketing”.
Folders:\Marketing\*.x1ls

Configuring exclude lists for Exchange clients in
mailbox and public folder backup policies

This topic describes how to exclude items from an Exchange backup. For more
information about this topic, see the following:

See “About excluding Exchange items from mailbox and public folder backups
(Exchange 2007)” on page 242.

The following figure shows an exclude list with two databases:

Note: For backups in a clustered environment, select each node and perform the
configuration procedure on each node. You must configure the same settings on
each node. If you change the attributes for the virtual name of the client,
NetBackup updates only the active node or current node.

To configure an Exchange client exclude list in mailbox and public folder backup
policies

1 Open the NetBackup Administration Console or the Remote Administration
Console.

2 Inthe left pane, expand NetBackup Administration > Host Properties >
Clients.

In the right pane, select the Exchange client(s) that you want to configure.
Click Actions > Properties.

Expand Windows Client and click Exclude Lists.

Click Add.

N O o ~W

Specify objects to exclude in one of the following ways:
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m InthePolicy field, select <<al1l Policies>> ortype the name of a specific

policy.

m In the Schedules field, select <<a11 Schedules>> or type the name of a

specific schedule.

m In the Files/Directories field, type the name of a storage group, database
in the following format:

Microsoft Exchange Mailboxes:\J*

Using wildcards in an Exchange backup selections list
for mailbox or public folder backups

Wildcard characters can be used to define groups of mailboxes or public folders.
This way multiple objects can be backed up without having to specify the objects
individually in the backup selections list. Multiple data streams must also be
enabled. If this feature is not enabled, the backup fails.

See “Performing Exchange backups with multiple data streams” on page 103.

Table A-7 Supported wildcard characters for mailbox and public folder backups

Wildcard character

Action

Asterisk (*)

Use as a substitute for zero or more characters. Specify
the asterisk as the last character in the string.

Example: To specify all objects that start with an a use

ax*.

Question mark (?)

Use as a substitute for one or more characters in a name.

Example 1: The string s ?z processes all objects that
have s for a first character, any character for a second
character, and z for a third character.

Example 2: The string Data? ?se processes all objects
that have Data as the first four characters, any
characters for the fifth and sixth characters, and se as
the seventh and either characters.
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Table A-7 Supported wildcard characters for mailbox and public folder backups

(continued)

Wildcard character Action

Left & right brackets ([ ... ]) Use to match any one character that is enclosed in

square brackets. A minus (-) can be used to indicate a
range of consecutive characters; for example, [0-9] is
equivalent to [0123456789].

Note: The minus (-) loses this special meaning if it
occurs last in the string.

Note: The right square bracket (]) does not terminate
such a string when it is the first character within it. For
example, [] a-f] matches either aright square bracket
(]) or one of the ASCII letters a through f inclusive.
Asterisk (*) and Question Mark (?) stand for themselves
within such a string of characters.

The following rules apply when wildcard characters are used in the backup
selections list:

Only one wildcard pattern per backup selections list entry is allowed.
If a wildcard pattern is not honored it is treated literally.

Wildcard patterns are honored only in the final segment of the path name.
Correct

Microsoft Exchange Mailboxes:\John Anderson [janderson]\Top of
Information Store\*

Incorrect

Microsoft Exchange Mailboxes:\John Anderson [janderson]\*\Inbox

For an Exchange Mailboxes path: Any segment of the path can contain wildcard
characters as long as the wildcard characters are the last characters in the
segment. These segments include mailbox names, folders, or messages within
the mailbox hierarchy.

Correct

Microsoft Exchange Mailboxes:\John Anderson [janderson]\Top of
Information Store\*

Microsoft Exchange Mailboxes:\John Anderson [janderson]\Top of
Information Store\[a-h]*

Incorrect

Microsoft Exchange Mailboxes:\[a-h]*\Top of Information Store

Microsoft Exchange Mailboxes:\John Anderson [janderson]\Top*\
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m For Exchange public folders: Any segment of the path can contain wildcard
characters as long as the wildcard characters are the last characters in the
segment. These segments include workspace names or workspace folders.
Correct
Microsoft Exchange Public Folders:\Folderl\Subfolder?

Incorrect
Microsoft Exchange Public Folders:\Folder?\Subfolderl

Microsoft Exchange Public Folders:\*\Subfolderl

Performing user-directed backups of individual
mailboxes and public folders with MAPI (Exchange
2007)

Reviewer: Removed Exchange 2003 from title 8/2/12
Before you perform backups of individual Exchange mailboxes or public folders,
special configuration is required.

See “About configuring the account for NetBackup Exchange operations for
mailbox and public folder operations” on page 234.

Note: The user account you use to log on must have the same Exchange privileges
as the account for NetBackup Exchange operations.

To back up individual mailboxes, mailbox folders, or public folders, the backup
policy must include the Microsoft Exchange Mailboxes:\ Or the Microsoft
Exchange Public Folders:\directive.

Alternatively, you can perform a user-directed backup from a database backup
policy that has Enable granular recovery enabled. You cannot back up individual
mailboxes, mailbox folders, or public folders with a database backup policy.
However, you can restore these items from the database backup.

See “Performing user-directed streaming backups of Exchange Server (Exchange
2007)” on page 141.

See “Performing user-directed snapshot backups of Exchange Server” on page 139.

To perform a user-directed backup of individual mailboxes and public folders with
MAPI

1 Logonto the server as Administrator.

2 Open the Backup, Archive, and Restore interface on the Exchange Server.
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Click File > Select Files and Folders to Back Up.
Select File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, provide the
following information:

m The server you want to perform the backup.

m If you are in a cluster environment, specify the name of the virtual
Exchange Server name.
See “About selecting a source client for an Exchange Server backup
operation” on page 138.

6 Inthe All Folders pane, expand the node that contains the objects you want
to back up and select those objects.

See Table A-8 on page 247.

All Folders onkents of Microsoft Information Store:\First Storage Group
E| DB Microsoft Exchange Mailboxes ;I Mame | Al S.| Timne Modified |
- B0 Abraham Lincoln [sbe] O 3 Mailbos: store - 0 Z{17/2009 10:06:37 AM

-(<E Commen views [ &) public Folder Store e 0 2/17/2009 10:06:37 AM
% Deferred Action

%8 Finder

-[J%5E Schedule

-[J45E Shorteuts

-[J%E Tap of Information Stare
-5 views

i @ Dwight D, Eisenhower [ike]
EDB Microsoft Exchange Public Folders
+-[] {E Folder-A

D $E Inkernet Newsgroups

Click Actions > Backup.

Select the backup options you want.

See “Options for user-directed Exchange backups” on page 139.
9 Click Start Backup.
10 To view the progress of the backup, click Yes.

If you do not want to view the progress of the backup, click No.

Table A-8 Selecting individual Exchange mailboxes and public folders for
user-directed backups

Node Select

Microsoft Exchange Mailboxes Mailbox(es)

Mailbox folder(s)

Microsoft Exchange Public Folders Public folder(s)
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Restoring Exchange mailbox or public folder objects
from mailbox or public folder backups

To restore a mailbox object to a different location, you follow a different procedure.

See “About redirecting a restore of Exchange mailbox or public folder objects to
a different path” on page 186.

Note the following:

When a mailbox is restored, all folders and messages that are contained in the
mailbox are restored. You can choose to restore specific folders or messages
or both from the mailbox backup image.

When a folder is restored, all subfolders and messages that are contained in
the folder are restored. You also can choose to restore specific subfolders or
specific messages or both from the folder backup image.

Do not restore mailbox or public folder backups and database backups in the
same restore job. If the database restore starts first, NetBackup dismounts the
database during the restore. Or it requires that the database be dismounted
before the restore. Then the database being dismounted causes the mailbox
or public folder object restore to fail. Or, the restore of the Exchange mailbox
or public folder items finishes before the restore of the Exchange databases
starts. Then the restore of the Exchange databases deletes the restored mailbox
or public folder objects.

To restore mailbox or public folder objects from mailbox or public folder backups

1

o ~ W N

Log onto the server as Administrator.

Open the Backup, Archive, and Restore interface.

Click File > Select Files and Folders to Restore > from Normal Backup.
Click File > Specify NetBackup Machines and Policy Type.

In the Specify NetBackup Machines and Policy Type dialog box, select the
server and the policy type.

From the NetBackup History pane, click the image(s) that contain the objects
you want to restore.

Symantec recommends that you select one backup image set at a time for
individual item restore. While this recommendation is not a restriction, you
may at times restore more copies of messages than you intend.

Select one of the following:

m The last full backup
m The last full backup and all subsequent differential backups
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m The last full backup and the last cumulative backup
Expand one of the following:

m Microsoft Exchange Mailboxes

m Microsoft Exchange Public Folders

In the All Folders pane, select objects you want to restore from the following:
m Mailboxes

m Mailbox folders

m Mailbox objects

m Public folders

m Documents in a public folder

You can ignore the pLLs folder.

The following figure shows a mailbox restore.

olders ontents ol [(af {uliu) xchange Mallboxes: 2l Sllversten | shel
All Fold, Contents of ‘M ft Exch. Mailb Shel Silverstein [shel]'
E\Dg Microsoft Exchange Mailboxes d Tame I Time Backed Lip I A I S‘I
B0 1ckle Me[ickle] B Camman Views 11/5(2009 2:40:36 PM d O
h eferred Action 140 -
D@HM Deferred Act 11/5/2009 2:40:36 PM o
C%&Finder 11/5{2009 2:40:36 PM d— 0
Os@schedule 11/5{2009 2:40:36 PM d— 0
Deferred Actl
Ellg FE;;E cen Os@shortouts 11/5{2009 2:40:36 FM d— 0O
D4z Schedule J%ETop of Information Store 11/5(2009 2:40:36 PM d—- 0
Dl shorteuts CsEaviens 11/5{2009 2:40:36PM  d-— O
[+ Top of Information Store
B4 Views
D@ Tickle Me, Too [tickle] _ILI
—- s
4| | »

All objects appear as folders and messages. You can identify some
non-message objects by the subject line. For example, if you create a Calendar
event named Appointment1, that name appears in the subject line for that
object.

However, some objects such as Forms and Views do not have a subject line
(even though they can be named). They may not be so easily identified.

Click Actions > Restore.
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10 On the Microsoft Exchange tab, choose whether or not to restore existing
mailbox messages.

See “Options for restores of Exchange Server mailbox objects or public folder

objects” on page 182.

Restore Marked Files [ ]

General Microsoft Exchange |

Exchange Mailbo:
1f the destination mailbox message(s) already exists:

-

Start Restare I Cancel | Help |

11 You can restore individual mailbox items to alternate mailboxes or mailbox
folders.

See “About redirecting a restore of Exchange mailbox or public folder objects
to a different path” on page 186.

12 Click Start Restore.

Redirecting mailbox or public folder object from a
mailbox backup

Reviewer: Added 12/20/12
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Review the following requirements for redirecting the restore of an Exchange
mailbox or public folder to a different path:

You must indicate an explicit path (or full path).

In the destination path, the following segment of the path cannot be changed:
Microsoft Exchange Mailboxes:\
Microsoft Exchange Public Folders:\

If you change this part of the path, NetBackup attempts to restore the objects
as normal (non-Exchange) files.

The destination mailbox or destination folder must have an associated user
account.

When you restore public folders, change the public folder name to the folder
to which you want to restore. This folder does not have to exist.

When you redirect mailbox backups, if you modify the name of the Exchange
folders, NetBackup restores the selected object to that specified folder name.
These Exchange folders include “Top of Information Store,” “Views,” “Finder”,
etc. You can see the new folder when you browse for backups and it is backed
up on subsequent backups of that mailbox. However, you cannot use Outlook
to view the folder and any subfolders and messages in that folder.

When you redirect a restore of mailbox or public folder items, consider the
following examples:

If you want to restore the contents of Mailbox 1toMailbox 2\Folder, specify
the following in the Destination box:

Microsoft Exchange Mailboxes:\Mailbox 2\ [mailbox 2]

For complete instructions see the following topic:
See “Redirecting the restore of an Exchange mailbox, mailbox folder, or public
folder” on page 188.

If you want to restore the contents of Tnbox in Mailbox 1 to the folder other
in the same mailbox. Specify the following in the Destination box:

Microsoft Exchange Mailboxes:\Mailbox 1\Top of Information Store\Other

For complete instructions see the following topic:
See “Redirecting a restore of an Exchange mailbox or a public folder object to
a different path” on page 190.
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Debug logs for NetBackup for Exchange mailbox and
public folder backup and restore operations

After you perform a mailbox or a public folder backup or restore, debug logging
information is placed in the install path\Netbackup\logs directory. A
subdirectory is created for each process. The debug log file is named mmddyy . 10g.

For details on logging, see the NetBackup Troubleshooting Guide.
For backups, refer to the following logs:

B beds
This log is used mailbox and public folder backups using MAPL

B Dbpbkar
For restores, refer to the following logs:

B beds
This log applies to mailbox and public folder restores with MAPIL

B tar
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Service

This appendix includes the following topics:

m Configuring the logon account for the NetBackup Legacy Network Service
(Exchange 2010)

Configuring the logon account for the NetBackup
Legacy Network Service (Exchange 2010)

Note:

Reviewer: Updated 12/15/12 Though this service is needed for DAG backups,
Exchange credentials can be configured in place of the logon account for this service.
7.5 said you had to configure teh service for "database and GRT restores". Lowell
said that you configure this service for DAG backups. Which is accurate?
Previous to NetBackup 7.6, for Exchange 2010 DAG configurations you had to
configure the logon account for NetBackup Legacy Network Service. The logon
account required permission to perform Exchange database restores and restores
with Granular Recovery Technology (GRT). This configuration is no longer
required; configure the Exchange credentials in the client host properties. Existing
NetBackup customers can continue to configure the logon account for this service.
Include the credentials only in the host properties or for the NetBackup Legacy
Network Service. Do not include the credentials in both places.

By default, the NetBackup Legacy Network Service uses “Local System” account
to log on. A different account is required so NetBackup has the necessary local
system privileges to perform Exchange 2010 DAG backups.

Note the following:
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Perform the steps on each database node in the DAG and on the CAS server.
For an off-host backup, perform the steps on the alternate client.

For backups and restores with GRT, configure each client that performs
granular operations. To determine which clients to configure, see the following
topic:

See “Exchange granular clients and non-VMware backups ” on page 43.

See “Exchange granular clients and VMware backups” on page 44.

To configure the logon account for the NetBackup Legacy Network Service

1

2
3
4

Open the Windows Services application.
Double-click on the NetBackup Legacy Network Service entry.
Click on the Log On tab.

Provide the name of the account for NetBackup Exchange operations that
you previously created. To change the Log on as account, you must have
administrator group privileges.

See “Creating a privileged NetBackup user account for EWS access (Exchange
2010)” on page 50.

See “Creating a minimal NetBackup account for Exchange operations
(Exchange 2010)” on page 51.

The account must include the domain name, followed by the user account,
domain_name\account. For example, recovery\netbackup.

Click OK.
Stop and start the NetBackup Legacy Network Service.

Close the Services control panel application.
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Application State Capture (ASC) 196
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Back up all log files 36
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Backup Exec images, restoring 193
Backup Files dialog box 139
backup media required 25
Backup option for log files during full backups
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adding manually 101
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backup 119
backup types
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(GRT) 42
user 98
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snapshot 115
backups, manual 89
backups, snapshot
limitations 113
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troubleshooting 227
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compression 15, 96
consistency checks 15
configuring a pause in 36
of snapshot backups 28, 114
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